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Abstract 
A new modular transport layer protocol for wireless sensor networks (WSNs) is proposed: WMTP – Wireless Modular 

Transport Protocol. This protocol not only allows the simultaneous use of all the main features commonly found in WSN 
transport protocols, namely congestion control, fairness, and reliability, but also does so in a modular fashion. This way, 
the application layer can choose to use exactly the features that it requires, without having to deal with the inevitable 
trade-offs of those that it doesn’t. Additionally, WMTP provides its own unique set of uncommon features such as 
throttling, flow-control, transport layer quality-of-service, and optional integration with service-discovery. Simulation results 
show that, not only do the implemented features operate as expected, but, with the exception of WMTP reliability, they 
also manage to do this with minimal energy cost, since, under the simulated test scenario, the protocol overhead was 
determined to be generally below 10%. 
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1 Introduction 
The recent evolution of networking in embedded 

systems has brought about new challenges to tackle and 
new problems to solve. The special needs related to 
these new kinds of networks and the paradigms that 
evolved from them created the concept of Wireless 
Sensor Networks (WSNs), as described in [1]. These 
networks are built upon low cost, battery powered, 
wireless nodes whose processing abilities, albeit limited, 
go beyond mere sensing, thus enabling the creation of 
intelligent data centric networks. 

In WSNs, the key performance attribute that is most 
frequently analyzed and optimized is energy efficiency. 
This is especially important since the node’s energy 
consumption can mean the difference between 
redeploying the network after a year or every few 
months. Aside from the complex considerations and 
procedures that a large-scale WSN deployment entails 
(see [2]), economic factors and environmental concerns 
may also come into play, thus making energy efficiency 
the most important aspect behind these new networks. 

Given this key paradigm shift in what is considered as 
a performance attribute in WSNs, the use of traditional 
network protocols is generally found to be inefficient or 
impractical to implement. This has led to the need to 
develop new protocols specifically tailored for these 
networks, either by creating entirely new concepts from 
scratch, or by adapting the already existing protocols to 
better perform under these special conditions. 

Traditionally, research and development efforts were 
application driven, thus embedding, within the 
applications themselves, most of the functionality that 
would otherwise be offered by one of the network layers. 
This would lead to the need to redevelop most of the 
protocol stack, from scratch, every time a new 
application was designed. With the recent surge in 

applications that rely on these networks, however, came 
a demand for new protocols that could fulfill the needs 
of, and thus be reused by, a broader range of 
applications, therefore relieving the application 
developers of the additional effort of developing the 
underlying network layers. 

Focusing specifically on the transport layer, there is a 
large variety of protocols that have already been 
designed to provide some specific functionality that may 
be used by a broad range of applications. A more 
detailed analysis of some of the available protocols is 
available in [4], but, generally speaking, the functionality 
that these protocols provide can fit into one of the 
following categories: 

• Reliability: The ability to retransmit lost packets, 
either locally, or end-to-end, to ensure their 
successful delivery; 

• Congestion Control: The ability to delay or inhibit 
packet forwarding and generation in order to 
avoid network congestion at bottleneck nodes; 

• Fairness: The ability to divide network resources 
in an equitable fashion between all nodes, thus 
ensuring that all have an equal share of 
bandwidth to communicate with the sink node. 

The weakness behind most of these protocols is that 
most of them were designed with the needs of a specific 
application in mind, and are either not suitable or 
inefficient for most other purposes. Additionally, most of 
these transport protocols only offer one or two of the 
above mentioned features, leaving only a few that 
actually provide all three, albeit inefficiently. 

The one key area, where all of these protocols come 
short, is modularity. Each of these protocols provides its 
own particular features, or combination thereof, yet none 
present the explicit option of using whichever features 
one needs, while leaving out the others. 
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Figure 1: WMTP Protocol Stack  

This paper proposes the Wireless Modular Transport 
Protocol (WMTP), a novel modular approach to transport 
layer protocol functionality that not only seamlessly 
integrates all of the above mentioned functionalities, but 
also provides some new features, not commonly found 
in this area, such as the support for optionally integrated 
service discovery and the ability to provide quality-of-
service (QoS). This means that each application may 
choose which features it requires and which it doesn’t, 
and the protocol will assure that the basic requirements 
are complied with, without incurring the additional 
burden and the efficiency toll associated with any 
unused functionality. Additionally, WMTP supports 
environments with heterogeneous applications where 
different applications, using different features, may 
coexist in the same network. On the other hand, the use 
of this modular architecture also allows one to build a 
stripped down version of WMTP that doesn’t support any 
features that won’t be used, thus freeing up valuable 
processor and memory resources on the sensor nodes. 

The remainder of this paper is organized as follows: 
section 2 shows how the WMTP protocol architecture 
was designed, while section 3 shows WMTP’s main 
functionality in action. Finally, section 4 draws some final 
conclusions and lays out the foundation for future work 
in this area. 

2 WMTP Design 
WMTP was born from a proposal to develop an 

architecture that could integrate all of these features into 
a single protocol, while also providing some new 
features, namely throttling, flow-control, and quality-of-
service. Finally, the ability to easily integrate with 
service-discovery systems was also proposed, although 
the service discovery system, in itself, would not be a 
direct part of the WMTP protocol. 

In order to provide this functionality, a transport layer 
framework was designed, based on the existence of a 
central core that, by itself, provides only minimal 
functionality. The true features are developed as 
additional modules or plug-ins that interact with the core 
through very specific interfaces. These interfaces were 
designed to minimize the possibility of unforeseen 
interactions between distinct modules, while also making 
it clear exactly what kind of interactions are predictable. 
This way, each feature module could be developed as a 
stand-alone feature, and yet, could still be used in 
conjunction with others. Additionally, this architecture 
interacts with the upper and lower layers using 
specialized interfaces that enable additional features, 
although this might require the development of 
specialized “translation” modules or adaptation layers. 
Under these circumstances, the core’s true functionality 
resides in coordinating the overall activity, acting as the  
 
 
 
 
 
 

“glue” between all of the feature modules and the upper 
and lower layers, thus providing a coherent and 
integrated functionality that is presented to the 
application in a way that is as transparent as possible. 

In order to provide the flexibility that WMTP’s modular 
architecture requires, a specialized network protocol 
stack was designed. This unconventional protocol stack, 
illustrated in Figure 1, partially breaks the traditional 
layered paradigm that is commonly used in conventional 
networks, since WMTP does not sit neatly between the 
application layer and the network layer. 

The WMTP core actually resides directly between the 
application layer and the link layer. Although the network 
layer is not directly a part of WMTP, tight integration with 
the core functionality is required due to the high level of 
collaboration that WMTP pursues with it, going beyond 
the scope of what the traditional layered approach 
envisions. Additionally, WMTP needs to manage its own 
core queue, which is a job that traditionally would be 
delegated to the network layer. Amongst other 
advantages of using this approach is the ability of the 
network layer to collaborate with WMTP to implement 
connection oriented routing, a service that is a basic 
requirement of some of WMTP’s features. In order to 
provide this service, not only does the network layer 
have to identify to which connection does an incoming 
packet belong to, it also has to collaborate with WMTP to 
establish the connection in the first place. Additionally, 
this cross-layered approach also allows WMTP to use 
multiple concurrent network layer implementations with 
ease. 

Although connection-oriented routing has its benefits, 
the initial delay during which the connection is 
established, and its context is propagated across the 
network, can be undesirable under certain 
circumstances. On the other hand, since connections 
require that each forwarding node maintain an individual 
context, this poses serious scalability problems, 
especially when large-scale deployments come into play. 
To overcome this problem, WMTP also supports 
connectionless routing modules which, albeit using the 
same interfaces as their connection-oriented 
counterparts, use a dummy connection establishment 
process that entails little or no additional delay. 
Additionally, in the absence of connections, the use of 
local memory is not proportional to the number of 
downstream nodes, thus enabling large-scale 
deployments. 

The connection establishment functionality, in turn, is 
directly related to the multi-hop routers in use. This 
functionality may also be integrated with more advanced 
naming, addressing, or service discovery schemes that 
go beyond WMTP’s scope. If the underlying router is 
connection-oriented, then this module will not only be  
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responsible for discovering the routes to one or more 
destination nodes that fulfill the requested connection’s 
criteria but also to establish and configure the 
connection’s context. On the other hand, if the router is 
connectionless, then this module may simply be a stub 
for neighbor or gateway discovery. 

As for the interface with the application layer, WMTP 
was designed to meet the needs of typical WSN 
applications and thus this interface could not deviate 
excessively from the traditional interfaces typically used 
for this purpose. On the other hand, in order to make full 
use of some of WMTP’s features, some extensions had 
to be employed, not only to allow the application to 
manage and configure the features it intends to use, but 
to also regulate application data generation, which is 
extensively used by features such as congestion control 
and fairness. While the use of most of these extensions 
is not mandatory, the application would not be able to 
take full benefit of what WMTP has to offer without them. 

WMTP’s interface with the link layer, in contrast, is 
much more traditional. The only extension that needed 
to be employed was an additional interface to obtain the 
layer’s quality-of-service characteristics. Additionally, 
WMTP fully benefits from the promiscuous nature of the 
wireless medium by piggybacking any management 
information on forwarded traffic. On the other hand, if the 
link layer does not provide this feature, WMTP is flexible 
enough to still manage to operate, albeit not as 
efficiently, by using explicit management packets. 

Once this basic protocol stack is established, the 
specific features that characterize WMTP may be built 
upon it. Although this framework is designed to be 
flexible and to facilitate the implementation of additional 
features and improvements, the following feature set has 
been listed for initial development: 

• Throttling: Packet generation is throttled, thus 
relieving the application of this task. 

• Flow Control: The receiving node may regulate 
the rate at which the source node generates its 
packets; 

• Congestion Control: Packet transmission is 
delayed along the forwarding nodes, ultimately 
delaying packet generation, to avoid bottleneck 
node congestion; 

• Fairness: Packet generation is throttled along 
several sources that share a sink, thus dividing 
the available throughput in either an equitable  
 
 
 
 
 
 
 
 
 
 
 
 
 

fashion or with weighted differentiation; 
• Reliability: Packets are retransmitted, when 

losses are detected, in order to guarantee the 
reliable delivery of all packets; 

• Quality-of-Service: The application may specify 
the minimum requirements and/or the desired 
values for certain QoS metrics such as end-to-
end packet delay and packet throughput; 

Although the WMTP protocol may support all of these 
features and even allow them to coexist peacefully on 
the same network, the user may wish to entirely disable 
unneeded features. This allows the partial compilation of 
only the components that are required for the 
provisioning of the remaining features, thus freeing 
resources that would otherwise be wasted. 

As already mentioned, these features communicate 
with the core through a set of specialized interfaces (see 
Figure 2). These modules can then use these interfaces 
to either implement a transport layer feature or perform a 
specific task that the core explicitly delegates. A detailed 
explanation of each of these interfaces goes beyond the 
scope of this paper (for a complete reference see [3]). 

2.1 WMTP Core Functionality 
As previously mentioned, the WMTP core is 

essentially the glue that sticks together all of the 
individual modules. Its job is to call upon the appropriate 
components for each packet or connection and to 
aggregate the information from multiple components of 
the same kind to make coherent decisions. 

The WMTP core functionality can be further 
categorized into several subsystems. These 
subsystems, rather than representing isolated 
compartments within the WMTP core, are all part of a 
single coherent package and are only presented this 
way for the sake of clarity. 

2.1.1 General Functionality 
This section covers the functionality that is not 

directly associated with any subsystem in particular but 
is still a basic part the WMTP core. To be more specific, 
the core must handle the following duties: 

• Maintain a list of open connections that feature 
modules may consult through their specialized 
interfaces; 

• Provide its current status, on demand; 
• Signal any associated event handlers whenever 

any relevant event occurs; 

Figure 2: WMTP Core Interfaces  
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• Implement each command or event specified by 
the core interfaces, either by supplying the 
desired functionality as described in the WMTP 
specification, or by providing a dummy response 
indicating that this particular functionality is not 
supported, when the specification explicitly 
allows this. 

2.1.2 Message Generation and Parsing Subsystem 
In order to allow nodes to communicate amongst 

themselves and properly implement all of the proposed 
functionality, a special message format is used in 
WMTP. The WMTP core can then use this special 
message format to not only forward data packets, but to 
also append additional headers. This being the case, 
WMTP works with three basic kinds of data, aside from 
the application data itself: local management data, 
connection management data, and routing headers. 
Local management data conveys information to the 
node’s local neighborhood and is useful to broadcast the 
node’s current status to its neighbors. Connection 
management data, on the other hand, is associated to a 
particular application message and is thus forwarded 
along the packet’s route. This kind of data is useful to 
append any specific identifiers or sequence numbers. 
Finally, routing headers, like connection management 
data, are also appended to the application’s messages, 
but these headers, in particular, are used by the network 
layer during the routing decision, not only to determine 
the packet’s next hop, but also to identify the connection 
to which it belongs to, if it is connection-oriented. 

Under these circumstances, this particular subsystem 
is responsible for generating and handling these 
messages, thus entailing the following functionalities: 

• Accept local management data from multiple 
feature modules and ensure that it is periodically 
broadcasted. If the link layer supports radio 
snooping and there are data packets ready to be 
sent out, piggy-back the local management data 
alongside the outgoing data packets, otherwise, 
use a dedicated management packet; 

• Whenever a message is received from the link 
layer, sequentially parse its contents by calling 
the appropriate handling modules; 

• Whenever a new packet is generated by an 
application, call the appropriate multi-hop router 
to generate its routing header. Next, call upon 
the appropriate handlers to generate and 
append any connection management data, 
alongside the packet’s payload; 

• Handle any received connection management 
data by passing it along to the appropriate 
feature modules. Keep a record of the individual 
management headers in case the feature 
module requests it at a later time. 

2.1.3 Data Forwarding and Delivery Subsystem 
This particular subsystem is responsible for ensuring 

that data packets are sent across the network, ultimately 
reaching their destination. The core accomplishes this by 
selectively delegating some of the associated tasks to 

external modules. These modules are used to outsource 
the specific functionality that belongs to the WMTP’s 
specialized network layer and, hence, goes beyond 
WMTP’s scope. This being the case, the WMTP core is 
still responsible for the following functionalities: 

• Manage a list of currently open connections for 
any feature module to consult at will; 

• Ignore received data packets that are not 
intended to be forwarded through this node (i.e. 
that were received promiscuously); 

• Whenever a packet is generated by an 
application, or otherwise received from another 
node, use the appropriate multi-hop router to 
obtain the next hop’s address. If the specified 
next hop is the local node, deliver the data to the 
appropriate application, otherwise, enqueue the 
data so it may be forwarded. 

2.1.4 Traffic Shaping Subsystem 
The WMTP core provides the ability for its feature 

modules to regulate the rate at which packets are 
generated and forwarded. This particular functionality is 
used extensively by several features, namely congestion 
control and fairness. 

This control is provided through the use of 
specialized Start and Stop commands. These 
commands, in turn, can either be applied to individual 
packets, in which case they regulate when the packet is 
forwarded, or to connections, thus regulating packet 
generation at the application layer. Additionally, multiple 
modules may use traffic shaping to influence the same 
packet or connection, in which case the WMTP core will 
maintain the Boolean state of each traffic shaping 
module, associated to each connection and packet. This 
way, this subsystem will provide the following 
functionalities: 

• Maintain the individual active/inactive status of 
all open connections and queued packets for 
each traffic shaping module; 

• Whenever a traffic shaping module starts a local 
connection, infer the global status using an AND 
logic and, if the connection changes its global 
status from the inactive to the active state, signal 
the appropriate application to generate new 
data. 

2.1.5 Queuing Subsystem 
The queuing subsystem, in turn, is responsible for 

holding a limited number of packets in local cache so 
that they may be forwarded at a later time. Additionally, 
this subsystem also cooperates with reliability modules 
by only dropping packets from the core queue when the 
appropriate module tells it to. This subsystem, thus, 
entails the following functionalities: 

• Use the appropriate reliability module, when 
applicable, to detect repeated packets, and 
discard them; 

• If a packet is configured to use reliability 
semantics, retain it in the core queue until the 
appropriate reliability module indicates that it 
may be dropped; 
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• Send the next packet from the core queue, as 
soon as the link layer signals that the previous 
packet has already been sent; 

• When selecting which packet to send next, 
ignore all packets that have been marked, by at 
least one traffic shaping module, as inactive. Of 
the remaining packets, choose the one with the 
highest quality-of-service priority. If there are 
several packets with the same priority level or if 
all the packets don’t have quality-of-service 
enabled, choose the oldest packet. 

2.1.6 Memory Management Subsystem 
Since dynamic memory is a rare commodity in 

embedded systems, especially on the resource 
constrained ones used in WSNs, WMTP may have to 
manage the memory for its dynamic structures itself. 
This being the case, several memory management tasks 
are processed specifically through the WMTP core, thus 
avoiding the unnecessary replication of this system 
across multiple modules. Although, if the embedded 
system actually does support dynamic memory, the 
implementation of this subsystem is trivial, the efficient 
management of the already scarce memory resources 
using only static memory is not as easy. 

While the management algorithm is not within the 
scope of WMTP’s specification, the reference 
implementation achieves it through the use of a basic list 
of idle elements from which a new element may be 
retrieved and put to use, on demand. Accordingly, once 
an old element is no longer needed, it may be 
“destroyed” simply by returning it to the list of idle 
elements. 

There are two data structures that require the WMTP 
core’s direct action as a memory manager: core queue 
elements and connection specifications. In the case of 
the connection specifications, these elements are not 
only used internally by the WMTP core, but also by 
external modules, including applications. This way, these 
modules may use their respective interfaces to take 
advantage of the core queue’s memory management 
abilities. 

Additionally, the WMTP core also allows each feature 
module to maintain a per-connection or per-packet state 
or scratch pad, thus relieving these modules of the 
additional memory management hassle. Although this 
does not require the use of dynamic data structures, the 
WMTP core must still maintain individual connection and 
packet scratch pads, for each module that uses them, 
associated to each open connection or queued packet, 
respectively. 

2.1.7 Configuration Management Subsystem 
The configuration management subsystem allows the 

WMTP core to manage the configuration of each feature 
module. While most of the work is done by the feature 
modules themselves, the WMTP core is still responsible 
for the following functionalities: 

• Whenever a connectionless packet is generated, 
the applicable configuration data must be 
appended using a special type of connection 

management data. Accordingly, when one of 
these packets is received, its configuration must 
be initialized using said data; 

• A connection establishment module may request 
that a connection’s configuration be serialized in 
a format that may be transported across the 
network. When this happens, the core should 
piece together the configuration data by 
sequentially requesting that each feature module 
generate its own data; 

• When a connection establishment module 
requests that a connection be configured using 
serialized configuration data, the WMTP core 
must first initialize the connection for every 
feature module. Next, each feature that is 
specified within the configuration data should be 
configured by calling the appropriate feature 
module. 

2.1.8 Service Management Subsystem 
Although the WMTP core does not specifically 

implement a service discovery system, it does use 
services to identify how each application is accessible 
from the network. This is much like how TCP and UDP 
use port numbers, except that, instead of using a port 
number to identify which application it should be 
delivered to, remote data may express an interest, thus 
being delivered to the application that registered a 
matching service. The core does this by delegating most 
of the basic service handling operations to external 
modules, thus providing a key extension point that 
enables WMTP to work with more advanced naming, 
addressing, or service discovery mechanisms that go 
beyond its scope. Under these circumstances, the core 
is still responsible for the following functionalities: 

• The WMTP core must manage a list of locally 
registered services; 

• A connection establishment module may request 
the generation of service specification data 
representing an interest. When this happens, the 
core should delegate this task on to the 
appropriate handling module; 

• Whenever remote service data, representing an 
interest, is being matched against a registered 
local service specification, once again, the 
WMTP core must delegate the matching 
operation to the appropriate handling module; 

• Additionally, a connection establishment module 
may also request the first service specification 
that matches remote service data, representing 
an interest. Under these circumstances, the core 
must successively test each registered service 
specification until one that matches is found; 

2.1.9 Quality-of-Service Reservation Subsystem 
Finally, the quality-of-service reservation subsystem 

collaborates with the connection establishment handling 
modules to extend the quality-of-service guarantees 
provided by the link layer thus providing end-to-end 
transport layer quality-of-service semantics. The WMTP 
core quality-of-service reservation system is based on 
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Figure 3: QoS Reservation Tree 

Level 0  
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the idea of reserving a maximum sending delay for a 
connection, during its establishment phase, thus 
assuring that its packets will never have to wait more 
than the reserved delay to be forwarded to the next hop. 
As new reservations gradually take effect, the system 
essentially makes sure that if a single packet from each 
quality-of-service enabled connection were to arrive from 
all of them at once, then each one could be dispatched 
within its individual required time frame. 

This reservation process associates a simple priority 
level to the connection. This priority level, in turn, will be 
used by the queuing subsystem to prioritize the 
connection’s packets, thus assuring that its service 
levels are met. Additionally, when quality-of-service 
resources are reserved for a connection, a single queue 
element is also reserved specifically for the connection, 
thus providing the additional guarantee that it will not be 
affected by network congestion. 

Since the end-to-end quality-of-service reservation 
process is similar, in many aspects, to a transaction, it is 
often desirable to reserve and/or cancel quality-of-
service resources prior to actually opening the 
connection. This being the case, this subsystem allows 
the connection establishment module to pre-reserve the 
quality-of-service resources along the connection’s route 
and, in the end, when all of the connection’s resources 
have been secured across the network, the reservation 
may be committed, thus finalizing the connection 
establishment process. 

Based upon this reservation system, the connection 
establishment handling modules may provide the 
following end-to-end quality-of-service metrics: 

• Maximum end-to-end delay: The connection 
establishment module sequentially attempts to 
reserve the shortest available delay on each 
node along the connection’s route. These 
calculated delays are accumulated as the 
connection is established and, if, at a certain 
point, the specified maximum delay is exceeded, 
the connection is dropped before the 
establishment process finishes, thus 
guaranteeing that the connection is only 
successfully established if the quality-of-service 
requirements can be met. 

• Maximum and desired generation periods: This 
quality-of-service metric is equivalent to the 
minimum and desired throughputs, but 
expressed as packet periods (in milliseconds 
between packets) rather than in throughputs (in 
packets per second). The idea behind this 
quality-of-service metric is the guarantee that, if 
the connection generates packets at a rate that 
is lesser than or equal to what was reserved, 
then its packets will never be dropped due to 
congestion. The use of two parameters, the 
maximum and the desired periods, enables the 
application to establish the hard requirement 
that must be met to establish the connection (the 
maximum generation period) and a soft 
preference, which ideally would be what is 

actually reserved. In order to provide this quality-
of-service metric, the connection establishment 
handler sequentially attempts to reserve the 
shortest available delay that is larger than the 
preferred period, on each node along the 
connection’s route. If the shortest delay is higher 
than the maximum period, then the connection 
establishment handler attempts to perform the 
reservation using the maximum period. If the 
reservation is ultimately unsuccessful, the 
connection is dropped before the establishment 
process finishes, thus guaranteeing that the 
connection is only successfully established if the 
quality-of-service requirements can be met. 

Although the mechanism used by the WMTP core to 
manage the quality-of-service reservations is not 
explicitly specified, the recommended solution, which is 
used in the reference implementation, is based on a 
binary reservation tree (see Figure 3). 

The idea 
behind this 
mechanism is 
to represent 
each 
reservation 
as a node on 
the tree in 
such a way that, if a node is reserved, then none of its 
children nodes may be used for other reservations. 
Furthermore, the depth of the node (starting from zero at 
the tree’s root), represents the connection’s priority level, 
as will be used by the core queuing subsystem. Under 
these circumstances, a reserved node is guaranteed to 
be able to send out its data with a delay of (2n+1)×D, or 
less, where n is the connection’s priority and D is the 
maximum delay reported by the link layer. 

2.2 Feature Implementation 
Using the previously explained architecture, complete 

features may be implemented as additional modules that 
use multiple interfaces to interact with the WMTP core, 
in a way that provides a coherent result. This being the 
case, the most relevant features will be presented and 
further explained below. 

2.2.1 Throttling 
Throttling is one of the simplest of all features that 

WMTP offers, being basically a mechanism that allows 
the application to specify the minimum packet generation 
period. To implement this mechanism, the module 
basically uses traffic shaping to stop the connection 
whenever a new packet is generated. It then sets a 
wake-up timer to restart it after the specified period. 
Additionally, a connection scratch pad is used to store 
each connection’s individual wake-up time. 

2.2.2 Flow Control 
The flow control feature, in turn, is a simple 

mechanism where the receiving node may regulate the 
rate at which the sending node generates data. This 
functionality is achieved in exactly the same way as was 
done with the throttling feature, except that the desired 
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generation period is configured by the remote 
application, rather then the local one. 

2.2.3 Congestion Control 
Congestion control is a feature that delays packet 

forwarding in order to avoid congestion on bottleneck 
nodes. As these packets accumulate across upstream 
nodes, the sources will eventually be affected, thus 
regulating packet generation as well. 

Each node determines its own congestion status by 
analyzing its local queue availability, thus creating a 
Boolean congestion notification bit. In order to decide 
whether the node is congested or not, two distinct 
thresholds are used, a minimum queue availability, 
under which the node will be considered as congested, 
and a maximum queue availability, over which it will 
cease to be considered as so. In between these two 
thresholds, the node retains its last state, thus creating a 
memory effect. 

Once this congestion status is established, this 
information is shared with all local neighbors through the 
use of local management data. This way, traffic shaping 
may be used to stop packets that will be forwarded over 
to a congested node and restart them when the node is 
ready. Additionally, whenever the local node changes its 
congestion state, all local connections are stopped or 
started, accordingly, thus regulating the rate at which the 
application generates packets. 

2.2.4 Fairness 
The fairness feature, in turn, allows all connections 

that are transmitting to a common sink to share the 
available network resources, either in an equitable 
fashion, or using a weighted differentiation algorithm. 

The basic idea is that the module measures the local 
node’s link capacity and feeds the measured results to a 
distributed algorithm. This distributed algorithm then 
uses local management data to share information with 
neighbors, ultimately determining the packet generation 
period of each local connection, which is then throttled 
accordingly. Furthermore, all of the above mentioned 
functionality is further replicated to provide multi-sink 
fairness, thus allowing several fairness enabled sinks to 
operate independently across the network. 

2.2.5 WMTP Reliability 
WMTP reliability is a feature that enables packet 

retransmission in case of loss, thus providing an 
additional level of assurance that a packet will reach its 
destination. This feature uses a link level reliability 
mechanism in which a packet is only retransmitted over 
the local link where it was lost, instead of an end-to-end 
solution, where lost packets are only repeated at the 
source nodes. 

To start off with, this module uses connection 
management data to associate a simple identifier to 
each data packet that uses this feature. Local 
management data is then used to broadcast an 
availability map (A-Map), in other words, a list of the 
identifiers of each packet that uses this feature, currently 
held in the local queue. 

Now that this feature has a way of identifying its 
individual packets and of telling its neighbors which 
packets it currently has in its core queue, it tells the 
WMTP core to hold these packets until it is certain that 
they won’t be needed any longer. Additionally, traffic 
shaping is used to delay packet retransmission for a 
certain amount of time, thus giving the next node enough 
time to broadcast its availability map. 

3 WMTP Test and Evaluation 
To assess WMTP’s effectiveness, a special test 

application was developed to work with WMTP while 
being simulated under the TOSSIM environment. Under 
these conditions, a series of simulations were run to 
show the most relevant features in action. Since these 
simulations were designed solely to show how WMTP’s 
features operate, in a qualitative manner, each test case 
was run only once. Being this the case, the simulated 
results may only be used as a comparison between 
distinct feature combinations or scenarios, since they 
lack the statistical relevance required to extrapolate 
reference performance values. 

The test scenarios chosen for this purpose are 
described in Figure 4. These particular scenarios were 
chosen due to the differing distances of the sources from 
the sink. This simple difference is enough to create an 
imbalance that naturally leads to an unfair advantage for 
the source nodes closest to the sink, thus adding yet 
another challenge for WMTP’s features to overcome. 
Additionally, the quality-of-service assessment 
simulation exaggerates even further this imbalance, by 
moving one of the source nodes into the routing path of 
the others. Since this node generates data at the highest 
rate physically possible, its core queue will always be 
completely filled with its own packets, thus completely 
preventing, under natural conditions, any data from the 
remaining sources from getting through to the sink. 

These test cases were designed to show how their 
respective features operated under pressure. This being 
the case, the source nodes in these simulations 
generate data at the highest rate physically possible. 

Sink Node  

Relay Nodes  

Normal Source Nodes  

Data Path  

Implicit Link  

Inactive Nodes  

QoS Enabled Source  

  

Basic Topology QoS Topology 

Figure  4: Simulation  Scenario Topolog ies 
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The quality-of-service test case presents a distinct 
exception from this rule. Although the nodes with quality-
of-service disabled, within the test, do also generate 
data at the highest rate that they physically can, the 
quality-of-service enabled node initiates a throughput 
constrained connection and thus generates data at a 
constant packet rate. 

During this test and evaluation process, the following 
indicators have been used across multiple simulations: 

• Generated Packet Rate: The average number of 
packets each node generated, measured in 
packets per second; 

• Received Packet Rate: The average number of 
packets received at the sink from each source, 
measured in packets per second; 

• Unreceived Packets: The accumulated number 
of packets that have been sent from each 
source but, for some reason or another, have 
not yet reached the sink. It is perfectly normal for 
this value to be non-zero, even if all packets are 
eventually received, as this merely indicates a 
delay between the moment the packet was 
generated and the moment at which it was 
received at the sink. True packet losses are 
indicated by this indicator’s growth tendency 
during relatively long time spans; 

• Minimum Queue Availability: The lowest queue 
availability reached by all nodes in the network. 
The queue availability can be seen as the 
opposite of queue occupancy, and represents 
the number of packets a node may still receive 
before it will be forced to drop incoming data. 
This indicator is specifically useful for evaluating 
the network’s congestion state. 

• Overhead: The overall percentage of transmitted 
radio messages which were not directly 
associated to a received packet. Both explicit 
management messages and lost data packets 
contribute to increasing this ratio. This value is 
particularly useful to evaluate a feature’s energy 
efficiency, since transmitting radio messages is 
one of the most expensive operations that a 
sensor node can do. 

3.1.1 Flow-control 
For this test, a data generation rate of two packets 

every second was established. 
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Figure 5: Flow-Control Simulation Results 

These results confirm that the flow-control feature 
operates as expected, since the expected packet 
generation rate is met and there are no additional 
overheads once the connection has been established. 

3.1.2 Congestion-Control 
Although, for all of the other test cases, the WMTP 

core queue had 10 packets, experiments have shown 
that this is not enough for the congestion-control feature 
to operate within this particular scenario. On the other 
hand, this test only needs the congestion control feature, 
thus the additional freed up memory may be used to 
increase the core queue size up to 22 packets. Under 
these circumstances, the congestion control module may 
be tweaked to detect congestion when the core queue 
falls beneath 90% availability, and to assert its absence 
once the core queue returns above the 95% availability 
threshold. 
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Figure 6: Congestion-Control Simulation Results 

(Tweaked Version) 
The results clearly show that the congestion control 

feature was able to mitigate congestion, as the values in 
Figure 6.A don’t tend towards zero over time. 
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Additionally, Figure 6.B shows that this is accomplished 
with minimal overhead. 

3.1.3 Weighted Fairness 
The following simulation makes use of the weighting 

capabilities of WMTP’s fairness feature, thus setting a 
weight of one, two, and three to each source, 
respectively. 
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Figure 7: Weighted-Fairness Simulation Results 

Figure 7.A clearly shows that the weighted fairness 
feature operates correctly. Additionally, although it is not 
this feature’s main purpose, Figure 7.B shows that 
congestion is mitigated quite effectively, even though 
there is even less overhead than before. 

3.1.4 WMTP Reliability 
Unlike the previous features, WMTP reliability goes 

beyond mere traffic shaping. The methodology behind 
WMTP reliability implies retaining cached versions of 
packets within the core queue of, not only the source 
nodes, but also any forwarding nodes along the way. 
These cached versions must persist after the packet has 
been sent in order to successfully recover from its 
eventual loss but, on the other hand, this also implies 

that the core queues will tend to take longer to free up, 
leaving the bottleneck nodes even more vulnerable to 
congestion. This being the case, it is understandable 
that the use of reliability semantics may involve a high 
performance penalty. 

Since WMTP reliability is supposed to provide full 
packet reliability, even in the worst of conditions, a 
special simulation was prepared where approximately 
10% of all packets sent are lost, and thus must be 
repeated. 
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Figure 8: WMTP Reliability Simulation Results 

Since Figure 8.A doesn’t present a growth tendency, 
it is clear that WMTP reliability manages to deliver every 
generated packet, as expected. On the other hand, 
Figure 8.B also shows the relatively high cost of this 
feature, under these particular conditions. 

3.1.5 Quality-of-Service 
As previously mentioned, the quality-of-service 

feature was simulated under a slightly different scenario 
from the other features (see Figure 4). This scenario was 
purposely selected to be extremely harsh in the absence 
of quality-of-service, in order to prove this feature’s 
worth. 

To precisely show the advantages of using this 
feature, two simulations were created, one with quality-
of-service enabled and one with it disabled. Both 
simulations use the special quality-of-service scenario 
previously described and, in both situations, the source 
nodes generate packets at the same rate; in other 
words, the quality-of-service disabled sources, nodes 1 
and 4, generate packets at the highest rate that they 
physically can, and the quality-of-service enabled node, 
node 5, generates a new packet every 200 ms. This 
particular value was determined to be approximately the 
highest rate the quality-of-service connection could 
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withstand, while still ensuring its service levels. If a faster 
rate were to be requested, then the connection would fail 
to be established, as the reservation system would deny 
the request. 

This being the case, the results for both simulations 
are presented in Figure 9. For each simulation, the 
received packet rate is shown only for the packets that 
originate from the single source that, in the quality-of-
service enabled simulation, actually uses this feature, 
node 5. This way, it is easier to assess the effects 
directly associated with the use of this feature. 
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Figure 9: Quality-of-Service Simulation Results 

As predicted, in the absence of quality-of-service, 
hardly any of node 5’s packets manage to reach the sink 
(since node 1 consumes almost all of the network 
resources). This is clearly visible since, after a short 
while, all but a few of node 5’s packets are lost. 

On the other hand, when quality-of-service is 
activated, node 5 not only is able to send its data along 
the network, but it also manages to sustain its reserved 
rate with minimal packet losses (the few packets that are 
lost are due to MAC layer collisions, since the 
neighboring nodes are still generating packets at the 
highest rate that they physically can). These simulations 
clearly demonstrate that the quality-of-service feature 
does, in fact, operate as expected, even under the direst 
of conditions. 

4 Conclusions 
This paper described the Wireless Modular Transport 

Protocol (WMTP), a new transport layer protocol for 
WSNs that provides its functionality through the use of a 
novel modular architecture. Once the design phase of 
this architecture and the development of the reference 
implementation were completed, the protocol was 
evaluated, through simulation, with TOSSIM. Using this 
basic approach, the most relevant WMTP features were 
shown to work as expected. 

Additionally, the simulated tests were also used to 
evaluate WMTP’s performance, especially taking into 
account energy consumption aspects. Since transmitting 
data over the radio is one of the operations that 
consumes more energy on wireless sensor nodes 
(reference values in [2]), a basic protocol overhead 
metric was used to measure each feature’s energy 
efficiency. Under these circumstances, WMTP’s features 
were shown to operate with a very small associated 
overhead (generally below 10%, under the simulated 

test scenario), thus demonstrating that WMTP’s features 
work in an energetically efficient manner. 

The main exception to this was WMTP reliability. 
Since the use of reliability semantics involves holding 
data packets within the core queue of each node along 
the data’s path, until the reliability module is sure that 
they won’t be needed, the use of this feature generally 
comes with a severe performance penalty. 

4.1 Future Work 
Given WMTP’s modular architecture, it is, by nature, 

easily extensible to provide new features, thus creating 
several opportunities for future research and 
development efforts. Additionally, WMTP provides a set 
of specialized interfaces that may be used by external 
modules to provide additional functionality that is not 
directly associated to the transport layer. The 
development of the modules that provide this 
functionality, namely service discovery semantics, the 
use of more advanced routing techniques, or integration 
with quality-of-service enabled link layer protocols, is left 
for future work. 

Furthermore, although the WMTP reference 
implementation was developed solely for TinyOS, 
nothing prevents that alternative implementations be 
developed for different platforms. One such platform 
where this would be particularly useful would be the 
computer to which the sink node is connected. Once a 
computer-based WMTP implementation is developed, 
traditional applications could interact with the WSN 
directly, thus benefiting from all of the WMTP’s 
functionality. 

Although the further improvement of WMTP provides 
several open issues for future development, one must 
not forget that this protocol was designed to be used by 
applications. This being the case, WMTP also creates 
the opportunity to develop new WSN applications that 
can benefit from its advanced functionality. Under these 
circumstances, the possibilities are only limited by ones 
own imagination. 
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