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Abstract: 

This document describes the research carried out during the second year of the WP 220 of the Cruise 
project, dealing with protocols of the different layers of the WSN protocol stack, (from MAC to 
transport) and providing some insight about the use of particular cross-layer optimisation techniques. 
It also discusses data aggregation and fusion techniques. Special attention is paid to the influence that 
the Hybrid Hierarchical Architecture (HHA), which is the reference model proposed in the framework 
of Cruise has on the different algorithms, protocols and techniques which are studied. 

Keyword list: Wireless sensor networks, IEEE 802.15.4,  MAC, Routing, xLayer optimization, Data 
aggregation and fusion, HHA. 
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Executive summary 
This document provides an extensive analysis of different techniques, protocols, etc, to be used within 
each of the layers (but the physical one) in WSN stacks. Furthermore, the study does consider the 
influence that the reference model which has been adopted from the Cruise project, the so-called 
Hybrid Hierarchical Architecture (HHA). While the work conducted during the first year of the project 
allowed us to get an appropriate knowledge of the corresponding start of the art, the second year 
attention has been paid to how the aforementioned architecture fits with the different involved entities. 
In some cases, we have seen that the HHA actually complements reasonably well some of the analysed 
techniques, while in other cases, there is not a strong relationship and therefore we can conclude that 
almost all the entities which are studied comply with the requirements and guidelines posed by the 
HHA. 

Furthermore, the work from the different partners has been more focused, and the cooperation with the 
different clusters and work packages has been also strengthened, not only with Cluster A (which 
defined the HHA model), but also with Cluster C (some studies of the influence of routing and 
mobility have been carried out) and Cluster D, as information coming from the physical layer has been 
used within the studies of the cross-layer optimisation paradigm. 

The document follows a bottom-up approach, starting from the MAC layer and up to the data 
aggregation and fusion techniques. First, it discusses MAC techniques, paying special attention to the 
most spread solution nowadays, IEEE 802.15.4; whereas in the first deliverable, the analysis was 
performed  without considering the characteristics of the HHA model, but in this case, we do modulate 
the evaluation considering the characteristics of such architecture. 

Different types of routing approaches to be used over WSN are also described. In this case, the impact 
that the HHA is discussed for all of them, including data-centric, location-aware, clustering-based, 
QoS-aware techniques. The document also provides some evaluation performances which show the 
benefit that different types of hierarchical-based routing protocols (which fit quite well with the HHA 
model) may bring about when compared with more traditional flat routing schemes. 

Two different transport layer protocols, tailored to the characteristics of WSN are also discussed, 
providing some evaluation results of their performance. In this case, since the paradigm is on an end-
to-end basis, the overlap with the HHA is minimal, since normally transport layer techniques do not 
need to be aware of how the subjacent network topology is built. 

Cross layer techniques or how the information coming from different entities within the protocol stack 
can influence the operation of other protocols is also analyzed. First, the potential use of physical 
layers in analyzed from a two-fold perspective, including how to extend traditional WSN to cognitive 
systems, and, furthermore, a cluster-based approach (hence, fully compliant with the HHA) is studied. 

The final contribution of this chapter discusses data aggregation and fusion techniques. It provides a 
thorough review of different related mechanisms, with a clear emphasis of their relationship with the 
HHA reference model. 
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1 Introduction 
The CRUISE Network of Excellence aims at establishing the main guidelines of the research on the 
WSN technologies in Europe. In that context, Cluster B has been conducting research on all the 
different layer of the protocol stack for wireless sensors, ranging from the MAC to the transport layer, 
analyzing the impact of cross-layer optimization techniques, as well as data aggregation and fusion 
techniques. This document summarizes the main results obtained during the second year of the project, 
paying special attention to the influence of the Hybrid Hierarchical Architecture, which is the 
reference model proposed by the Cruise project. 

1.1 General presentation of the CRUISE project 
The Network of Excellence (NoE) CRUISE focuses on the communication and application aspects of 
wireless sensor networking, including all related and supportive technologies. The field of sensor 
networking research has been gathering a large interest, particularly since it has been demonstrated 
that concepts for multi-hop, self-organizing networks with energy-efficiency as a primary constraint 
are feasible, and that high levels of the miniaturization of network devices, even up to smart dust, is 
just a matter of time. At present, sensor networking is driven by two opposite trends: a more open 
source approach and one more dictated by standards. These competing approaches pose many 
unanswered questions, resulting in a weakening of the collaborative process.  

CRUISE aims to be extremely active in working against this trend by promoting discussion and 
strengthening research cooperation between industry and academia, while maintaining an academic 
nature. The primary objective of the CRUISE Network of Excellence is to make a significant 
contribution to the co-ordination and effectiveness of research on communication and application 
aspects of wireless sensor networking in Europe. 

1.2 Presentation of Cluster B 
The main goal of WP 220 “Joint research activities in Sensor Network Protocols and Data 
Aggregation/Fusion” is to bring about excellence within the research on the different protocols, 
algorithms, techniques that are used for Wireless Sensor Networking. This covers the whole protocol 
stack, but the Physical layer, which is analyzed by work package 240 of the Cruise project and up to 
the transport layer; furthermore, cross layer optimization aspects are also taken into careful 
consideration. Furthermore, this WP (also known as Cluster B) focuses on techniques on Data 
Aggregation and Data Fusion, which are critical for an appropriate operation of a WSN. 

Furthermore, this WP was originally divided into two main tasks: “Sensor Network MAC, Routing 
and End-to-end Transport Protocols” and “Data fusion & Aggregation”. The former was further split 
into four different activities, which correspond to the protocol layers that will be studied in detail: 

• MAC Protocols & Link Layer Techniques 

• Routing Protocols 

• End2end Transport Protocols 

• Cross Layer Optimization 

On the other hand, both tree and cluster based aggregation schemes will be studied within the second 
task. 

1.3 Motivation of the Document 
While the first year was mainly devoted to establishing the main guidelines for the aforementioned 
research issues, the focus during the second year has been on analyzing the impact of the Hybrid 
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Hierarchical Architecture (HHA), as seen in Figure 1, reference model proposed in the framework of 
the Cruise project and described in [1]. 

 
Figure 1: The Hybrid Hierarchical Architecture 

 

Hence, this document covers not only the data aggregation and fusion techniques (as its name 
implies), but it also discusses other relevant issues which affect the rest of the protocol stack, always 
from the perspective that the HHA model poses. Nevertheless, the report also discusses some 
dedicated techniques, protocols, etc for the different layers of WSN. 

1.4 Hybrid Hierarchical Architecture 
The HHA is the reference model proposed by the Cruise project to deal with architectural issues for 
WSN. It basically aims at dealing appropriate with two of the most prominent challenges within this 
field, being the integration with other wireless communication technologies, so as to push the use and 
spread of these networks; as an illustrative example of this latter point, we can mention the 
participation from some traditional network operators on the activities of the ZigBee alliance, 
especially on those aspects which affect the definition of scenarios and use cases. 

The architecture, (see Chapter 6) establishes some hierarchy levels; the lowest one embraces the 
sensors or actuators, objects with rather limited capacity which normally require to spontaneously 
form network topologies, including the need to employ multi-hop communications. In order to cope 
with the different types of necessities, as well as to foster the interconnection with other types of 
networks, some nodes belonging to the lowest level of the hierarchy takes a more active role (i.e. 
similar to a clustering technique), and this technique is used within the different levels, so as to ensure 
the interconnection between them. 

We provide some guidelines about data aggregation techniques for networks organized in accordance 
to a Hybrid and Hierarchical Architecture (HHA). It is recognized that some of the features typical of 
the HHA architecture make it worthwhile considering it as a realistic and innovative reference 
scenario. In other words, though specific and limited in the area of investigation, the HHA might 
represent a reference architecture for many WSN applications, and might therefore help in some 
standardization processes. 

One of the most peculiar aspects of the HHA is the fact that mobile terminals, using Wireless Local 
Area Networks (WLAN) in indoor environments or cellular networks outdoor, might be used to gather 
the data sensed by sensors and transport them towards the data storage systems and applications 
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servers. The user terminals in these networks might therefore act as mobile gateways collecting the 
data from the WSN and forwarding it. 

It goes without saying that an appropriate design of the protocols should be done by taking into 
account the characteristics of the architecture, but sometimes it is not possible to follow this approach 
and the idea is to analyze whether already existing techniques are able to fulfill with the impairments 
posed by the model. In this document we address both approaches, since we analyze how the HHA 
impacts different existing techniques and protocols and, on the other hand, we propose some novel 
procedures which could fit well within the HHA, or other ones which are, to a certain extent, 
orthogonal to that. 

1.5 Structure of the document 
Chapter 2 discusses MAC Protocols and Link Layer Techniques, presenting a relevant generic analysis 
and discussion techniques about LR-WPAN/IEEE 802.15.4 MAC layer protocol and its relationship 
with Hybrid Hierarchical Architecture (HHA). This is crucial, since it is strongly believed that IEEE 
802.15.4 will become (if it has not reached it yet) the “de-facto” solution for WSN technologies, and 
therefore, it would be really important if it is able to support the guidelines proposed by the HHA. It is 
primarily focused on the MAC layer issues, and how it is related to levels 2 and 3 of the HHA. 
Furthermore, the document also provides a high level view of different MAC protocols for wireless 
sensor networks, comparing and discussing them in terms of different requirements. 

Chapter 3 describes the main types of routing approaches, which have been traditionally used over 
WSN. In particular, four categories are discussed; hierarchical routing, data centric routing, location 
based routing and routing based on the quality of service (QoS) criteria. Additionally, the way cross 
layer approaches may improve routing techniques is also discussed. Within each of the 
aforementioned categories one approach has been selected and mapped into the HHA. The chapter 
also presents the design and evaluation of routing protocols which are fully complaint to the HHA 
model. In this sense, the performance of a hierarchical network based on the CFA (Cluster Formation 
Algorithm) protocol is evaluated and compared with an illustrative example of a flat routing protocol, 
Dymo (Dynamic MANET On-Demand), which is possibly the most relevant example from the 
reactive family of protocols being promoted by the IETF MANET group over IEEE802.15.4, using the 
ns-2 simulator. 

Afterwards, Chapter 4 presents a new modular transport layer protocol for Wireless Sensor Networks 
which has been proposed in the framework of the Cruise project: WMTP (Wireless Modular Transport 
Protocol). An overview of the protocol architecture and its main features will be provided, paying 
attention to the interaction between all the individual subsystems. An in-depth comparison between 
WMTP and NanoTCP has been also carried out. Regarding the interaction with the HHA, this section 
will focus issues related to Levels 1 and 2, which could be based on either tree or clustered topology. 
End-to-end transport protocols can be used to guarantee reliable data delivery, for instance, from 
cluster-head to cluster-head, from cluster-head to sensor node, from cluster-head to mobile gateway, or 
from sensor node to the mobile gateway. 

Chapter 5 discusses cross layer optimization paradigms, showing that cooperation between the 
network and link layers can be used to improve the performance of heterogeneous communication 
environments. We emphasize the cross-layer optimization of multicast routing through spectral 
efficiency of cognitive radio systems and channel coding for WSN approaches. We also discuss how 
information coming from the link layer, such as signal strength, may help on making management 
techniques decisions at the network layer.  

Last, but not least, this document presents in Chapter 6 an extensive analysis relating one key concept 
for WSN: data aggregation techniques, making an extensive analysis of the implications which the 
HHA may have on it. Hierarchical network architecture integrates devices with heterogeneous 
capabilities and constraints such energy, memory, processing power, mobility, and wireless interfaces 
which are related to topology control. The main purpose of data aggregation and topology control 
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techniques is to allow reducing overall energy expense. In order to achieve that, combining the 
incoming data from different sources and routes eliminates redundancy and thus saves energy.  

1.6 References 
[1] CRUISE Project, IST 027738, Deliverable D210.1, “Sensor Networks Architecture Concept”, 

November 2006. 
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2 MAC Protocols and Link Layer Techniques 

2.1 Introduction 
In this section we discuss issues relating to the medium access control (MAC) as they relate to 
wireless sensor networks (WSN) and how this relates HHA discussed at the beginning of this report. 

Traditionally, the MAC and Data Link layers provide framing, error control, flow control, hop by hop 
loss detection and recovery, security. 

The WSN adds the following requirements to the MAC layer services. 

• Network Synchronization in the absence of a global synchronization mechanism. 

• Extreme scalability due to high node density in some cases. 

• Energy efficient communication protocols (which should deal with overhearing, data 
retransmission, idle listening, etc.). 

• Adaptability to changing radio conditions. 

• Low-footprint implementation due to limited capabilities of sensor nodes. 

• Power-efficient channel utilization at high and low data rate. 

• Tight coupling with higher and lower layers. 

The requirements mentioned above are further explained in section 2.3. 

In some cases the WSN relaxes the notion of fairness among nodes within a collision domain. The 
primary reason for this is that the similarity of data sensed within a collision domain might be high as 
nodes are in close proximity to one another and as such, only a single node or a group of nodes within 
that collision domain need transmit this data further. The MAC protocol should also be able to 
guarantee differential services to various applications. For instance processed data should take 
precedence over unprocessed data when it comes to channel access.  

We focus primarily on the MAC layer issues as it relates to Level 2 and 3 of the HHA. The reason for 
this is that MAC layers for bottom two levels impose the extra requirement (listed above) placed on 
the MAC by WSN. The MAC layers for level 0 and 1 have been in use and have been thoroughly 
tested. 

In this chapter we attempt to discuss some of MAC mechanisms defined WSN. We first discuss 
general/generic techniques proposed and then go on further to discuss and analyse the LR-
WPAN/IEEE 802.15.4 MAC layer protocol especially as it relates to the HHA. 

2.2 MAC layer Protocols Defined for Wireless Sensor Networks 
CDMA Sensor MAC (CSMAC) [1]  

The CDMA Sensor MAC (CSMAC) primary objective is to reduce communication latency due to 
interference in the network due node density. It uses a combination of direct sequence spread spectrum 
and frequency division multiple access to achieve this. 

This MAC protocol accomplishes it objective in four phases:  

In the First phase all nodes broadcast their location information at full power several times to ensure 
reception by nodes within the interference domain. At the end of this phase all nodes create a list 
known as the Redundant Neighbour List (RNL). 

In the second phase, the RNL is pruned by each node to eliminate nodes within the same sensing area 
using a function known as the Sensing Resolution (SR). Nodes then ask other nodes with the same SR 
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value to got sleep. Nodes instructed to go to sleep inform all nodes within their RNL of this. At the 
end of this phase a Non Redundant Neighbour List (NNL) is formed. 

In the third phase nodes further pruning occurs on the NNL. Here each node selects a direct path 
neighbour. Two nodes are said to be direct path neighbours if no lower energy neighbour exist 
between both nodes. The list of direct path neighbours is known as Minimum Neighbour List (MNL). 

In the last phase channel allocation is performed based on the MNL. In this phase each node negotiates 
Pseudo Noise (PN) code that will be shared with nodes in its MNL. 

In other to minimise the number of PN codes used within the network, PN codes can be reused but 
only on different frequencies. 

 

Sensor MAC (S-MAC) [2] 

Sensor MAC (S-MAC) is a contention based protocol modelled on the IEEE 802.11 protocol. It differs 
from the IEEE 802.11 in that it forces certain nodes to go to sleep. Sleeping nodes have a low level 
wake timer that fires when the sleep time is over. The SMAC also uses in-network processing to 
reduce the amount of data transmitted in the network. 

The SMAC achieves synchronization between nodes by using two techniques viz. 

A relative time stamping of data and setting the listening duration higher than the clock drift. 

A listen period is divided into two parts, the first part is for synchronization while the second part is 
data transmission and reception. 

Like the IEEE 802.11 a node wishing to send data must first of all send a Request To Send (RTS) 
packet to the destination a Clear To Send (CTS) is only sent back if the destination node is ready to 
receive. The RTS and CTS contain a duration field. Nodes within the collision domain hearing these 
control packet exchanges immediately go to sleep during the packet transmission period indicated by 
the duration field. 

The SMAC introduce a concept of energy waste due to retransmission of large packets by ensuring 
that these packets are fragmented and each fragment is separately acknowledged. These 
acknowledgements implicitly reserve the channel for subsequent fragments. 

 

Data Gathering MAC (DMAC) [3]  

The last two MAC protocols discussed try to ensure efficient energy use by forcing nodes that will be 
inactive for a certain period to go to sleep. Given that the possibility exist that a node is within a data 
forwarding path is asleep, which means data must be buffered until this node wakes up and enters a 
receive state. This problem is known as the data forwarding interruption problem. The data 
forwarding problem introduces packet delay as data is buffered. 

DMAC tries to solve this problem by staggering the active/sleep time schedule of nodes in the 
forwarding path of data. 

The DMAC protocol forms a data gathering tree, with the sink node as the root of the tree. The time 
interval is divided into three slots viz; Receive, Send and Sleep. A parent is in the receiving state when 
its child nodes are in the sending state. 

A node can reserve time slots for data retransmission by setting the more data field in the packet 
header. This ensures that the receiving node is kept awake throughout the period of the data 
transmission period. 

The DMAC protocol uses a form of slotted aloha mechanism to resolve channel contention. Only 
nodes at the same level of the data gathering tree with a single parent. Compete for a specific channel. 
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Time-Out MAC (TMAC) [4] 

TMAC was specifically designed for low date rate, delay insensitive applications. It uses fine grained 
time outs and adaptive listening to reduce energy consumption associated with idle listening. Nodes 
synchronize with one another by transmitting a SYNC message containing a frame schedule using 
broadcast. A node not able to receive a SYNC message adopts its own schedule. At the end of the 
synchronization period a cluster is formed based on nods within the same time schedule. 

In other to avoid collision a node sends an RTS to the destination nodes, if it does not receive CTS 
within a certain time interval and after three retries, it assumes the destination node is asleep and quits 
trying to send data. 

In other to avoid the early sleep problem, similar to the data forwarding interruption problem in 
DMAC, a node sends a Future Request to Send (FRTS) packet to a destination node. The FRTS 
assures that a node on the forwarding path is awake when data needs to be retransmitted. 

The TMAC also tries to give priority to nodes that have a full buffer. If a node with a full buffer 
receives a CTS from a node on the backward channel, rather than send an RTS back to that node, it 
immediately transmits its own RTS to a node on the forward channel. 

 

EYES MAC (EMAC) [5] 

The EMAC is a TDMA based MAC scheme. Here a time slot is divided into Traffic Control (TC), 
Communication Request (CR) and the Data Transmission section.  

A new node entering the network synchronizes with the network by listening to the TC of its cell 
member. The TC contains among other information the ID of the node that owns the current time slot, 
ID of the node with which the owner of the time slot is communicating with, the list of available time 
slots. 

A node upon detecting an unassigned time slot in the TC of its cell members immediately assigns its 
self to that slot and informs its cell members of the new development. A node unable to get a free time 
slot can only receive cell multicast data and can go to sleep during periods of inactivity.  

A node wishing to communicate with another node within the cell sends information to that node 
during the CR of its CR period. Every node listens during its CR period and can grant a 
communication request to the requesting node. In which time a sending node can send data to a 
receiving node during the data section of the receiving nodes time slot. 

The CR period can also be used transmit cell wide information e.g. when a node needs to leave or join 
a cell. 

As the immediate topology information is available to nodes as contained in the TC, nodes can go to 
sleep and wake up during its own time slot. 

 

Traffic Adaptive Medium Access (TRAMA) Protocol [6]  

TRAMA attempts to achieve energy efficiency by ensuring that unicast and broadcast traffic do not 
experience collisions and nodes go to sleep during periods of inactivity. It attempts to solve the early 
sleep problem and the forward interruption delay problem by ensuring that no intended receiver is in a 
sleep state. It avoids collision by ensuring that only a group of transmitters and receivers are active at 
any given time.  

The TRAMA mechanism is made up by three protocols. 
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The first protocol is called the Neighbour Protocol (NP). The NP is used to exchange two-hop 
neighbourhood information. 

The Schedule Exchange Protocol (SEP) is the second one and it is used for neighbourhood node 
scheduling and traffic based information.  

The Last protocol, Adaptive Election Algorithm (AEA), uses the output of the SEP, which is the 
neighbourhood information to select a group of transmitters and receivers that would be active during 
a given time slot. 

 

Mobility Adaptive, Collision Free MAC (MMAC) [7] 

MMAC extends the capability of the TRAMA protocol to handle mobility. 

This protocol differentiates between the strong and weak mobility. Weak mobility refers to the joining 
and/or joining of a few nodes to a static network while strong mobility has to do with the concurrent 
failure or deployment of a large number of nodes as well as actual mobility of nodes. 

The TRAMA protocol assumed that the network was static and as such the length of the 
communication time frame was static.  

MMAC rather than use a static time frame recalculates the time frame for communication in rounds.  

It employs the use of a cluster head to achieve this. In each frame period all nodes in active 
transmission include information about their mobility state i.e. leaving or remaining in the cluster, in 
the next frame period.  

The cluster head then informs all cluster members of the mobility state of nodes within the cluster. 
This information is sent in the last slot of a frame period. 

Each node receiving this information then computes its schedule as discussed previously in the 
TRAMA protocol. 

 

Berkley MAC (BMAC) [8] 

The BMAC uses CSMA type protocol to mitigate collisions within the collision domain.  

It uses a combination of Low Power Listening (LPL) and Clear Channel Assessment (CCA) to infer 
state of the shared channel i.e. the channel is free or otherwise. 

With CCA the node concludes that the channel is busy if the energy detected on the channel is above a 
certain threshold. 

When a node is active it listens to the channel and if it detects that the channel is busy it assumes it 
would be the receiver of the data being transmitted on the channel and thus stays awake. If within a 
certain interval it does do not receive any packet it immediately transitions to the sleep state. This type 
of channel listening is known as LPL. 

On of the major contribution of this MAC protocol is that it exposes interfaces for the CCA and LPL 
to upper layers. These interfaces give upper layers the ability to dynamically configure parameters that 
relates to the CCA and LPL. 
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Zebra MAC (Z-MAC) [9] 

Z-MAC is a hybrid of a TDMA and CSMA protocol. It uses the CSMA protocol during low network 
traffic periods and the TDMA during periods of high traffic in the network. The ZMAC runs on top of 
the BMAC previously discussed.  

The ZMAC protocol achieves its objectives in four phases. 

In the first phase a node discovers its one and two-hop neighbours. This phase is appropriately called 
Neighbourhood discovery.  

The output of the Neighbourhood discovery phase called the neighbourhood list is used by the slot 
assignment phase. The output of the slot assignment phase, an efficient time schedule for a node and 
its two-hop neighbours, is forwarded to nodes in the two-hop topology of the node 

In the third phase, the Local Frame Exchange phase nodes pick their local time frame size based on 
their local two-hop topology information. 

The ZMAC protocol defines two mode of operation viz; High Contention Level (HCL) and Low 
Contention Level (LCL). The nodes infer the contention rate on the channel based of the frame loss 
rate, effectively assuming that the loss rate is directly proportional to the contention level. Nodes 
ordinarily are in the LCL and in this state the nodes use the CSMA protocol. In the HCL state they use 
the TDMA protocol. 

The last Phase is the Local Time Synchronization phase. This phase particularly concerned with clock 
synchronization in the network. Network synchronization is achieved by transmitters transmitting 
synchronization packets into the network. Receivers synchronize their clock with the information 
contained in the synchronization packets. 

 

Low-Rate Wireless Personal Area Networks (LR-WPAN) [10]  

The LR_WPAN/ IEEE 802.15.4 is a Physical and MAC layer standard for infrastructure less networks 
composed of low power devices. For this report we focus only on the MAC layer aspects. 

The protocol specifies two network topologies, star and peer to peer networks.  

Each LR-WPAN device has a sphere of influence known as the personal operating space (POS). The 
POS is normatively set to 10 meters but can be extended. Nodes within the POS of one another can 
form a Personal Area Network (PAN). 

Each device on becoming active in the network must scan the network channels to find a PAN to 
belong to. A device known as the PAN Coordinator performs association and disassociation for a 
specific PAN. The scan command does not originate from the MAC itself but from a higher layer. 

The protocol defines two modes of operation: beacon enabled and non-beacon enabled networks. 

In the beacon enabled mode the PAN coordinator periodically transmits beacon packets into its PAN. 
These beacons are used to synchronize the attached devices, to identify the PAN, and to describe the 
structure of the super frames (see below). 

In non-beacon enabled mode the nodes within a single PAN must pool the PAN coordinator at regular 
interval in order to achieve synchronization as beacons are not regularly transmitted by the 
coordinator. 

The LR-WPAN specifies a super frame structure, whose format is defined by the coordinator. The 
super frame is bounded by beacons and sent by the coordinator. The beacon frame is transmitted in the 
first slot of each super frame. If a coordinator does not wish to use a super frame structure, it may turn 
off the beacon transmissions. 
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In general, the super frame is composed by an active and an inactive part: the active part of a super 
frame is composed by 16 equally sized slots and is subdivided in two parts (see Figure 2): the 
Contention Access Period (CAP), where the access to the channel is managed by a slotted CSMA/CA 
protocol and the Contention Free Period (CFP), in which a maximum number of seven Guaranteed 
Time Slots (GTSs) can be allocated by the coordinator to the nodes. 

In this period nodes do not need to contend for the channel before transmitting. A PAN coordinator 
grants and maintains GTSs for a specific PAN. It is instructive to state here that the CFP does not exist 
in a non-beacon enabled PAN. 

The active period can shrink and expand depending on the network dynamics. 

 
Figure 2: The IEEE802.15.4 Super frame structure 

 

The duration of the active part of the super frame depends on the super frame order (SO), which is 
basically the length of active part TAP of the super frame and it is given as: 

SO
BaseAPAP TT 2*−=  

Where TAP-Base is a base super frame duration an it is set by the PAN coordinator. 

The active period is further divided into a number of equally spaced time slots Nslots TAP then 
becomes: 

slot
SO

slotsAP TNT *2*=  

Where Tslot is a base slot duration. Not that Tslot is a function of the symbol period Ts. 

As shown in the figure above, the super frame length is bounded by beacons. 

The length of the super frame as a whole (active and non active parts) is a function of the Beacon 
Interval (BI). The value BI depends on the value of the Beacon Order (BO). The BI is given as: 

BO
BaseAPTBI 2*−=  
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The value of the SO and BO ranges from 0-15. If the BO is set to 15 then the coordinator only 
transmits a beacon upon request. Also with the value of BO=15 the SO is always ignored. 

 

WiseMAC [11]  

WiseMAC is a low power medium access control protocol designed for multi-hop wireless sensor 
networks. As Non-Persistent CSMA with Preamble Sampling (NP-CSMA-PS) [12], WiseMAC is a 
contention MAC protocol operating on a single channel using non-persistent carrier sensing (NP-
CSMA) for collision avoidance. Idle listening is mitigated using the preamble sampling technique. 

The drawback of NP-CSMA-PS is that the wake-up preamble represents a large overhead, leading to a 
poor energy efficiency. With WiseMAC, acknowledgements carry local synchronization information 
that is exploited to minimize the length of the wake-up preamble. Systematic collisions that would 
have been introduced through the synchronization are mitigated using a probabilistic medium 
reservation scheme. Broadcast and unsynchronized unicast traffic use a random backoff procedure 
prior to transmission for collision avoidance. Overhearing is mitigated probabilistically when using a 
short wake-up preamble and through the repetition of data frames within long wake-up preambles. 
Bursty traffic is transported energy efficiently thank to the "more" bit, which indicates when more 
packets are coming. Interruption of data-ack dialogues are avoided through the use of mandatory inter-
frame spaces. The receive threshold is chosen well above the sensitivity to maximize useful wake-ups. 
The carrier sensing threshold is chosen below the receive threshold to mitigate the hidden node effect.  

Simulations shows that WiseMAC consumes significantly less power than other low-power contention 
based MAC protocols (see Figure 3), previously proposed for multi-hop wireless sensor networks. 
Using the WiseNET transceiver and the WiseMAC protocol, a relay node forwarding packets every 
100 seconds will consume an average power of 25 mW. This results in a lifetime of more than 5 years 
on a single 1.5V AA alkaline battery. It can also be shown that WiseMAC outperforms the power 
saving scheme specified in the IEEE 802.15.4 ZigBee standard, when used in an infrastructure 
wireless network topology [2]. 
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WiseMAC presents many appealing characteristics. It is scalable as only local synchronization 
information is used. It is adaptive to the traffic load, providing an ultra low power consumption in low 
traffic conditions and a high energy efficiency in high traffic conditions. Thank to the ’more’ bit, 
WiseMAC can transport bursty traffic, in addition to sporadic and periodic traffic. This protocol is 
simple, in the sense that no complex signalling protocol is required. This simplicity can become 
crucial when implementing WiseMAC on devices with very limited computational resources.  

WiseMAC was compared to S-MAC and T-MAC both in a regular lattice topology with traffic 
flowing in parallel, and in a random network topology with periodic or event traffic flowing towards a 
sink. When forwarding packets at an interval of 1 packets every 100 seconds, the power consumption 
of WiseMAC was found to be 25 µW, providing 5 years of lifetime using a single AA alkaline battery. 
This was seen to be 70 times better than CSMA/CA and 7 times better than S-MAC and T-MAC at a 
duty cycle of 10%. It was shown that WiseMAC can provide simultaneously a low hop delay and a 
low power consumption, while S-MAC and T-MAC can only provide one or the other. Finally, it was 
shown that WiseMAC is able to provide a higher throughput than both S-MAC-10% and T-MAC-10% 

2.3 MAC Protocols Comparison 
In the last section we discussed the different MAC protocols defined/proposed for wireless sensor 
nodes. In this section we compare the protocols in terms of wireless sensor network requirement. 

We define parameters for comparison below: 

• QoS Guarantees: We define this as the ability of a protocol to give medium access priority to a 
node or a group nodes when required. 

• Traffic Load Adaptation: This is the ability of the protocol to dynamically adapt to varying traffic 
characteristics of the network. 

• Scalability: We define this as the capability of a protocol to divide the network into virtual or real 
clusters, such that medium access activities are restricted by the cluster boundaries irrespective of 
the number of nodes in the network. 

• Low power mode operation: This is the ability of the protocol to support low power mode 
operation (sleep) during periods of inactivity. 

• Network Synchronization: Node sleep and active schedule is central to the operation of low power 
operation. In order to support this nodes in the network must be synchronized with one another 
(locally at least). 

• Mobility Support: The protocol must be able to handle channel access issues relating to node 
movement, redeployment or in the event of death of a node. In effect efficiently handle cluster 
associations and disassociations. 

• Interface for Higher Layers: This is the property of giving higher layers the ability to set certain 
MAC layer parameters, depending on the upper layer needs. 
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Table 1: MAC PROTOCOL COMPARISON 

 

2.4 Analysis of LR-WPAN/IEEE 802.15.4 
In Table 1 notice that LR-WPAN provides for all of the parameters we previously defined. LR-WPAN 
is currently the industry standard and had been widely embraced by most sensor nodes manufacturers. 
For this reason we analyse the protocol within the scope of the HHA discussed previously.  

Before dealing into the proper analysis, it is instructive that we define our scenario here. 

2.4.1 Analysis Scenario 
Before delving into the analysis proper, it is instructive that we paint our scenario here. In our analysis 
we consider an architectural hierarchy with three levels that correspond to level 0, 1 and 2 of the HHA. 

At Level 2 which we refer to as the environment level is made up of wireless sensor nodes that 
monitor phenomena from the environment and transmit same to a sink.  

Level 1 consists of a mobile that acts a sink to sensor nodes. These gateways collect data from the 
sensor nodes for onward transmission to the next level. 

Services  Traffic Load 
Adaptation 

QoS 
Guarantee 

Scalability Network 
Sync. 

Low 
power/ 

Sleep 
Operation 

Mobility 
Support 

Interface 
for Higher 
Layers 

Protocols        

        

CSMAC NO NO YES 
(weak) 

N/A YES N/A NO 

S-MAC NO NO NO YES YES NO NO 

DMAC YES YES 
(slightly) 

YES 
(weak) 

YES 
(weak) 

YES N/A NO 

TMAC YES (weak) NO NO YES YES NO NO 

EMAC NO NO YES YES YES YES NO 

TRAMA  YES NO YES YES NO NO 

MMAC YES YES NO YES YES YES NO 

BMAC NO NO NO NO YES NO YES 

Z-MAC YES YES 
(weak) 

YES 
(weak) 

YES YES NO YES 

LR-
WAPN 

YES YES YES YES YES YES YES 

WiseMAC YES NO YES 
(weak) 

YES 
(locally) 

YES YES YES 
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Level 0 consist of the UMTS node with an interface to the mobile gateway and UMTS infrastructure. 

In Figure 4 level 2 is made up of sensor nodes which can be cluster heads (CH) and Non Cluster 
Heads (non-CH). The Non Cluster heads sense the environment and pass data to the cluster heads for 
onward transmission to the mobile gateway. 

 
Figure 4: The three-level tree based topology of the IEEE802.15.4 network 

 

The mobile gateway or sink assigns a number of GTSs, NGTS (ranging from 0 to 7) to the cluster heads 
on different channels. This means each non cluster head shares the same channel with its cluster head. 
Effectively contention or the CAP is restricted to each cluster. 

In effect we have a CAP and CFP operating in the system, shown in Figure 5. The size of the CAP is 
dependent on the number of the GTS slots assigned. 

If the number of CH is lower than the number of NGTS allocated then the whole of the CAP is used by 
the non CH for transmission to their CH. 

On the other hand, if the number of CH is greater than the number of allocated NGTS then they will be 
divided into two periods. One period for the non-CH and the other period for those CHs that have not 
been allocated GTSs. 

 
Figure 5: The IEEE802.15.4 super frame structure 

 

Given the scenario defined above the UMTS network scheduler must be able to allocate radio 
resources to the mobile gateway as needed. The radio resources allocated to the mobile gateway 
depends on the data generated and passed to it by the sensor nodes at the environmental level.  

The characteristics of data passed to the mobile gateway is dependent on many factors among them 
are; the randomness of the multiple access strategy, packet inter arrival time at level 2 of the three 
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level topology. These factors are not known a prior and the also further depend on other factors such 
as sensor node density, super frame order, number of GTSs allocated etc. 

These factors are central to the design of the UMTS scheduler. We seek to study and analyse these 
factors by simulation. 

We characterised the traffic generation pattern at level 2 of the topology shown in Figure 4 as the 
instant at which data from the CH arrive at the gateway. We assume that each CH aggregates data with 
a time period from its cluster members and sends a single packet to the gateway. 

We simulate 10 different and uncorrelated realizations of node locations and, for each scenario we 
simulate M = 1000 rounds (where a round is the period of time between two successive Beacon 
packets sent by the sink), using a C language simulator.  

For each round we store the instant of arrival (i.e., the time interval between the beginning of the super 
frame, set at t = 0, and the instant in which the last bit of the packet is received by the sink) of a CH 
packet to the sink, to evaluate the probability that a packet arrives at the sink in a certain time slot.  

For our simulation we define the size the super frame as 960 Ts  

With Nslots  = 16 i.e. The super frame is therefore divided into 16 slots. 

And Ts  set to 16 µ sec. 

The time resolution used is the slot size. (See Figure 6) 

We evaluate the number of packets that arrive in each slot and finally compute the frequency of packet 
arrival for each slot time. 

For our scenario we consider a network composed of 50 nodes distributed over a square area with 
length set at 50 meters. We set the probability of a node becoming a CH as 0.2.  

We explore one case in which the number of GTSs allocated is greater than the CH and another in 
which the number of GTSs is less than CH. 

• CASE 1: SO=0, NGTS = 4, we allocate 7 slots of the CAP portion to non-CHs and 4 slots to CHs 
(see Figure 6, above part). In this case the super frame size is 960 Ts; the CAP portion devoted to 
CHs starts at 480 Ts (i.e., 8 · Tslot) and finally GTSs are at 720 Ts, 780 Ts, etc. 

• CASE 2: SO=0, NGTS = 7, we allocate 5 slots of the CAP portion to non-CHs and 3 slots to CHs 
(see Figure 6, below part). In this case the super frame size is 960 Ts; the CAP portion devoted to 
CHs starts at 360 Ts (i.e., 6 · Tslot) and finally GTSs are at 540 Ts, 600 Ts, etc. 

Each packet transmitted by the CH has duration of 50 Ts. 

 
Figure 6: Super frame structure in case 1 (on top) and case 2 (below). 
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2.4.2 Simulation Results 
In Figure 7 we show the statistical distribution of packet arrival time at the sink, as a function of time, 
normalized with respect to Ts (t/Ts) for cases 1 and 2. 

 
Figure 7: Statistical distribution of traffic for different values of NGTS, having set SO=0. 

 

In case (NGTS = 4), notice that there are no arrivals in the first resolution slot of the CAP portion 
(480Ts-540Ts); this is due to the fact that nodes here have to access the channel through the IEEE 
802.15.4 CSMA/CA protocol, according to which a node has to wait a random number (ranging from 
0 to 7) of back off periods (having duration 20 Ts) and to sense the channel for at least 16 Ts. 
Therefore, since the packet has duration 50 Ts. Therefore even if a node finds the channel free, it will 
take at least 66 Ts for the packet to get to the sink.  

The same is true for case 2, only in this case packets arrive earlier than the previous case as more 
GTSs were allocated to the CHs. 

In both cases, the probability to receive a packet in a GTS is different from zero for all the GTSs and 
larger than the probability it arrives in the CAP portion, because there are rounds in which the number 
of CHs is lower than NGTS and, therefore, the CAP portion is not used. Note that the first GTS is at 720 
Ts for case 1 and at 540 Ts for case 2. 

The information gained from Figure 7 can be used by the UMTS scheduler to efficiently allocate 
resources to the gateway based on the number of CH at level 2. 

The interested reader should consult [13] for more details on the analysis discussed above. 
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3 Routing Protocols 

3.1 Introduction  
Routing protocols are a critical element of network layer functionality that provides end to end 
connectivity across large scale multi hop distributed networks. In the field of wireless sensor 
networking, routing has particular challenges due to the inherent constraints of low power and 
massively connected embedded systems. Depending on how the sender of a message gains a route to 
the receiver, routing protocols can be classified into three categories, namely, proactive, reactive, and 
hybrid protocols. In proactive protocols, all routes are computed before they are really needed, while 
in reactive protocols, routes are computed on demand. Hybrid protocols use a combination of these 
two ideas. Since sensor nodes are resource poor, and the number of nodes in the network could be very 
large, sensor nodes cannot afford the storage space for “huge” routing tables. Therefore reactive and 
hybrid routing protocols are attractive in sensor networks. According to nodes’ participating style, 
routing protocols can be classified into three categories, namely, direct communication, flat, and 
clustering protocols. In direct communication protocols, a sensor node sends data directly to the sink. 
Under this protocol, if the diameter of the network is large, the power of sensor nodes will be drained 
very quickly. Furthermore, as the number of sensor nodes increases, collision becomes a significant 
factor which defeats the purpose of data transmission. Under flat protocols, all nodes in the network 
are treated equally. When a node needs to send data, it may find a route consisting of several hops to 
the sink. Normally, the probability of participating in the data transmission process is higher for the 
nodes around the sink than those nodes far away from the sink. So, the nodes around the sink could 
run out of their power soon. Compared to the previous two types of protocols, the clustering protocols 
have several advantages. First of all, it is scalable. Secondly, it could be energy efficient in finding an 
available route to a destination. Finally, it is easy to manage the sensors and routes. Depending on 
whether a routing protocol is location aware or not, routing protocols can be classified into location 
aware and location-less routing protocols. A comprehensive review of existing routing protocols has 
been provided in D220.1. This chapter extends the state of art review in sensor network routing 
presented in D220.1 by further examining routing methodologies, the application of routing within the 
proposed HHA network architecture and investigation of routing strategies over IEEE 802.15.4 
networks. In particular, we compare the performance of a hierarchical-based approach (fully compliant 
with the HHA guidelines) with a flat routing protocol, showing that the establishment of a certain 
degree of hierarchy could bring about some benefits from the point of view of routing mechanisms. 

3.2 Context aware and QoS routing on WSN  
Context-aware routing is a general term for routing methods that take current context of nodes and 
their environment into account. The term context is defined by Dey and Abowd as “any information 
that can be used to characterize the situation of an entity. An entity is a person, place or object that is 
considered relevant to the interaction between a user and an application, including the user and the 
applications themselves” [1]. With respect to routing, the definition has to be slightly adapted as the 
interaction usually takes place among devices or between devices and applications instead of 
involving a user. In WSN, many routing algorithms can be subsumed under the terms of energy-aware 
or location-aware routing. These are subclasses of context-awareness, however, they have already 
been covered in D220.1 [2] and will not be discussed here. This section will discuss context-awareness 
where context is not limited to the parameters energy or location, but where combinations of context 
attributes are used for route selection. 

The Sensor Context-Aware Routing protocol (SCAR) [3] utilizes movement and resource predictions 
for the selection of the data forwarding direction within a sensor network. It is an adaptation of the 
Context-Aware Routing protocol (CAR) [4] to wireless sensor networks. In SCAR, each node 
evaluates its connectivity, collocation with sinks and remaining energy resources. Based on the history 
of these parameters, a forecast is made and the forecasted values are combined into a delivery 
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probability for data delivery to a sink. Information about this delivery probability and the available 
buffer space is periodically exchanged with the neighbor nodes. Each node keeps an ordered list of 
neighbors sorted by the delivery probability. When data are to be sent, they are multicasted to the first 
R nodes in the list, thus exploiting multiple paths to increase the reliability of delivery.  

Energy and Mobility-aware Geographical Multipath Routing (EM-GMR) [5] is a routing scheme for 
wireless sensor networks that combines three context attributes: relative distance to a sink, remaining 
battery capacity and mobility of a node. The mobility is only used in a scalar form indicating the 
speed, but not the direction of movement. Each of the three context attributes is mapped to three fuzzy 
levels (low, moderate, high), leading to a total of 3³=27 fuzzy logic rules. The result of these rules – 
the probability that the node will be elected as forwarding node is a fuzzy set with 5 levels: Very 
weak, weak, moderate, strong, very strong. Each node maintains a neighbor list which is sorted by 
these 5 levels, and it chooses the topmost M nodes as possible forwarding nodes from the list. Then it 
sends a route notification (RN) to these nodes requesting whether they are available. Upon reception 
of a positive reply, the data is sent. 

The use of context information to determine a message importance and routing of messages based on 
this importance is proposed in [6]. Here, first a knowledge base is defined. This knowledge base is 
stored on each sensor node, and it contains information about the minimum and maximum values for 
each context parameter. Context parameters in this case are the measures that the sensors in the 
network can deliver. Based on the current sensing task and the position of the context parameter 
within its range, the importance of the message is defined. Based on the importance, the messages are 
either routed on a reliable or on a cost-efficient path. 

Tandem [7] is an algorithm for spontaneous clustering of wireless sensor nodes. The cluster formation 
is based on common current context of sensor nodes, e.g. “moving together”. Each of the nodes runs 
an algorithm to recognize shared context. This algorithm can be based on a coherence function or a 
correlation coefficient which indicate the strength of relationship between the nodes’ contexts. This 
strength is expressed by a so-called confidence value. If the confidence value exceeds a predefined 
threshold, the nodes are considered to share a common context. To achieve a good cluster stability, the 
context history can be utilized, however, the length of the utilized history has to be chosen as a trade-
off between cluster stability and algorithm responsiveness. 

Related to context awareness, QoS based routing strategies strive to achieve a balance between energy 
consumption and data quality. Qos routing utilises context awareness in metrics such as observed 
connectivity, data throughput and packet latency to determine the best routing strategy. In particular, 
the network has to satisfy certain contextual QoS metrics when delivering data to the base station. 

The work in [8] presents a routing strategy called SPEED that provides soft real-time end to end 
guarantees. The protocol requires each node to maintain information about its neighbors and uses 
geographic forwarding to find the paths. SPEED strives to ensure a certain speed for each packet in the 
network so that each application can estimate the end to end delay for the packets by dividing the 
distance to the base station by the speed of the packet before making an admission decision. Delay 
estimation at each node is basically made by calculating the elapsed time before an ACK is received 
from a neighbor as a response to a transmitted data packet. By looking at the delay values, the routing 
protocol selects the node that meets the speed requirement. SPEED does not consider any energy 
metric in its routing protocol. 

In [9] QoS is defined as the optimum number of sensors that should be sending information at any 
given time, referred to as sensor network resolution. A base station is used to communicate QoS 
information to each of the sensors using a broadcast channel and exploits the mathematical paradigm 
of the Gur Game to dynamically adjust to the optimal number of sensors. In this way the base station 
dynamically adjusts the resolution of the QoS it receives from the sensor nodes. If a node sends a 
packet within a time t interval it is rewarded via a reward function with r{k} {0-1} by the base station. 
This is similar to voting “yes” in the Gur Game terminology. R(k) is used by the sensor to determine 
the probability of remaining active for the next interval. If a node is inactive, it is penalized with r(k)-



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 28 of  95 

 

 

1. As before this is used to determine the probability of enabling its transceiver in the next interval. 
The strategy reaches optimality when r(k) reaches a value of 1. 

3.3 Analysis of routing techniques over IEEE 802.15.4  
In this section, we consider an IEEE 802.15.4 based Wireless Sensor Network and we study the 
relationship between the IEEE 802.15.4 topology formation mechanism and possible routing strategies 
at the network layer. 

3.3.1 IEEE 802.15.4 topology formation 
An IEEE 802.15.4 WPAN [10] is composed of one PAN coordinator and a set of devices. The PAN 
coordinator is the primary controller of the network and it is responsible for initiating the network 
operations. The standard defines a set of procedures implemented by the PAN coordinator to initiate a 
new WPAN and by other devices to join a WPAN. The PAN coordinator assigns a PAN ID (PAN 
identifier) to the network and selects a channel among those specified in the standard. The channel 
selection is performed by the Energy Detection (ED) scan by means of which the measure of the peak 
energy in each channel is returned. This peak energy is the maximum energy measured on the channel 
and gives indications on the interference present on that channel.  

The procedure adopted by the devices to join a WPAN is named association procedure and it 
establishes relationships between devices within a WPAN. The operations performed by a device to 
join a WPAN are: 1) the device searches for all the available WPANs, 2) it selects a WPAN according 
to a predefined criteria and 3) starts the message exchanging with the selected WPAN, contacting the 
nearest coordinator belonging to the chosen WPAN (coordinators are sinks or those nodes that can act 
as relay nodes).  

The discovery of available WPANs (step 1) is performed by scanning the beacon frames broadcasted 
by the coordinators. Two beacon broadcasting modes are defined in the standard: beacon-enabled and 
non-beacon enabled. In beacon-enabled mode, the associated devices transmit beacon frames 
periodically, hence the information on the available WPANs can be derived by eavesdropping the 
wireless channels (passive scan). In non-beacon enabled mode, the beacon frames shall be explicitly 
requested by a device by means of a beacon request command frame (active scan). In the beacon-
enabled mode, the time is divided into a superframe structure. The superframe is bounded by beacon 
frames that are transmitted periodically and that allow nodes to synchronize. The active part of the 
superframe is divided into 16 contiguous time slots that can be configured in three different modes: 
beacon time slot, Contention Access Period slots and Contention-Free Period slots. At the end of each 
superframe an inactive period can be activated for power saving purposes. After the channel scanning 
the device selects the network it want to connect to (step 2), and (step 3) it sends an association request 
message to the coordinator. The coordinator grants and denies the access to the network of the new 
device by replying with an association response command frame. It is important to notice that the 
association criteria, performed at step 2, are not defined in the standard but are implementer 
dependent. The whole association procedure results in a set of parent-child relationships between 
devices. These relationships define univocally a tree rooted at the PAN coordinator. 

3.3.2  Addressing scheme in  IEEE 802.15.4 cluster-tree topology 

In cluster-tree topology the nodes are organized forming a tree. The PAN coordinator is the root of the 
tree. FFD (Full-Function Device) or RFD (Reduced Function Device) nodes can connect to the root 
and become children nodes of it. FFD is a device capable of operating as a coordinator of a cluster and 
implements the complete protocol set. RFD is a device operating with the minimal implementation of 
the IEEE 802.15.4 protocol. 

The FFD nodes, not the RFD nodes, can be parents of other nodes, consequently building the tree. The 
important point of this topology is how the addresses are delivered from the parents to the children. It 
is done in such a way that the routing of a data frame becomes almost immediate. 
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The network addresses are assigned using a distributed addressing scheme. This scheme is designed to 
provide every potential parent with a finite sub-block of network addresses. The PAN coordinator 
determines the maximum number of children that any device within its network is allowed. Only some 
of these children nodes can be routers (can have more children nodes), the rest must be end devices 
(do not have children nodes). Each device has a depth associated. The depth is the minimum number 
of hops a transmitted frame used to reach the PAN coordinator. The coordinator has a depth of 0, its 
children a depth of 1, etc.  

Some parameters have been defined in order to deliver the addresses properly. If  is the size 
of the address sub-block being administrated by each parent node located at a depth of, d. Given a 
maximal number of children per parent of , a maximal depth in the tree of  and a maximal 
number of router nodes per parent of , the  is calculated as follows. 
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If an FFD has a  value of 0, it shall not have children and shall be a leaf in the tree. If the 
value of  is greater than 0, then the node shall accept children and shall give them addresses. 
The addresses are delivered depending on whether the child is an end device or a router device. If the 
child is an end device the addresses are given in a sequential manner. The n-th end device child 
obtains the address : 

 nRdCskipAA mparentn ++= )(  
 
where represents the address of the parent and ( ). 

If the child is a router device, the parent assigns an address that is one greater than its own to its first 
router child and uses the  value as an offset for the rest. Where d is the level of the parent. 
Table 2 and Figure 8 show an example of a tree formed with a maximal number of children per 
node , maximal number of router nodes per parent  and a maximal depth of . 

 
Table 2: Value of  given the depth of the node 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 30 of  95 

 

 

 
Figure 8: Example of addresses scheme and Cskip value in a cluster tree 

 

It can be seen that the difference between the addresses of brothers is the value of  from their 
parent. A further observation is that, since Lm=3, the maximal number of links between any node and 
the coordinator is 3. It can be also observed that the nodes in the maximal depth have a value 
of . Therefore, these nodes will not accept children. Finally, the number of children 
connected to the coordinator is 4, because no more are allowed (Cm=4). 

3.3.3  Routing techniques for IEEE 802.15.4 networks 
In [11], the ZigBee Alliance has defined network, security and application software layers for IEEE 
802.15.4 devices. Basically, the application and security layers provide a framework for application 
support and security services, while the network layer mainly includes mechanisms for network 
topology setup and routing issues which are the main concerns of this work. In particular, the ZigBee 
network layer supports three different topologies: i) star, ii) tree or iii) mesh. 

In the star topology, every device transmits packets directly to the ZigBee coordinator, i.e., the PAN 
coordinator, and direct transmissions between other devices are not allowed. In the tree topology, a 
tree routed at the ZigBee coordinator is created based on the MAC parent-child relationships between 
IEEE 802.15.4 devices. In the tree topology case a hierarchical routing scheme can be implemented. 
Finally, in mesh topologies, direct transmissions between non parent-child devices are allowed. In this 
case, a reactive routing scheme based on a simplified version of Ad-hoc On demand Distance Vector 
(AODV) [12] routing protocol has been proposed. We remark that, even in mesh topologies, the 
parent-child tree structure is always created by the IEEE 802.15.4 MAC layer to start a new PAN, but 
this hierarchical tree structure is not used for routing purposes. 

Two alternative routing schemes proposed in the framework of the ZigBee Alliance are analysed. The 
first is the above mentioned Ad-hoc On Demand Distance Vector (AODV) routing protocol, which 
was designed for highly dynamic application scenarios in wireless ad-hoc networks. It uses route 
request/reply mechanisms to select the routing paths (see Figure 9); moreover, it maintains and 
periodically refreshes neighbour and routing tables in all the nodes, in order to speed up the routing 
process. This routing algorithm is reactive, in the sense that routes towards the destination are resolved 
only when a sensor node needs to perform packet routing. 
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Figure 9: AODV routing protocol. 

 

The second scheme is a tree-based routing mechanism based on the hierarchy among nodes 
established during the sensor network formation with IEEE 802.15.4. This latter approach, named 
HERA (HiErarchical Routing Algorithm) in the following, routes packets from sensors to sink based 
on the parent-child relationships established by the IEEE 802.15.4 MAC topology formation 
procedure. On the other hand, for sensor-to-sensor or sink-to-sensor communications, packets are 
routed upward or downward along the tree according to the address of the destination of the data by 
exploiting the hierarchical addressing scheme provided by ZigBee. This routing algorithm is proactive 
in the sense that routes towards the destination are resolved before a sensor node needs to perform 
packet routing. The resulting routing tree corresponds with the tree that is formed during the MAC 
association procedure, described in Paragraph 3.3.1, to create the IEEE 802.15.4 network. Therefore, 
routing paths are based on MAC parent-child relationship and result in a tree rooted at the 
ZigBee/PAN coordinator, e.g., the sink in a sensor network. Hence, to gather data generated by the 
sensors at the sink in a multi-hop network, each node shall transmit all the packets to its own IEEE 
802.15.4 coordinator. 

The two schemes are inherently different, as the former is a pure on-demand route acquisition 
algorithm that broadcasts discovery packets when a routing path must be established, while the latter is 
a proactive routing scheme that does not use control messages. The purpose of our work is to assess 
and compare the performance of these two alternative routing strategies and to highlight the main 
strengths/drawbacks of these schemes.  

At this aim, we used the Network Simulator 2 (Ns-2) software [13], which offers the physical and the 
MAC layers defined in the IEEE 802.15.4 Standard. In this simulator, we implemented the HERA 
algorithm by extending the NO Ad-Hoc (NOAH) routing agent [14], and by implementing a cross-
layer interaction between link and routing layers to route data packets to the coordinator with which 
each device has been successfully associated. Moreover, in Ns-2 we can choose to adopt the AODV 
routing protocol within a network. 

We carried out an extensive simulation analysis with the Ns-2 simulator to compare HERA and 
AODV. In the next Figures (Figure 10 and Figure 11), the results of these simulations are shown. We 
assume that a generic event happens in a monitored region and it has to be reported to a single sink 
located in the same area. At this aim, the nodes that reveal the event (since it happens within their 
event range) have to send a packet towards the sink. We are interested in residual energy of the nodes 
at the end of the simulation and the mean packet delay. The event range models the maximum distance 
at which a sensor can detect a generic event; moreover, two different radio transmission ranges (20 
meters and 30 meters) for the sensor nodes are considered. 

HERA presents several benefits mostly related to the facts that it exploits the MAC association tree to 
perform routing from sensors towards a sink. HERA exploits information exchanged during the 
network formation and topology update phases, thus avoiding additional routing messages and the 
associated overhead. Moreover, it shows several performance enhancements with respect to AODV, 
such as reduced latency and energy consumption. Finally, it reduces complexity, as it is very easy to 
program and does not require a specialized daemon on the host device where it runs. 
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Figure 10: Residual Energy vs. Event Range 

 

On the contrary AODV, by flooding the network with control messages required to set-up and 
maintain the routing tables, shows low-quality performance. However, since it does not strictly depend 
on MAC layer procedure, it provides a greater flexibility and can be more easily extended to account 
different route selection metrics. Moreover, advantages of AODV may be appreciated if the network 
topology is highly variable even if the weight of the control messages remains onerous for a network 
constituted by simple and low powered devices. 

 

 

 

 

      

 

 

 

 

Figure 11: Mean Delay vs. Event Range 

 

3.4 Routing paradigms in wireless sensor networks 
Wireless sensor network routing protocols can be broadly categorised into five main domains, namely, 
hierarchical, data centric, location aware, QoS aware and cross layer approaches. A comprehensive 
review of routing strategies discussing the aforementioned routing paradigms has been presented in 
D220.1 [2]. Within this section a subset of the most commonly known routing algorithms within each 
domain is selected. From this subset a routing protocol is chosen and its applicability to the HHA 
network architecture discussed. Following this an energy efficient routing strategy for large scale mesh 
network deployments is presented [15] and its relevance to the HHA. This protocol is being developed 
as part of an Enterprise Ireland funded project called EmNets (Embedded Networked Sensing) under 
the WISen consortium [16].  
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3.4.1 Hierarchical Protocols 

Hierarchical or cluster based routing methods, originally proposed in wire-line networks, are well-
known techniques with special advantages related to scalability and efficient communication. As such, 
the concept of hierarchical routing is also utilized to perform energy-efficient routing in wireless 
sensor networks. In a hierarchical architecture, such as that proposed in the HHA, higher-energy nodes 
can be used to process and send the information, while low-energy nodes can be used to perform the 
sensing in the proximity of the target. The creation of clusters and assigning special tasks to cluster 
heads can greatly contribute to overall system scalability, lifetime, and energy efficiency. Hierarchical 
routing is an efficient way to lower energy consumption within a cluster, performing data aggregation 
and fusion in order to decrease the number of transmitted messages to the base station. Hierarchical 
routing is mainly two-layer routing where one layer is used to select cluster heads and the other for 
routing. The most common hierarchical routing protocols presented in D220.1 include LEACH, 
PEGASIS, and TEEN. The following presents an overview of the LEACH protocol and its relevance 
to the proposed CRUISE HHA network architecture. 

LEACH – A hierarchical clustering algorithm for sensor networks which includes distributed cluster 
formation. LEACH randomly selects a few sensor nodes as cluster heads (CHs) and rotates this role to 
evenly distribute the energy load among the sensors in the network. The CH nodes compress data 
arriving from nodes that belong to the respective cluster and send an aggregate packet to the base 
station in order to reduce the amount of information that must be transmitted to the base station. After 
a given time, randomised rotation of the role of CH is conducted so that uniform energy dissipation in 
the sensor network is obtained. LEACH uses a TDMA/CDMA MAC to reduce inter cluster and intra 
cluster collisions. LEACH assumes that all nodes can transmit with enough power to reach the base 
station if needed and that each node has computational power to support different MAC protocols. The 
protocol also assumes that nodes always have data to send and nodes located close to each other have 
correlated data. There is the possibility that the elected CHs will be concentrated in one part of the 
network and hence some nodes will not have a CH in their vicinity.  

Of all routing paradigms, hierarchical based protocols are most applicable to the CRUISE HHA 
architecture. The selected LEACH protocol demonstrates the unified approach of node hierarchy 
within this family of routing protocols. With reference to the HHA, clusters of sensor nodes at levels 3 
and 2 send data to the cluster head gateway nodes within level 1 which transmit aggregated data to the 
base station nodes at level 0. Hierarchical routing protocols are fully compliant to the HHA at all 
levels. 

3.4.2 Data Centric Routing Protocols 

Communications in wireless sensor networks are usually data-centric, with the objective of delivering 
collected data in a timely fashion. Also, such networks are resource-constrained, in terms of sensor 
nodes processing power, communication bandwidth storage space and energy. This gives rise to new 
challenges in information processing and data management in wireless sensor networks. In many 
applications, users may frequently query information in the network. The trade-off between updates 
and queries needs to be addressed. In-network data processing techniques, from simple reporting to 
more complicated collective communications, such as data aggregation, broadcast, multicast and 
gossip should be developed. In data centric protocols sources send data to the sink, but routing nodes 
look at the content of the data and perform some form of aggregation/consolidation function on the 
data originating at multiple sources. The characteristics to emphasize of Data-Centric protocols are the 
ability to query a set of sensor nodes, attribute-based naming and data aggregation during relaying. 
The most common data centric routing protocols presented in D220.1 include SPIN, Directed 
Diffusion, Rumour Routing, GBR, CADR, COUGAR and ACQUIRE. The following presents an 
overview of the SPIN protocol and its relevance to the proposed CRUISE HHA network architecture. 
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SPIN – This is a data centric routing protocol that disseminates all collected data at each node to every 
other node in the network. SPIN enables a user to query any node and obtain the data. The protocol 
assigns a high level name to completely describe the collected data (meta-data) and performs metadata 
negotiations before any data is transmitted to neighbouring nodes. The proposed strategy is more 
efficient that flooding. ADV messages are used to advertise new data, REQ messages to request data 
and DATA is the actual data. Each node sends an ADV to its neighbours and if it’s interested in the 
data, sends a REQ for the data. It then forwards the ADV to its neighbours and so on SPIN-2 includes 
energy thresholds that dictate the nodes involvement in the protocol. 

Data centric routing protocols generally refer to more flat network topologies in which the 
communication path is predominantly peer to peer. Referring to the HHA network architecture data 
centric protocols can be applied to levels 2 and 3. The querying of particular data from the network is 
performed at level 1.  

3.4.3 Location Aware Protocols 

In this kind of routing, sensor nodes are addressed by means of their locations. The distance between 
neighbouring nodes can be estimated on the basis of incoming signal strengths. Relative coordinates of 
neighbouring nodes can be obtained by exchanging such information between neighbours. 
Alternatively, the location of nodes may be available directly by communicating with a satellite using 
GPS if nodes are equipped with a small low-power GPS receiver. To save energy, some location-based 
schemes demand that nodes should go to sleep if there is no activity. More energy savings can be 
obtained by having as many sleeping nodes in the network as possible. The location aware routing 
protocols presented in D220.1 include GEAR, GeRaF, MECN, and GAF. The following presents an 
overview of the GEAR protocol and its relevance to the proposed CRUISE HHA network architecture. 

GEAR – The strategy uses geographical information while disseminating queries to appropriate 
regions since data queries often include geographical attributes. The key idea is to restrict the number 
of interests in directed diffusion by only considering a certain region rather than sending the interests 
to the whole network. Each node keeps an estimated cost and a learning cost of reaching the 
destination through its neighbours. The estimated cost is a combination of residual energy and distance 
to the destination. The learned cost is a refinement of the estimated cost that accounts for routing 
around holes in the network. If there are no holes the estimated cost is equal to the learned cost. The 
learned cost is propagated one hop back every time a packet reaches the destination so that route setup 
for the next packet will be adjusted. 

There are two phases to the algorithm: 

Forwarding packet toward the target region: 

When a node receives a packet, a node checks its neighbours to see if there is one neighbour that is 
closer to the target than itself. If they are all further than the node itself this means there is a hole. In 
this case one of the neighbours is picked to forward the packet based on the learning cost function. 

Forwarding the packet within the region: 

If the packet has reached the region it can be diffused in that region by either recursive geographic 
forwarding or restricted flooding. In high density networks, recursive geographic forwarding is more 
energy efficient than restricted flooding. In that case, the region is divided into four sub regions and 
four copies of the packet are created. This splitting and forwarding process continues until regions 
with only one node are left. 

Location aware routing protocols focus on the localisation of individual nodes based on the relative 
position of neighbouring devices or another external localisation system such as GPS. The deployment 
of localisation aware routing protocols therefore focuses on levels 3 and 2 of the HHA. If the gateway 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 35 of  95 

 

 

or base station devices are used to provide localisation reference points then levels 0 and 1 also 
become relevant.  

3.4.4 QoS Aware Protocols 

In QoS-based routing protocols, the network has to balance between energy consumption and data 
quality. In particular, the network has to satisfy certain QoS metrics (delay, energy, bandwidth, etc.) 
when delivering data to the base station. The QoS aware routing protocols presented in D220.1 include 
SAR, SPEED, Maximum Lifetime Energy Routing, Maximum Lifetime Data Gathering and Minimum 
Cost Forwarding. The following presents an overview of the SAR protocol and its relevance to the 
proposed CRUISE HHA network architecture. 

SAR – Routing decisions using SAR are based on three factors – energy resources, QoS on each path 
and the priority level of each packet. To avoid single route failure, a multi-path approach and localized 
path restoration schemes are used. To create multiple paths from a source node, a tree routed at the 
source node to the destination node is built. The paths of the tree are built while avoiding nodes with 
low energy or QoS guarantees. SAR is a table driven multi path protocol that aims to achieve energy 
efficiency and fault tolerance. The objective of SAR is to minimize the average weighted metric 
throughout the lifetime of the network. If topology changes due to node failures, path re-computation 
is needed. As a preventive measure a periodic re-computation of paths is triggered by the base station 
to account for any changes in the topology. Failure recovery is done by enforcing routing table 
consistency between upstream and downstream nodes on each path. SAR maintains multiple paths 
from nodes to the base station. Although this ensures fault tolerance and easy recovery, the protocol 
suffers from the overhead of maintaining the tables and states at each sensor node especially when the 
node density is high. 

The involvement of base station initiated path re-computation makes this QoS based routing paradigm 
applicable to the HHA at levels 0 and 1. The interaction of nodes is also required for the maintenance 
of routing tables as the routing metric is calculated along the data path. This inherently includes levels 
2 and 3 of the HHA within the deployment of QoS based routing strategies.   

3.4.5 Cross Layer Approaches  

In the perspective of a cross-layer optimization, which jointly involves different levels of the network 
architecture, a coordinated action working at the MAC and routing layers could be very promising. In 
particular, routing information could be used at the MAC level to maximize the sleep time of sensor 
nodes and thus reduce energy consumption. The cross layer protocols presented in D220.1 include 
MACRO, GERAF, MAC-CROSS, ECPS, E2LA, Q-GSL, and DMACLD. The following presents an 
overview of the MACRO protocol and its relevance to the proposed CRUISE HHA network 
architecture. 

MACRO – This protocol exploits the capability of sensor devices to tune their transmission power. 
More specifically, for what concerns the forwarding functionalities, a geographic strategy is 
employed, which does not require that sensor nodes exchange any location information, but only that 
each node be aware of its own position and the final destination’s position. To select the next relay to 
be used at each hop by the forwarding process, a competition mechanism is triggered, and so the most 
efficient relay node can be chosen. The choice among different transmission power levels allows 
enlarging or restricting the area where the next relay node can be found so as to maximize a 
performance function, called weighted progress factor. For what concerns the MAC layer 
functionalities, in order to increase network lifetime, nodes are assumed to periodically switch ON and 
OFF their wireless interface, while still guaranteeing that network is connected without demanding for 
any synchronization among nodes. Then, upon needing to forward the information, an appropriate 
WAKE UP procedure is triggered to wake up nodes and trigger the competition.  
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Cross layer protocols usually involve coordinated transmission and energy efficient routing between 
motes within levels 2 and 3. There is usually no requirement to have a hierarchy of nodes as presented 
in the HHA architecture. Therefore levels 0 and 1 are not required in the deployment of cross layer 
protocols within sensor networks. 

3.4.6 Energy Aware Routing Protocols 

Wireless Sensor Networks may be composed of numerous and very small sensors, which can be 
distinguished from traditional ad-hoc networks as they present several specific constraints, (energy, 
memory, and processing limitations). They are normally deployed to detect, monitor and transmit data 
from a specific physical phenomenon. Several routing solutions have been proposed to forward 
information from sensor nodes to an observer.  

Energy required to transmit a signal is approximately proportional to dα, where d is the distance and α 
is the attenuation factor or path loss exponent, which depends on the transmission medium. When α >2 
(which is the optimal case), transmitting a signal half the distance requires one fourth of the energy 
and if there is a node in the middle willing to spend another fourth of its energy for the second half, 
data would be transmitted for half of the energy than through a direct transmission - a fact that follows 
directly from the inverse square law of physics. The main disadvantages of such algorithms are: 

1) Routing protocols induces a delay for each transmission. 

2) No relevance for energy network powered transmission operated via sufficient repeater 
infrastructure. 

Rather than using traditional metrics such as hop-count or delay for finding routes, Woo et al. 
proposes four energy aware metrics such as “maximize time to partition” and “minimize maximum 
node cost” [17]. 

There are four possibilities to save power from the devices:  

1) Minimal Energy Consumption per Packet 

The energy consumption is the sum of power consumed on every hop in the path from a packet. The 
power consumption on a hop is a function of the distance between the neighbor and the load of this 
hop. Thus it is interesting to choose a route were the distance between the nodes isn't too long and also 
it is interesting to take a shorter route so there aren't too many hops on the route where the power level 
gets depleted. 

2) Maximize Network Connectivity 

This metric tries to balance the load on all the nodes in the network. This assumes significance in the 
environment where the network connectivity is to be ensured. When there are a lot of connections 
from a hop to other hops, there are also a lot of paths from one node to another. So the load can be 
distributed across many paths. 

3) Minimum Variance in Node Power Levels 

This metric proposes to distribute the load among all nodes so that the power consumption remains 
uniform to all nodes. This problem is very complex when the rate and size of data packets vary. When 
every node has the same level in power, you can be sure that the network functions longer.  

4) Minimize Maximum Node Cost 

This metric minimizes the maximum cost per nodes for a packet after routing a number of packets or 
after a specific period. So a node can be blocked for routing to save battery power. 
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This metrics saves the connectivity from every node. When a node has been used several times for 
routing, it blocks itself to save power.  

The energy aware protocols presented in D220.1 include LEACH, Direct Diffusion, and SPIN. 
Additional protocols include Power Aware Multi Access Protocol with Signaling Ad Hoc Networks 
(PAMAS) [18], Two Tier Data Dissemination (TTDD) [19], and Cluster Based Power Efficient 
Routing (CBPER). The following presents an overview of the PAMAS protocol and its relevance to 
the proposed CRUISE HHA network architecture. 

PAMAS – Power Aware Multi Access Protocol with Signaling Ad Hoc Networks PAMAS proposes a 
new power aware multi-access protocol for ad-hoc radio networks. It conserves battery power at nodes 
by intelligently powering off nodes that are not actively transmitting or receiving packets. The unique 
feature of the protocol is that it conserves battery power at nodes by intelligently powering off nodes 
that are not actively transmitting or receiving packets. The manner in which nodes power themselves 
off does not influence the delay or throughput characteristics of the protocol. The power conserving 
behaviour of PAMAS has been demonstrated via extensive simulations performed over ad hoc 
networks containing 10-20 nodes. Results indicate that power savings of between 10% and 70% are 
attainable in most systems. Actually, PAMAS protocol is a combination of the original MACA 
protocol and the idea of using a separate signalling channel. Thus, it assumes that the RTS-CTS 
message exchange takes place over a signalling channel that is separate from the channel used for 
packet transmissions. This separate signalling channel enables nodes to determine when and for how 
long they can power themselves off.  

Energy aware protocols generally focus on the MAC and network layers by controlling the access to 
the radio channel in a manner that strives to increase the energy efficiency across the entire network. 
With reference to the HHA network architecture, energy efficient protocols are relevant to layers 2 and 
3. 

3.4.7 Routing across large scale distributed mesh networks 

In wireless sensor networking, tree based routing is used for forwarding data to a common destination 
at the tree root. These scenarios make the sink node or root a fixed node and there is no support for 
communication between any two independent devices. To implement dynamic backbone networking 
inside a wireless sensor network, mesh networking would be useful, however limited memory in 
wireless sensor networks makes it impossible to maintain routes to every node in the network. The 
Zigbee standard uses a variant of the AODV routing algorithm to route packets in which each node 
has to maintain a routing table with the entries of destination and next hop in that route. This method 
is not suitable for larger networks. For example when a node tries to send to multiple destination 
nodes, it requires multiple route entries along the same path. To combat the limited resources of 
sensing devices in terms memory and computational complexity, we have defined a framework for 
network routing in wireless sensor networks similar to the Zone Routing Protocol ZRP [20]. In this 
strategy we divide the network into clusters or zones. A hybrid of proactive and reactive routing is 
used for the intra-cluster level and a reactive approach is used at the inter-cluster level. Each node in a 
cluster always maintains routes to the destination cluster, rather than to maintain the entire route for a 
destination node. This framework works on the basis of “Think Global and Act Local”. Each node 
maintains two types of routing tables to perform routing at the two levels. To perform inter-cluster 
routing, nodes on the current cluster do not care about the destination node, instead they try to route 
the packet to the next cluster which is en-route to the destination cluster. If the destination node 
belongs to the current cluster, it routes using the intra-cluster algorithm based on AODV. The concept 
is illustrated in 
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Figure 12. The nodes on the edge of the cluster that have neighbours in other clusters are called 
Gateway nodes. These gateway nodes forward the data packet to their neighbour clusters. Gateway 
nodes broadcast (proactively) their next cluster information to all nodes inside the cluster. This 
broadcast enables the nodes within a cluster to build routes to appropriate gateway nodes depending 
on the destination cluster. When a data packet is transmitted, it needs to be supplied with destination 
cluster address and node address. Nodes send the Inter-Cluster routing request to all gateway nodes, 
unless it knows which gateway has a route to the destination cluster. As the network evolves it is 
possible that nodes will learn which gateways have paths to the most recent destined clusters. They 
forward the route request packet to neighbouring clusters via neighbour gateway nodes. When this 
packet reaches a gateway in the destination cluster or a gateway that has knowledge of the remaining 
path, a route reply packet is sent back to the source node. The route reply packet reaches the source 
node with the next cluster or entire cluster list (optionally). Each gateway nodes along the path caches 
the cluster level route. This completes the inter-cluster routing procedure. The data packet can now be 
sent to the destination cluster. Inside the cluster, it finds the destination node using intra-cluster 
reactive routing. The simplified version of AODV may be used as a basis of the reactive routing 
algorithm. 

The proposed zone/cluster based routing strategy provides an energy efficient approach to routing data 
across large scale distributed sensor networks. The gateway devices are specifically required to bridge 
the clusters defined within the topology to facilitate inter cluster routing but they can also provide data 
aggregation functionality and access to higher networking layers such as Ethernet/GPRS/UMTS. It is 
also possible to support mobile nodes with the requirement that the mobile node updates its cluster 
identity on crossing cluster boarders. Furthermore there is no requirement that the sensor nodes be 
homogeneous. Work is currently addressing the support at layer 2 for heterogeneous nodes [15]. The 
proposed routing strategy is therefore fully compliant with the HHA at all levels. 
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Figure 12: Concept of cluster based routing in wireless sensor networks 

3.5 Comparison of DYMO and CFA protocols over IEEE 802.15.4 
We have carried out an extensive analysis to compare DYMO (Dynamic MANET On-Demand) and 
CFA (Cluster Formation Algorithm). This performance evaluation aims at providing some insight on 
which routing strategy (flat or hierarchical) behaves better over WSN, especially considering the 
characteristics of the HHA topology described before. We worked on the Network Simulator platform 
[13], which implements the physical and MAC layers of the IEEE 802.15.4 standard. Both the CFA 
and the Dymo routing protocols have been written and implemented from scratch. 

DYMO (Dynamic MANET on Demand) [21] is originally intended to be used by mobile nodes in 
wireless multihop networks. It offers adaptation to change network topology and determines unicast 
routes between nodes within the network. This routing protocol is successor to the popular Ad-Hoc 
On-Demand Distance Vector (AODV) [22] and shares many of its benefits.  

CFA is designed to create clusters by means of information gathered form the HELLO messages that 
all nodes interchange. It works by means of establishing different states for the nodes. For instance, 
when the formation procedure has finished, should belong to either of the two following states: 

• Member. This is a node that belongs to a specific cluster.  

• Cluster-Head. According to the proposed algorithm, this is a node that has to take some special 
responsibility, in managing the whole cluster. 

For a more detailed description of the CFA, the reader may refer to D210.2 [23]. In the following we 
will analyse how it can be used as a framework to accomplish routing over WSN. Figure 13 depicts an 
illustrative all scenario to be considered. It is a square area of 60x60 m, where the nodes are 
distributed according to an array deployment. The sink is located in the point with coordinates (50, 50) 
m. We also assume a disk coverage area with a radius at 20 metres. The traffic sources are also 
randomly selected depending on particular simulated event. In this case, thus event is detected by all 
nodes closer than 20 metres to it. In the Figure 13, we can see there are 13 CH nodes and 12 member 
nodes. The CHs nodes are aware of how to reach others CHs. Data from nodes 22, 16, 18 and 12 are 
not processed by the corresponding CHs. Only data coming from node 17 are processed and sent to 
sink. 

We have employed data aggregation techniques in CFA protocol, in order to reduce the amount of 
data sent to higher levels. The utilization of data aggregation protocols seems suitable for lower levels 
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of the Hybrid Hierarchical Architecture (HHA), since energy consumption can be minimized during 
data transmission. When data reach higher layers of the protocol stack, it is analysed to assess whether 
it had been already processed, in order to send only useful data to the corresponding sink, reducing 
redundant transmissions along the path from the source towards the sink. For this we take advantage 
of the neighbourhood relationships established during the formation procedure.  

 
Figure 13: Diagram of CFA 

 

In order to perform the comparison of Dymo and CFA protocols, different metrics will be used, 
including:  

• Overhead: This metric gives an idea of the average amount of not useful information, both control 
and routing, that is transmitted along with the user data.  
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• Packets Received per Event: Total number of data packets received by the event. 
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_
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   ∑=  

• Packet Delivery Ratio: The mean number of data packets received by the destination node against 
the number of data packets transmitted by the source nodes. 
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• Mean Number Hops: It is the average number hops needed to reach to sink. 
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hopsnumberMean
_

__ ∑=  

• Event Delivery Ratio: Probability of receiving at least one packet per event in the sink.  

EventsTotal
DetectedEvent

RatioDeliveryEvent
_
_

  ∑=  

3.5.1 Scenario Description 
The aim of the simulations is mainly to analyse the mean number of routing packets required to 
establish an unknown route between any pair of nodes in the network, the average packets received 
per event, the average route length and the even delivery ratio. We have defined two common 
scenarios, first, a random node deployment where node position is not known, and on the other hand, 
an array based deployment with fixed location for all the nodes in the network. In both cases, we use a 
square area of 60x60 m, where the number of sensor nodes varies between {2, 5, 10, 17, 26}, 
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executing a total of 5 different scenarios for each case. We consider only one sink, on different 
position, depending on the number of nodes within the scenario as it is shown below: 

X_sink = 10 * sqrt(Nsensors-1) 

Y_sink =X_sink 

We further assume that one single event happens at a random point in the monitored region while a 
particular range models the maximum distance at which a sensor can detect the event.  

Revent < 20mts 

All the sensors within Revent, generate sensed data which shall be gathered at the sink, while the others 
participate in the multi-hop relaying process, if necessary. It is worth recalling that two devices 
separated more than RTx cannot communicate, but if the nodes are close enough (less than RTx) a direct 
communication can be established. 

The number of source nodes depends on the event range. They generate 2 packet/s for the whole 
duration of the simulation tsimulation = 57s with intervals of 6 s between event generation. The traffic 
used is CBR (Constant Bit Rate) and the size of the packet is 70 bytes. In particular, we considered 
two different radio transmission ranges RTx = {20m, 30m}.   

 

Figure 14 depicts two possible scenarios both of them having the maximum number of nodes: 

 
 

 

 

Figure 14: Random and Array Network Deployments 

 

In both of them, the event is always random and the sink is located in different positions for each 
scenario. The traffic sources detect the event within Revent, and thus they are also random. The 
distance between adjacent nodes is 15 m for the array scenario, as it is shown can be seen in Figure 14. 

Additional explanation for our presented results can be made by comparing the obtained metrics. In 
both of them, the IEEE 802.15.4 MAC is evaluated at 2.4 GHz, which has a physical speed of 
250kbps, and 868MHz which has a physical speed of 20Kbps. The maximum PSDU size the PHY 
shall be able to receive is 127 bytes (aMaxPHYPacketSize) and the MAC Frame shall be at least 102 
bytes long. 
const UINT_8 aMaxPHYPacketSize=127; 

const UINT_8 aMaxFrameOverhead= 25; //max # of octets added by the MAC sublayer to its payload 
w/o security. 

aMAX_MACFrameSize=maxPHPPacketSize-MaxFrameOverhead; 
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3.5.2 Simulation Results 
As it was said before, we considered two different radio transmission ranges RTx = {20m, 30m} in 
868MHz and 2.4GHz. Although we carried out simulations for the two physical specifications the 
results were, as we could have expected, very similar, so we will just present those obtained over the 
2.4GHz, as can be seen in Figure 15.  

First of all, we can see that the CFA protocol presents several benefits, since it only sends routing 
packets between Cluster Heads (unicast) while DYMO sends broadcast. All overhead values are given 
per node. One important aspect to be highlighted is that there is not almost difference behaviour in 
random and array network deployments for DYMO, whereas CFA provides a better behaviour. 

The overhead due to adjacency forming is minimal for CFA, especially when RTx=30 m. This is due to 
the fact that each node has in its route table more neighbours and it does not need to start looking up 
the path through CH’s. 
 

 

Figure 15: Overhead produced in route discovery procedure in Random and Array Network 
Deployments at 2.4 GHz. 

 

To evaluate the performance of the network, we first estimate the packets received per event and as 
well as the packet delivery ratio, which gives an idea of the number of packets received by the sink. 
In this sense, we have made two types of simulations, both with and without this data aggregation 
capability. As was expected, we have obtained less traffic in network for simulations with data 
aggregation. A sensor gathers data from some nodes that have detected the event. With data 
aggregation CH filters traffic received from several sources that detect the same event and send 
amount of data to sink. So we can rule out unnecessary traffic in the network. This can be seen in 
Figure 16 and Figure 17 for the random and array network deployment, respectively. 

 

 
Figure 16: Impact of Data Aggregation in Packet Received per Event in Random Network 

Deployments for RTx= {20, 30} m at 868MHz. 
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Figure 17: Impact of Data Aggregation in Packet Received per Event in Array Network 
Deployments for RTx= {20, 30} m at 868MHz. 

 

From the simulation results, we can see in Figure 18 and Figure 19 that DYMO shows the 
improvement in sense of packets received per event and packet delivery ratio, but CFA aims at 
sending only useful data to the sink, so the number of redundant transmissions along the path from the 
source towards the sink is heavily reduced. 
 

 

Figure 18: Packets Received per Event in Random and Array Network Deployments at 2.4GHz 

 

 
Figure 19: Packet Delivery Ratio in Array and Random Network Deployments at 2.4GHz 

 

The following metric to compare is the average route length. This is higher in case of RTx=20mts for 
both protocols. While the node density in the network increases, the number of hops needed in order to 
find the path to the target node also becomes higher. In CFA case, this is in fact a sensible aspect 
because every node relies in its Cluster-Head whenever it wants to start a communication with another 
one which is not located within its neighbourhood. 
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Hence, the larger RTx, the fewer the required number of hops. The density of the network will define 
the ratio of neighbouring nodes. In both cases, number of hops increases within 38-52 % for Dymo 
and 30-35 % for CFA at 868 MHz and 27 % for Dymo and 34-48% for Cfa at 2.4GHz, when the 
distance between the nodes diminishes from 30 to 20 meters. Figure 20 shows the results working at 
2.4GHz. There is not a larger disparity between average number hops for both protocols in each 
scenario but it is worth highlighting Dymo involves a higher average number hops than CFA, as can 
be seen in Figure 21.   

 
Figure 20: Mean Number Hops in Random and Array Network Deployments at 2.4GHz 

 

 
Figure 21: Mean Number Hops for both protocols at 868MHz and 2.4GHz. 

Before concluding the results, in the following we can see in Figure 22, the probability of detecting an 
event as a function of node density. As was expected, as long as the node density increases, this 
probability tends to one. 

 
Figure 22: Event Delivery Ratio as function of node density in different scenarios. 

 

3.5.3 Conclusion 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 45 of  95 

 

 

CFA exploits information exchanged during the network formation and topology update phases to 
route packets between any pair of nodes, thus avoiding additional routing messages and their 
associated overhead. On the contrary Dymo, by flooding the network with control messages required 
to set-up and maintain the routing tables, suffers from a higher overhead. As the grid density increases, 
both approaches will require more overhead.  

The packet loss gets higher as the transmission range increases from RTx = 20m to RTx = 30m, due to 
the higher number of neighbour nodes and packet collision probability.  

Moreover, advantages of Dymo may be appreciated if the network topology is highly variable even if 
the weight of the control messages remains onerous for a network constituted by simple and low 
powered devices. On the other hand, CFA reduces the number of redundant transmissions along the 
path from the source towards the sink, sending only useful data. 

In both protocols, the average number hops to reach the destination for RTx=30 m are similar, but for 
the other case, the average number hops is bigger for the array deployments, while Dymo usually 
involves a higher average number hops than CFA. 
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4 Transport Protocols 

4.1 Introduction 
In the emerging world of wireless sensor networks, an increasing need for proper transport protocols 
has been shown by many new applications. In response to these needs, a vast variety of new transport 
protocols have been under investigation [1], each providing the specific features required by certain 
specific applications. Many mission critical applications using Wireless Sensor Networks (WSNs) are 
not useful when operated in isolation. For example, applications for detecting weapons of mass 
destruction in homeland security scenarios [2] and WSNs for surveillance missions used by police and 
military [3] obviously need to be connected to outside networks. Besides simple data transfer, such 
scenarios also impose the requirement of being able to remotely access and manage the sensor 
network. Therefore embedded protocols for WSNs should be chosen so that connection of them 
directly or through gateways toward internet is as simple as possible.  

There have been a number of end-to-end transport protocols in recent years. These protocols have 
been briefly discussed in the deliverable D220.1 [1] (Chapter 4). The weakness behind most of these 
protocols is one all too common in WSNs: most of these protocols were designed with the needs of a 
specific application in mind, and are either not suitable or inefficient for most other purposes. 
Additionally, most transport protocols designed for reliability do not offer congestion control and 
vice-versa. Fairness, on the other hand, is mostly associated with congestion control, but the protocols 
that follow this path do not generally provide any reliability semantics. This quick overview of the 
currently available protocols emphasizes the need for a new protocol that would seamlessly integrate 
all of the above mentioned functionality, alongside some new features not commonly found in this 
area. Therefore, we introduce a new transport protocol, WMTP (Chapter 4.3), which is based on a 
modular design. It provides not only common features such as congestion control, fairness, and 
reliability, but also provides some new ones, not commonly found in this area, such as throttling, flow-
control, and transport layer quality-of-service. 

Moreover, we introduce another new protocol, nanoTCP (Chapter 4.4) which aims at simplifying the 
standard TCP/IP protocol. This protocol requires minimum effort from application developers since 
they can simply use the protocol without additional knowledge. 

The works developed in this joint research group has been performed at the level one and level two of 
the HHA architecture. It aims at improving the network reliability and QoS. At level two of the HHA 
architecture, wireless sensor nodes deliver data from the source nodes to the mobile gateways at level 
one either periodically or on-demand. It is also suitable to a hierarchical network in the HHA 
architecture which is a tree-based or cluster-based topology. The end-to-end transport protocols can be 
used to guarantee reliable data delivery, for instance, from cluster-head to cluster-head, cluster-head to 
sensor node, cluster-head to mobile gateway, or sensor node to mobile gateway. 

This chapter is organised as follows. First, we shall briefly discuss about existing end-to-end transport 
protocols developed for WSNs. Then the following two sections provide descriptions and preliminary 
results on our proposed end-to-end transport protocols. 

4.2 Analysis of End to end Transport Protocols for WSN 
In deliverable D220.1 [1] (Chapter 4) transport protocols were discussed from the point of view of 
reliability, congestion/flow control and fairness. Specifically, a selection of existing (or proposed) 
transport layer protocols were discussed and their reliability was briefly analysed (section 4.4). WSN 
transport layer protocols were classified to peer-to-peer, event-to-sink and sink-to-source transports. In 
this contribution we will consider the transport layer protocol reliability from another point-of-view: 
instead of discussing separate protocol solutions, we shall consider some existing research paradigms 
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instead. These include methods for disseminating sensor information in a data-centric manner using so 
called publish/subscribe (pub/sub) approach. 

Data-centric and node-centric approaches in sensor networks are based on differing paradigms. While 
node-centric approach is more related to traditional approach, where the performance metrics 
(including the reliability) is basically the transmission success of single packets (PER) and their delay, 
the more recent approach, developed specifically the sensor networking applications in mind, are 
based on concepts of probability of detecting an event in the network area and reporting it to sink 
node. The key issue is that in data- (or event-) centric approach, the exact source of the information is 
not important, instead, the timeliness and accuracy of the received sensor information are relevant. 
Data-centric routing approaches were discussed in D220.1. In a classification presented in section 
4.4.2, in D220.1, the pub/sub approaches fall into event-to-sink category. 

In data-centric WSN, the uplink (sensor-to-sink) reliability is most naturally defined by the WSN 
ability to react/report an event1 within the WSN area. The reliability is then affected by two separate 
things: 1. The probability of observing the event in the first place and 2. the probability of successfully 
forwarding the sensor information to sink node (possibly within a certain time window). The first of 
these points cannot be affected by protocol layer solutions since it is an application issue (including 
the characteristics of the sensor used, the WSN deployment and topology that have been used, etc.). 
One has to consider such thing as the WSN node density and applied sensor head technology (sensor 
range). These issues are, however, dependent on the application of the WSN. The second issue, 
probability of forwarding the data, is more readily subject to enhancements by solutions made at the 
protocol layers of the WSN stack. On the other hand, it depends on connectivity and WSN topology. 
Advantages of data-centric approaches to WSN include the inherent support for processing inside the 
WSN, including such techniques as data fusion, filtering and aggregation. Thus this approach is 
naturally supporting decentralized (and more robust) operation of the WSN. Note also that both 
approaches can be combined by hybridation, at the cost of additional overhead in protocols or traffic. 

Data-centric approaches have recently been considered for applications that are using sensor networks 
(for example environmental monitoring) at the expense of the traditional node-centric approaches 
[4][5]. They have the promise to be more flexible and scalable approaches to different applications and 
network environments. The increased scalability is mostly due to the fact that the data-centric 
approach only requires local information from the nodes about their most direct (1-hop) neighbours. 
The flexibility means that the sensor network applications can be more easily fine-tuned, for example, 
to meet the delay or accuracy requirements. Data-centric approaches are based on differing methods 
by which the event data is distributed from source(s) to sink(s). These approaches include Overlay-
networks, distributed database and publish/subscribe [6]. The last one will be briefly summarized 
next. 

A generic publish/subscribe (pub/sub) communication system [4] is composed of a set of nodes 
distributed over a communication network. Users of the system are divided according to their role into 
publishers, which act as producer of information, and subscribers, which act as consumer of 
information. This division is not absolute and static within the network since some nodes can be at the 
same time, depending on the data and application, a publisher and a subscriber. The main semantic 
characterization of publish/subscribe communication system is in the way events flow from senders to 
receivers: receivers are not directly addressed by publishers, but rather they are indirectly addressed 
according to the content of events. Thanks to this anonymity, publishers and subscribers exchange 
information without directly knowing each other. The distribution of publish/subscribe messages in 
decentralized environment is a complicated issue. Possible solution have been addressed e.g. by [7].  

For the forwarding of packets in an unstructured pub/sub system, two techniques are typically used: 
flooding and gossip [8]. The latter is a probabilistic transmission scheme and avoids the broadcast 
                                                      
1 Note that the “event” should be understood as a general term, indicating the availability of a new sensor value. 
Foe example, periodic sensor data reports are also events. 
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storm problem [9], reduces overhead cost, collisions, contentions and redundancy as compared to pure 
flooding approach. Another technique for WSN pub/sub is the semi-probabilistic approach proposed 
by Costa et al.[10], in which subscriptions are propagated deterministically only a few hops away from 
the subscriber node. Published messages are routed using this deterministic information if available, 
otherwise the decision to retransmit is made probabilistically, in order to save network resources 
through selective event routing. It was shown that this routing scheme for pub/sub provides good 
performance also in highly dynamic networks in terms of high delivery and low overhead. 

It is clear that there is a need to improve existing protocols or develop new end-to-end transport 
protocols that are more simple, scalable and efficient. The following section provides a description and 
preliminary results on our proposed protocols. 

4.3 WMTP: Wireless Modular Transport Protocol 
WMTP is a modular approach to transport layer protocol functionality that not only seamlessly 
integrates all of the most common features, namely congestion control, fairness, and reliability, but 
also provides some new ones, not commonly found in this area, such as throttling, flow-control, and 
transport layer quality-of-service. Being modular, each application may choose which features it 
requires and which it doesn’t, and the protocol will assure that the basic requirements are complied 
with, without incurring the additional burden and the efficiency toll associated with any unused 
functionality. Additionally, WMTP supports environments with heterogeneous applications, where 
different applications, using different features, may coexist in the same network. On the other hand, 
the use of a modular architecture also allows one to build a stripped down version of WMTP that 
doesn’t support any features that won’t be used, thus freeing up valuable processor and memory 
resources on the sensor nodes. Furthermore, the ability to easily integrate with service-discovery 
systems was also proposed, although the service discovery system, in itself, would not be a direct part 
of the WMTP protocol. Finally, being a transport layer protocol, the use of WMTP over a Hybrid 
Hierarchal Architecture (HHA) should not pose too much of a challenge. Although WMTP is mostly 
useful within the second and third levels of this architecture, nothing prevents it from being used 
across all levels. 

In order to provide this functionality, a modular transport layer framework was designed, based on the 
existence of a central core that, by itself, provides only minimal functionality. The true features are 
developed as additional modules or plug-ins that interact with the core through very specific interfaces 
which were designed to minimize the possibility of unforeseen interactions between distinct modules. 
This way, each feature module could be developed as a stand-alone feature, and yet, could still be used 
in conjunction with others. Furthermore, this architecture communicates with the upper and lower 
layers using specialized interfaces that enable additional features, although this might require the 
development of specialized “translation” modules or adaptation layers. Under these circumstances, the 
core’s true functionality resides in coordinating the overall activity, acting as the “glue” between all of 
the feature modules and the upper and lower layers, thus providing a coherent and integrated 
functionality that is presented to the application in a way that is as transparent as possible. 

The flexibility required by WMTP’s modular architecture calls for a specialized network protocol 
stack. This unconventional protocol stack, illustrated in Figure 23, partially breaks the traditional 
layered paradigm that is commonly used in conventional networks, since WMTP resides directly 
between the application layer and the link layer. Although the network layer is not directly a part of 
WMTP, tight integration with the core functionality is required due to the high level of collaboration 
that WMTP pursues with it, going beyond the scope of what the traditional layered approach 
envisions. As for the interface with the application layer, WMTP was designed to meet the needs of 
typical WSN applications and, thus, could not deviate excessively from the traditional interfaces 
usually used for this purpose. On the other hand, in order to make full use of some of WMTP’s 
features, some extensions had to be employed, not only to allow the application to manage and 
configure the features it intends to use, but to also regulate application data generation. WMTP’s 
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interface with the link layer, in contrast, is much more traditional. The only extension that needed to 
be employed was an additional interface to obtain the layer’s quality-of-service characteristics. 

 

 

 

 

Figure 23: WMTP Protocol Stack 

 

4.3.1 WMTP Core Functionality 
The WMTP core is essentially the glue that sticks together all of the individual modules. Its job is to 
call upon the appropriate components for each packet or connection and to aggregate the information 
from multiple components of the same kind to make coherent decisions. The WMTP core functionality 
can be further categorized into several subsystems. These subsystems, rather than representing isolated 
compartments within the WMTP core, are all part of a single coherent package and are only presented 
this way for the sake of clarity. 

4.3.1.1 General Functionality 
This section covers the functionality that is not directly associated with any subsystem in particular but 
is still a basic part of the WMTP core. To be more specific, the core is responsible for certain basic 
tasks, namely, providing its status as well as a list of open connections for feature modules to consult, 
on demand. Additionally, the core must signal any associated event handlers whenever any relevant 
event occurs, as well as implement each command or event specified by the core interfaces, either by 
supplying the desired functionality as described in the WMTP specification, or by providing a dummy 
response indicating that this particular functionality is not supported, when the specification explicitly 
allows this. 

4.3.1.2 Message Generation and Parsing Subsystem 
In order to allow nodes to communicate amongst themselves and properly implement all of the 
proposed functionality, a special message format is used in WMTP. The WMTP core can then use this 
special message format to not only forward data packets, but to also append additional headers. This 
being the case, WMTP works with three basic kinds of data, aside from the application data itself: 
local management data, connection management data, and routing headers. Local management data 
conveys information to the node’s local neighborhood and is useful to broadcast the node’s current 
status to its neighbors. Connection management data, on the other hand, is associated to a particular 
application message and is thus forwarded along the packet’s route. This kind of data is useful to 
append any specific identifiers or sequence numbers. Finally, routing headers, like connection 
management data, are also appended to the application’s messages, but these headers, in particular, are 
used by the network layer during the routing decision, not only to determine the packet’s next hop, but 
also to identify the connection to which it belongs to, if it is connection-oriented. 

This being the case, this particular subsystem is responsible for generating and parsing these several 
types of messages by calling upon the appropriate handlers whenever needed. Additionally, the core 
must be prepared to accept local management data from multiple feature modules and ensure that it is 
periodically broadcasted. If the link layer supports radio snooping and there are data packets ready to 
be sent out, this data may be piggy-backed alongside the outgoing data packets, otherwise, dedicated 
management packets must be used. 
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4.3.1.3 Data Forwarding and Delivery Subsystem 
This particular subsystem is responsible for ensuring that data packets are sent across the network, 
ultimately reaching their destination. The core accomplishes this by selectively delegating some of the 
associated tasks to external modules. These modules are used to outsource the specific functionality 
that belongs to the WMTP’s specialized network layer and, hence, goes beyond WMTP’s scope. This 
being the case, the WMTP core must still use the appropriate multi-hop router to obtain the next hop’s 
address whenever a packet is generated by an application, or otherwise received from another node. If 
the specified next hop is the local node, the data must be delivered to the appropriate application; 
otherwise, it must be enqueued so it may be forwarded. Additionally, the core must ignore received 
data packets that are not intended to be forwarded through the local node (i.e. that were received 
promiscuously). 

4.3.1.4 Traffic Shaping Subsystem 
The WMTP core provides the ability for its feature modules to regulate the rate at which packets are 
generated and forwarded. This control is provided through the use of specialized Start and Stop 
commands which can either be applied to individual packets, in which case they regulate when the 
packet is forwarded, or to connections, thus regulating packet generation at the application layer. 
Additionally, multiple modules may use traffic shaping to influence the same packet or connection, in 
which case the WMTP core will maintain the Boolean state of each traffic shaping module, associated 
to each connection and packet. Additionally, whenever a traffic shaping module starts a local 
connection, the core infers the global status using an AND logic and, if the connection changes its 
global status from the inactive to the active state, the appropriate application must be signaled to 
generate new data. 

4.3.1.5 Queuing Subsystem 
The queuing subsystem, in turn, is responsible for holding a limited number of packets in local cache 
so that they may be forwarded at a later time. Additionally, this subsystem also cooperates with the 
configured reliability module not only to detect and discard repeated packets but also to retain queued 
packets until the module indicates that they may be dropped. Additionally, the subsystem is 
responsible for selecting which packet to send next, as soon as the link layer signals that the previous 
packet has already been sent. 

4.3.1.6 Memory Management Subsystem 
Since dynamic memory is a rare commodity in embedded systems, especially on the resource 
constrained ones used in WSNs, WMTP may have to manage the memory for its dynamic structures 
itself. This being the case, several memory management tasks are processed specifically through the 
WMTP core, thus avoiding the unnecessary replication of this system across multiple modules. 
Although, if the embedded system actually does support dynamic memory, the implementation of this 
subsystem is trivial, the efficient management of the already scarce memory resources using only 
static memory is not as easy. There are two data structures that require the WMTP core’s direct action 
as a memory manager: core queue elements and connection specifications. In the case of the 
connection specifications, these elements are not only used internally by the WMTP core, but also by 
external modules, including applications. This way, these modules may use their respective interfaces 
to take advantage of the core queue’s memory management abilities. 

Additionally, the WMTP core also allows each feature module to maintain a per-connection or per-
packet state or scratch pad, thus relieving these modules of the additional memory management hassle. 
Although this does not require the use of dynamic data structures, the WMTP core must still maintain 
individual connection and packet scratch pads, for each module that uses them, associated to each 
open connection or queued packet, respectively. 
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4.3.1.7 Configuration Management Subsystem 
The configuration management subsystem allows the WMTP core to manage the configuration of each 
feature module. While most of the work is done by the feature modules themselves, the connection 
establishment modules rely on the core to serialize a connection’s configuration in a format that may 
be transported across the network, as well as to configure a connection using serialized configuration 
data. Additionally, the WMTP core is also responsible for appending configuration data onto 
connectionless packets when they are generated. 

4.3.1.8 Service Management Subsystem 
Although the WMTP core does not specifically implement a service discovery system, it does use 
services to identify how each application is accessible from the network. This is much like how TCP 
and UDP use port numbers, except that, instead of using a port number to identify which application it 
should be delivered to, remote data may express an interest, thus being delivered to the application that 
registered a matching service. The core does this by delegating most of the basic service handling 
operations to external modules, thus providing a key extension point that enables WMTP to work with 
more advanced naming, addressing, or service discovery mechanisms that go beyond its scope. 

4.3.1.9 Quality-of-Service Reservation Subsystem 
Finally, the quality-of-service reservation subsystem extends the quality-of-service guarantees 
provided by the link layer, thus providing end-to-end transport layer quality-of-service semantics, 
namely maximum end-to-end delay, where a connection is assured to deliver its packets within a 
specified time frame and minimum throughput, where a connection is guaranteed to not suffer 
congestion if packets are generated within the specified rate limit. 

4.3.2 Feature Implementation 
Using the previously explained architecture, complete features may be implemented as additional 
modules that use multiple interfaces to interact with the WMTP core, in a way that provides a coherent 
result. This being the case, the most relevant features will be presented and further explained below. 

4.3.2.1 Throttling 
Throttling is one of the simplest of all features that WMTP offers, being basically a mechanism that 
allows the application to specify the minimum packet generation period. To implement this 
mechanism, the module basically uses traffic shaping to stop the connection whenever a new packet is 
generated. It then sets a wake-up timer to restart it after the specified period. Additionally, a 
connection scratch pad is used to store each connection’s individual wake-up time. 

4.3.2.2 Flow Control 
The flow control feature, in turn, is a simple mechanism where the receiving node may regulate the 
rate at which the sending node generates data. This functionality is achieved in exactly the same way 
as was done with the throttling feature, except that the desired generation period is configured by the 
remote application, rather then the local one. 

4.3.2.3 Congestion Control 
Congestion control is a feature that delays packet forwarding in order to avoid congestion on 
bottleneck nodes. As these packets accumulate across upstream nodes, the sources will eventually be 
affected, thus regulating packet generation as well. 

Each node determines its own congestion status by analyzing its local queue availability, thus creating 
a Boolean congestion notification bit which is then shared with all local neighbors through the use of 
local management data. This way, traffic shaping may be used to stop packets that will be forwarded 
over to a congested node and restart them when the node is ready. Additionally, whenever the local 
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node changes its congestion state, all local connections are stopped or started, accordingly, thus 
regulating the rate at which the application generates packets. 

4.3.2.4 Fairness 
The fairness feature, in turn, allows all connections that are transmitting to a common sink to share the 
available network resources, either in an equitable fashion, or using a weighted differentiation 
algorithm. The basic idea is that the module measures the local node’s link capacity and feeds the 
measured results to a distributed algorithm. This distributed algorithm then uses local management 
data to share information with neighbors, ultimately determining the packet generation period of each 
local connection, which is then throttled accordingly. Furthermore, all of the above mentioned 
functionality is further replicated to provide multi-sink fairness, thus allowing several fairness enabled 
sinks to operate independently across the network. 

4.3.2.5 WMTP Reliability 
WMTP reliability is a feature that enables packet retransmission in case of loss, thus providing an 
additional level of assurance that a packet will reach its destination. This feature uses a link level 
reliability mechanism in which a packet is only retransmitted over the local link where it was lost, 
instead of an end-to-end solution, where lost packets are only repeated at the source nodes. 

To start off with, this module uses connection management data to associate a simple identifier to each 
data packet that uses this feature. Local management data is then used to broadcast an availability map 
(A-Map), in other words, a list of the identifiers of each packet that uses this feature, currently held in 
the local queue. Now that this feature has a way of identifying its individual packets and of telling its 
neighbors which packets it currently has in its core queue, it tells the WMTP core to hold these 
packets until it is certain that they won’t be needed any longer. Additionally, traffic shaping is used to 
delay packet retransmission for a certain amount of time, thus giving the next node enough time to 
broadcast its availability map. 

4.3.3 WMTP Test and Evaluation 
To assess WMTP’s effectiveness, a special application was developed to work with WMTP, while 
being simulated under the TOSSIM environment, to show the most relevant features in action. Since 
these simulations were designed solely to show how WMTP’s features operate, no further statistical 
analysis was performed. 

The test scenarios chosen for this purpose are described in Figure 24. These particular scenarios were 
chosen due to the differing distances of the sources from the sink. This simple difference is enough to 
create an imbalance that naturally leads to an unfair advantage for the source nodes closest to the sink, 
thus adding yet another challenge for WMTP’s features to overcome. Additionally, the quality-of-
service assessment test exaggerates even further this imbalance, by moving one of the source nodes 
into the routing path of the others. Since this node generates data at the highest rate physically 
possible, its core queue will always be completely filled with its own packets, thus severely impairing, 
under natural conditions, the data flows from the remaining sources. 
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Figure 24: Test Scenario Topologies 

 

These test cases were designed to show how their respective features operate under pressure. This 
being the case, all source nodes in these tests generate data at the highest rate physically possible. The 
quality-of-service test case, on the other hand, presents a distinct exception to this rule. Although the 
nodes with quality-of-service disabled, within the test, do also generate data at the highest rate that 
they physically can, the quality-of-service enabled node initiates a throughput constrained connection 
and thus generates data at a constant packet rate. 

During this test and evaluation process, the following indicators were used: 

• Generated Packet Rate: The average number of packets each node generated, measured in packets 
per second; 

• Received Packet Rate: The average number of packets received at the sink from each source, 
measured in packets per second; 

• Unreceived Packets: The accumulated number of packets that have been sent from each source but 
have not yet reached the sink. This value may be non-zero, even if all packets are eventually 
received, as this merely indicates a transmission delay. True packet losses are indicated by a 
growth tendency during relatively long time spans; 

• Minimum Queue Availability: The lowest queue availability reached by all nodes in the network. 
The queue availability is the opposite of queue occupancy, representing the number of packets a 
node may still receive before being forced to drop incoming data. 

• Overhead: The overall percentage of transmitted radio messages not directly associated to a 
received packet. Both explicit management messages and lost data packets contribute to increasing 
this ratio. 

Figure 25 shows the weighting capabilities of WMTP’s fairness feature, thus setting a weight of one, 
two, and three to each source, respectively. The figure clearly shows that the weighted fairness feature 
operates correctly, while also mitigating congestion. Additionally, the feature is shown to operate with 
very little overhead, indicating that it is energetically efficient. 
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Figure 26, in turn, illustrates WMTP’s reliability feature in action. To show how this feature behaves 
under varying load conditions, the sources increase the rate at which they generate their packets, 
starting at a rate of one packet every five seconds and ultimately reaching the highest rate physically 
possible. Since the unreceived packets don’t present a growth tendency, it is clear that WMTP 
reliability manages to deliver every generated packet. Just as before, this feature can also operate with 
very little overhead, although the generation rate must be adjusted to find the optimal value. 

The quality-of-service feature was tested under a slightly different scenario which was purposely 
selected to be extremely harsh in its absence, thus proving this feature’s worth. To precisely show the 
advantages of using this feature, two tests were run, one with quality-of-service enabled and one with 
it disabled, and the results illustrated side-by-side in Figure 27. For each test, the received packet rate 
is shown only for the packets that originate from the single source that, in the quality-of-service 
enabled test, actually uses this feature, node 5. This way, it is easier to assess the effects directly 
associated with the use of this feature. As predicted, in the absence of quality-of-service, hardly any of 
node 5’s packets manage to reach the sink. On the other hand, once quality-of-service is activated, not 
only does node 5’s data reach the sink, but the reserved rate of one packet every 200 ms is sustained, 
with minimal losses, thus clearly demonstrating that the quality-of-service feature does, in fact, 
operate as expected. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 25: Weighted-Fairness Results 
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Figure 26: WMTP Reliability Results 

 

 

 

 

 

 

 

 

 

Figure 27: Quality-of-Service Results 

 

4.3.4 Discussion 
In the previous section, some of WMTP’s main features were put to test. The results show that the 
selected features operate as expected, even thought the test environment was deliberately construed to 
pose a clear challenge. Additionally, WMTP managed to accomplish its task with very little overhead, 
thus indicating that the protocol is energy efficient and, as such, properly optimized for use in wireless 
sensor networks. 

4.4 nanoTCP  

4.4.1 Introduction 
Similarly to TCP in [11] and [12], NanoTCP is a connection oriented end-to-end reliable protocol. It 
uses a continuous byte stream service between two communicating motes usually called client mote 
and server mote. NanoTCP can be used in a hierarchical network as presented in the HHA architecture 
in order to guarantee reliable end-to-end data delivery. No changes are required to make NanoTCP 
suitable for the HHA design. In order to provide the service of reliability, NanoTCP has the following 
features: Multiplexing, connections, acknowledgments and retransmission, and flow control. The 
NanoTCP identifies each application with a number called port number. The source and destination 
port numbers together with the addresses of the communicating motes identifies uniquely a 
connection. This identification gives the possibility for several applications running on a mote to use 
the NanoTCP facilities simultaneously. NanoTCP initializes and maintain certain information for each 
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data stream between two ends. This combined information is called connection. The connection 
includes information such as the source address, the destination address, the source port and the 
destination port. When two sides are willing to communicate, NanoTCP opens a connection between 
both ends. This connection is maintained along the data transfer. Then the connection is terminated by 
either of the two sides. In order to recover the data that is damaged or lost, NanoTCP assigns a 
sequence number to each transmitted octet and requires an acknowledgment from the receiver within a 
timeout interval. If the acknowledgment is not received in time, the data is considered to be lost and it 
is retransmitted. For the purpose of minimizing the number of acknowledgment packets and for 
governing the amount of data sent by the sender, a mean of flow control is used. This is achieved by 
allowing a sender to transmit a number of octets before waiting for an acknowledgment. This stream 
of octets is called window. 

4.4.2 NanoTCP Architecture and Implementation 
The nanoTCP is a simplified version of the reliable bytestream TCP protocol. Similarly to TCP, the 
segment structure in Figure 28 starts with the flag field which provides information about the type of 
the packet. Each segment contains an 8-bit source and destination port number to identify the sending 
and receiving applications. These two values along with the source and destination addresses provided 
by the lower layers of the stack uniquely identify a connection. The nanoTCP reliability resides in its 
retransmission capability provided by the sequence and acknowledgment numbers. Congestion control 
is not considered, as in WSNs losses are very likely due to a bad link quality and this phenomenon 
invokes erroneous congestion response. The nanoTCP threeway-handshake connection establishment 
and connection termination work as in TCP. While in TCP the flow of data is controlled by an 
adjustable window size, in nanoTCP we apply a fixed window size again for simplicity. 
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Figure 28: NanoTCP segment format 

 

4.4.2.1 NanoTCP Connection Establishment 
Since the transfer of data stream must be done between unreliable motes and over the unreliable 
wireless medium, a handshake mechanism is used to establish a connection. Establishing a connection 
costs three communicated known as a three-way-handshake. Following the timeline for connection 
establishment shown in Figure 29a, we detail the following segments: 
 
• SYN: The requesting end (client) specifies the server’s address and port number, turns on the SYN 

flag, and sets the sequence number field to the initial sequence number (ISN). ISN is a 16 bit 
number randomly chosen at the beginning of each connection establishment. The first byte of data 
sent by this host has a sequence number equal to the ISN plus one. The purpose of the ISN is to 
prevent packets of old connections that were delayed from being misinterpreted as part of the 
existing connection. 

• SYN-ACK: The receiving end (server) specifies the client’s address and port number, and sets the 
flags SYN and ACK. This segment holds a double meaning. First it contains the ISN of the server. 
Second it acknowledges the received SYN by setting the acknowledgment number to the client’s 
ISN plus one. 

• ACK: The client acknowledges the received SYN-ACK by ACKing the server’s ISN plus one. 
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4.4.2.2 Data Flow 
After establishing the connection, data is transferred on both directions between the sender and the 
receiver. In NanoTCP, data flow and acknowledgement are used according to the principle of sliding 
window. The sliding window protocol allows an entity to send a predefined number of bytes before 
waiting for an acknowledgment from the other side. The widow size is chosen to be 6 octets and the 
total number of bytes is 12. The first three bytes are considered to be sent and acknowledged. Bytes 4, 
5 and 6 are sent but not acknowledged, meaning that the sender can still transmit 7, 8 and 9 before 
achieving the end of the window. Afterwards the sender waits for an acknowledgment in order to be 
able to send more bytes. After reception of the acknowledgment the window shifts three bytes to the 
right side allowing bytes 10, 11 and 12 to be sent. 

4.4.2.3 NanoTCP Connect Termination 
When the application of either entity is done from sending data, it asks the NanoTCP to release the 
established connection. While it takes three segments to establish a connection, in Figure 29b we show 
that it takes four to terminate a connection. To close a connection, a FIN is sent to the other end 
informing the receiver that there will be no more data flowing in this direction. Upon receiving a FIN, 
the receiver executes two steps. First it acknowledges the sender. Second it notifies its application that 
the other end has terminated sending data. So far the connection is half closed, unless the receiver 
initiates a FIN and receives an ACK then it is released.  
 

Client Server
SYN : 1234

SYN : 5678 – ACK : 1235

ACK : 5679

Time Time  
 
 
 
 
 
 

a) connection establishment 

Client Server
FIN

Ack of FIN

Ack of data

Time Time

Application shutdown

Data

FIN

Ack of FIN

Application write

Application shutdown

 
 

b) connection termination 
  

Figure 29: Timeline for connection establishment and termination 

 

4.4.2.4 Implementation Details 
NanoTCP has been implemented in nesC, a component based enhancement of ANSI-C for embedded 
environments, in the TinyOS-2.0 [13] framework. We used the 4th generation Telos sensor platform 
[14] using the default MAC protocol, Berkley’s MAC (B-MAC[15]) and the default setting of 
disabled ARQ. 

The NanoTCP implementation consists of the module NanoTCPM and definitions in NanoTCPC 
providing an interface towards the application process through a set of calls and events.  

Figure 30 shows the operation of the protocol in a situation where the nanoTCP communicates with an 
application called NanoApp 1 and vice versa using port number 22.  
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When the application has data to send NanoApp 1 calls the command open-cx asking the nanoTCP to 
start the establishment of the connection. Upon receiving this call the three-way-handshake takes 
place. The event cx-ready is signaled informing the application that the connection is open. The 
NanoApp 1 passes the data to the nanoTCP which will start sending it in segments and waiting for 
their respective acknowledgments. Directly after the last acknowledgment is received, the tranport 
signals a send-done event to NanoApp 1 informing it that all the data have been successfully sent. 
Upon receiving this event, the NanoApp 1 calls the command close-cx for the nanoTCP to close this 
direction of the connection. As a reaction on this call the stack starts the connection termination 
procedure and signals cx-closed back to the NanoApp 1 after the connection is closed. 
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Figure 30: NanoTCP interfacing applications 

 

4.4.3 Experimental Results 
In contrast to nanoUDP, nanoTCP is a reliable protocol meaning that it has a 100% delivery rate 
(barring pathological conditions such as node or route failures or applications trying to send data too 
fast, leading to buffer exhaustion). The nanoTCP client sends segments in a fixed window size and 
sets a timer wait-ack waiting for the server to acknowledges. If wait-ack is fired before the reception 
of the acknowledgment, the whole window is resent. In our experiment we fix the window size to 2 
and we increment the wait-ack of 40ms for each hop. For additional flexibility, in our further release 
we intend to have a dynamic timeout determination for wait-ack. 

Figure 31a shows the sequence numbers distribution of a single nanoTCP connection. Where 3900 
bytes are to be sent to the server, with a 39 byte nanoTCP segment payload. Theoretically 100 data 
segment have to be transmitted. Praticly this connection is subject to different level of losses due to 
data and acknowledgment segment delays in R2. Therefore, in several cases the wait-ack is fired 
before receiving the expected acknowledgment resulting data to be retransmitted. The figure shows the 
smooth behaviour with the 1.2Kbps cross traffic rate while the other two have significant variances 
due to the higher number of retransmissions. As an example on that, we point to the interval of time [3 
s,4.2 s] indicated on the figure during which the segment with sequence number 12000 has been 
several times retransmitted. Segment latency is one of the factors highly affected by retransmissions as 
shown in Figure 31b. We have tested two different sizes of segments: small-size and medium-size 
segments which correspond 5 byte and 39 byte payload sizes. The former size has obviously a smaller 
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transmission time than the latter one. But the reader notices the drastic increase of both latencies when 
the cross traffic rate exceeds 5Kbps. Figure 31c demonstrates the overhead of nanoTCP introduced by 
its header as well as by the retransmitted segments. It is remarkable that the throughput and the 
goodput of the small-size traffic are less than the corresponding ones in medium-size traffic. This is 
due to the small amount of payload sent in each segment before setting the timer wait-ack. 
Additionally the four curves decrease with the increasing number of hops, due to segment losses and 
retransmission which increase the latency (explained in Figure 31b). 
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Figure 31: Experiment results: a) The distribution in time of the NanoTCP sequence numbers, 
in a three hop scenario and with various cross traffics. b) The latency of different NanoTCP 
segment sizes, in a three hop scenario with various cross traffics. c) The NanoTCP source data 
rate and goodput for different sizes of segments in the presence of various number of hops. 
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5 Cross Layer Optimization Aspects 

5.1 Introduction  
Wireless Sensor Networks (WSNs) have garnered a considerable amount of attention over last half a 
decade, primarily due to the unique applications they enable. However, there is an important constraint 
on the operation of such networks, mainly concerning the energy source and the processing capability 
at each node: the very survivability of WSNs depends upon how energy efficiently the sensors operate 
in performing their required functions [1]. 

As a consequence, the unique nature of sensor networks, which are application specific and energy-
resource limited, poses challenges in the network architecture design. Traditionally, wireless networks 
architecture is divided into hierarchical layers, based on the OSI architecture paradigm of computer 
networks. However, in sensor networks, optimizations over the fundamental trade-off between 
application specific QoS gain and energy cost suggest the breaking of OSI hierarchical layers, which 
has come to be known as cross-layer design [2]. 

This chapter deals with the application to the cross layer principle in designing effective 
communications protocols. Accordingly, the following aspects are investigated as a part of the cross-
layer protocol suite for optimized WSNs: 

 Spectral efficiency of Cognitive Radio systems  

 Fault Tolerant Communications Protocols 

They represent successful applications of the cross layer principle involving Physical/MAC or 
MAC/Network layers, respectively.  

In particular, the cognitive radio concept aims at locally reusing the unused spectrum to increase the 
total system capacity. This involves the listening to the channel performed by the cognitive radio and 
the users scheduling through proper water filling algorithm. 

Finally, an integrated MAC and Routing protocol is presented, able to manage faults occurring in 
WSNs. To this end, the protocol design has been inspired by the cross-layer principle to minimize 
both the signaling overhead and power consumption. 

The above mentioned schemes can be referred to the general Hybrid and Hierarchical Architecture 
(HHA), especially the communications architecture described in Section 5.3.1. The investigated 
solution adopts a tiered architecture, in particular, a two tier topology is applied to enhance scalability 
and efficiency of the communications protocols. According to it, once a cluster has been established 
through a set up procedure, ordinary nodes (ONs) are continuously monitored by their own cluster 
head (CH) that is also in charge of remote data delivering. Whenever, a persistent abnormal operative 
condition is detected, CHs are able to manage an orphanage procedure to recover ONs lacking of their 
original CH. Finally, if no CH is available, a group of ONs jointly adopts a multihop routing strategy 
[3], setting up a sort of ad hoc network to reach anyway the remote server, according to a cross-layer 
design [2]. This protocol design could also improve the network scalability, while supporting the 
joining of different subnetworks to realize a large scale data gathering. 

5.2 Physical and Medium Access Layers 

5.2.1 Spectral efficiency of Cognitive Radio systems  
In this contribution, we investigate the idea of using cognitive radio to reuse locally unused spectrum 
to increase the total system capacity. We consider a multiband/wideband system in which the primary 
and cognitive users wish to communicate to different receivers, subject to mutual interference and 
assume that each user knows only his channel and the unused spectrum through perfect sensing. Under 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 63 of  95 

 

 

this scheme, a cognitive radio will listen to the channel and, if sensed idle, will transmit during the 
voids. We impose the constraint that users successively transmit over available bands through proper 
water filling. Within this setting, we derive the total spectral efficiency of the cognitive radio system 
as well as the spectral efficiency gains and prove that we can improve the overall system spectral 
efficiency by considering cognitive communications in the system [4]. 

In our target scenario we consider a WSN (Secondary network: SU) in charge of sensing the spectrum, 
occupied by the licensed primary users (PU), to detect spectrum holes for transmission opportunities 
as shown in Figure 32. We consider an asynchronous TDD communication scenario in which the 
primary and cognitive users wish to communicate to different receivers, subject to mutual interference 
in a heterogeneous network where devices operates in a wideband/multiband context. 

We examine the total spectral efficiency of the cognitive radio system under the assumption of perfect 
sensing of the empty sub-bands and show that the overall system spectral efficiency can be 
considerably enhanced by considering cognitive communications with respect to the traditional system 
(without cognition). In particular, it is of major interest, in this context, to quantify the spectral 
efficiency gain as well as the maximum number of possible pairwise communications within this 
scenario in order to show the interest behind using cognitive radio with respect to classical systems 
(without cognition). In fact, although cognitive radios have spurred great interest and excitement in 
industry, many of the fundamental theoretical questions on the limits of such technologies remain 
unanswered. 

 
 

Figure 32: The cognitive radio channel in a wideband/multiband context with N sub-bands. 

 
In practice, primary system is not aware about the existence of the WSN cognitive radio (unlicensed) 
system and operates according to the demands of the population of primary terminals. This implies 
that it is the role of cognitive radios to recognize their communication environment and adapt the 
parameters of their communication scheme to maximize the QoS for the secondary users. 

Under the proposed protocol however, cognitive users listen to the wireless channel and determine, 
either in time or frequency, which part of the spectrum is unused. Then, they successively adapt their 
signal to fill detected voids in the spectrum domain. Each transmitter Tl for l = 1,…,L estimates the 
pilot sequence of the receiver Rl in order to determine the channel gain hl. Notice here that since we 
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are in a TDD mode, when we estimate the channel in one way, we can also know it the other way. 
Thus, each user l is assumed to know only his proper channel gain hl and the statistical properties of 
the other links. 

Specifically, the primary user comes first in the system and estimates his channel gain. Then, cognitive 
users come after in an asynchronous way so that they will not transmit at the same moment. The 
second user, coming in the system randomly, for instance in a Poisson process manner, estimates his 
channel link. Thus, within this setting, the primary user is assumed not to be aware of the cognitive 
users. Then, he communicates with his receiver in an ad-hoc manner while a set of cognitive radio 
transmitters that are able to reliably sense the spectral environment over a wide bandwidth, decide to 
communicate with their respective receivers only if the communication does not interfere with the 
primary user as shown in Figure 33. Thus, under our cognitive radio approach, a device transmits over 
a certain sub-band only when no other user does. Such an assumption is motivated by the fact that in 
an asynchronous context, the probability that two users decide to transmit at the same moment is 
negligible as the number of users is limited. 

In this work, we adopt this framework to analyse the achievable performance of such a system in 
terms of spectral efficiency gains as well as the maximum number of possible pairwise communication 
within this scenario. 

Moreover, we allocate transmit powers for each user in order to maximize his transmission rate over a 
total power budget constraint. In fact, when channel state information is made available at the 
transmitters, users know their own channel gains and thus they will adapt their transmission strategy 
relative to this knowledge. The corresponding optimum power allocation is the well-known water 
filling algorithm. 

 
 

Figure 33: One primary user and two cognitive users in a system with 8 sub-bands. 

 

In order to validate our approach, we compare theoretical expressions of the sum spectral efficiency to 
simulated expressions. We model L i.i.d Rayleigh channels (one for each user) and assume perfect 
sensing of the idle-sub-bands. Figure 34 characterizes the maximum number of users L as function of 
the received signal energy per information bit Eb/N0 for different number of sub-bands N. As 
expected, we remark that the maximum number of users allowed transmitting increases with the 
number of sub-bands especially at low Eb/N0 region. Furthermore, the maximum number of cognitive 
users ranges from 1 to 8. As an example, the proposed scheme allows up to 4 cognitive users to benefit 
from the licensed spectrum at 8 dB for N = 2048 sub-bands. Figure 35 depicts the different 
configurations of the sum spectral efficiency gains for a system with 5 users and N = 512 sub-bands. It 
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is clear that at low Eb/N0 of interest, the spectral efficiency is significantly increased with respect to 
the traditional system without cognition.  

 
 

Figure 34: The maximum number of users as function of the SNR. 

 
 

Figure 35: Sum spectral efficiency gains of the system with 5 users. 

 

5.3 MAC and Network layers  

5.3.1 Cross-Layer Fault Tolerant Communications Protocols 

5.3.1.1 Overview 
In this contribute we present an integrated MAC and Routing protocol, able to manage faults occurring 
in Wireless Sensor Networks (WSN). To this end, the protocol design has been inspired by the cross-
layer principle to minimize both the signaling overhead and power consumption. 
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WSNs can be deployed in almost any environment, especially those in which conventional wired 
sensor systems are impossible, unavailable, or inaccessible, such as in inhospitable terrain, dangerous 
battlefields, outer space, or deep oceans. Thus the network has to be tolerant of error and fault¡ [5]. 

Faults in WSNs are not an exception and tend to occur frequently, due to energy shortage and the 
occurrence of denial of service attacks, i.e., the result of any action that prevents any part of a WSN 
from functioning correctly or in a timely manner. As a consequence, fault tolerance is an important 
issue in network design in order to avoid system failures, while continuing to produce acceptable 
information and to deliver it to destination (survivability). 

The self-organization feature of sensor networks provides the agility to adapt to unforeseeable 
situations, diverse environments, and dynamic changes. In particular, an ad hoc multihop architecture 
allows a high degree of flexibility, though a trade-off between delay and information accuracy needs 
to be achieved via collaboration among sensors [6]. 

Our approach resort to robust communications architecture, providing a fault tolerant communications 
support for emergency applications with WSNs. Since the main parameters to be optimized are both 
the message delivery and reconfiguration latencies [7], the investigated solution adopts a tiered 
architecture. In particular, a two tier topology is applied to enhance scalability and efficiency of the 
communications protocols. According to it, once a cluster has been established through a set up 
procedure, ordinary nodes (ONs) are continuously monitored by their own cluster head (CH) that is 
also in charge of remote data delivering. Whenever, an abnormal operative condition - due to link 
quality variation - is detected, a warning is sent to the decision making system. If the problem still 
occurs, the involved ONs are assumed to be definitely lost and an alarm is remotely delivered, 
suggesting the presence of a malicious attack. Finally, CH is able to manage an orphanage procedure 
to recover ONs lacking of their original CH, which has been irreparably damaged. However, if no CH 
is available, a group of ONs jointly adopts a multihop routing strategy [3], setting up a sort of ad hoc 
network to reach anyway the remote server, according to a cross-layer design [2]. 

5.3.1.2 Adopted Network Architecture 
It has been adopted an architecture comprised of several sensor nodes making a whole WSN 
connected with a remote server, in charge of data processing and adequate decisions making. The main 
parameter to be optimized is the sensed data delivering latency, as it impact on the time the remote 
processor need to send a warning or an alarm to the competent authorities. 

To match the requirement of a continuous, low latency and safe monitoring, two-tier network 
architecture has been adopted which interconnects several, possibly space overlapping, clusters by 
making the CHs able to communicate each other over a bus. A generic WSN is composed of several 
clusters, which are defined in the set-up phase. Every cluster is responsible for a specific geographical 
region. A WSN is defined and maintained by adopting a set-up, regime and recovery phases that are 
further explained. In particular, the hierarchical architecture is composed of two different kind of 
nodes, that is the CH (Sink) and ON (Source) Ordinary, both connected to external electrical power 
supply and also endowed with additional buffer batteries to maintain the nominal functioning as long 
as possible. 

• Cluster Head node: its main task consist in coordinating the nodes belonging to its own cluster, 
collecting the data samples and forwarding them to the remote server together with providing 
bidirectional commands and alarms. It plays a crucial role in network building, maintaining and 
recovering and to reduce network load by adopting data fusion algorithms. 

• Ordinary node: an ON carries out the monitoring of the environment through the sensors and then 
transmits data with a secure approach.  

• Remote Server: even though it does not make part of WSN, it has the function to storage, 
processed and display data in a way suitable to the remote user’s purposes. 

As previously introduced, there are three main operations during the overall lifetime of a WSN. 
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1. Set-up and discovery phase: in this phase ONs are associated with their own CH, by properly 
defining the cluster size and then making the network infrastructure ready to deliver data. In 
Figure 36, the time diagram of the set-up phase is detailed. As soon as a CH becomes active, it 
periodically broadcasts a HELLO packet with a time period THELLO. Upon the reception of this 
message, an ON replies to the CH with an acknowledgment message (ACK) in unicasting 
modality. At the end of this phase, every CH knows of its neighboring ONs, while each ON is 
aware of its own CH; this information is locally stored by each node in its neighbors’ table 
(Table- Update).    

 
Figure 36: Time diagram of set-up phase. 

                    
Figure 37: Time diagram of regime phase. 
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2. Regime phase: Once the set-up phase is completed, ONs are able to transmit data (Data-
Message) to their CHs. Addition packets are also sent to monitor the status of the bidirectional 
link between CH and ON (Control-Message) and to notify an abnormal behavior (Alarm). In 
this case the remote server generates an alarm. Moreover, each remote user might interact with 
WSN by sending either a QUERY or a PING message to read the node’s battery level or the 
network status. The overall message passing occurring within the regime phase is pointed out 
in Figure 37. 

3. Recovery phase: To provide fault tolerant communications, a recovery phase is introduced, 
managing situations in which a CH has been damaged. In this case, orphan ONs are associated 
with another CH in a direct or indirect way. The former approach needs establishing a link-to-
link path (at Layer 2), while the latter requires a more complex multihop solution (at Layer 3). 
These solutions are described in the following. 

 

Layer 2: if a CH presents an improper functioning or it is intentionally attached, the ONs belonging to 
its cluster are not capable of sending to the remote server data. To become aware of this, an ON looks 
through the link quality (LQ) defined as:  

                                                                CHTx

ONRx

N
N

LQ
−

−=
                                                          (1) 

where NTX-CH represents the estimated number of packets sent by a CH and NRX-ON is number the of 
packets successfully received by an ON.  

When the value of this parameter shows a remarkable decrease, ON sends an SOS message to its CH. 
If another CH receives this message it puts the orphan node up, notifying it with a HELP message. At 
the end, the respective neighbors’ tables are updated, as pointed out in Figure 38. 

It is worth noting that this approach is hardly scalable as the cluster size usually increases 
proportionally to the number of missing CHs. However, this simple strategy has been adopted to 
reduce message delivery latency from ON to CH, since the number of hops is unchanged. 

Layer 3: If there are no CHs able to support an orphan ON, i.e., no HELP message is received, then 
the network tries to reconfigure the end-to-end paths already established to provide adequate 
connectivity. In particular, that ON sends a SOS message to neighboring ONs, which reply with a 
HELP message. ON selects the most suited vice-CH among them according to minimum distance rule. 
The recursive application of this procedure implies the adoption of a multihop routing strategy is 
adopted, setting up a sort of ad hoc network to reach the remote server.  

 
Figure 38: Time diagram of recovery phase. 
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5.3.1.3 Performance Analysis 
MAC Layer  

With the aim of characterizing the performance of the proposed solutions, several communications 
scenarios have been investigated: 

• 1 CH with a different number of ONs in its coverage range (200x200 m); 

• 4 CHs geometrically distributed with a different number of ONs (400x400 m); 

• 4 CHs linearly distributed with a different number of ONs (200x800 m). 

The most relevant simulation parameters are summarized in Table 3. 

Parameter Value 

Transmitted power [dBm] 0 

Receiver sensitivity [dBm] -90 

Transmission bit-rate [kb/s] 250 

Packet error-rate [%] 5 

Hello packet size [B] 8 

Simulated time interval [s] 86400 

Set-up period [s] 10 

 
Table 3: Parameter values adopted within the numerical simulation campaign. 

 

In particular for each scenario the following figures of merit have been evaluated for the set-up phase: 

• efficiency, i.e. the number of ONs that are connected with one CH with respect to the total number 
of ONs, 

• mean number of transmission attempts for each ON. 

In Figure 39, the efficiency of set-up phase as a function of the number of network nodes is depicted 
for each scenarios that are presented above. It could be noticed that in the first case, the performance 
speedy decreases from 100% to 80% as the number of ONs approaches 32-64, while in the second it 
reaches 74% if the ONs are 16-32 and, finally, in the last scenario the set-up latency become 77% for 
the same value of nodes2. This is due to the hidden node effect: in fact some ONs are not associated 
with a CH within their coverage radius because a hidden node transmission collided with its ACK 
messages. In order to reduce it a new ACK message from CH to ON could be sent in piggybacking. 
Nevertheless, the invisible ONs are recognized in the regime phase, since CHs are always ready to 
affiliate new ONs: upon the reception of DATA messages from ONs, CH adds them into its MAC 
neighbors table. It is worth noticing that the square topology (red curve in Figure 39) implies an 
addition 6% of performance loss due to ONs interfering from adjacent areas. The adoption of a 
medium access scheme following the Carrier Sense Multiple Access with Collision Avoidance 
(CSMA/CA) approach [8] implies that a new channel sensing is randomly scheduled whenever a 
channel is not detected as idle. This allows avoiding packet collision, whilst reducing the link 
throughput. 

                                                      
2 The time duration of the set-up period is chosen in such a way to maximize both the maximum value of 
connectable ONs, and the network responsiveness. 
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To conclude this analysis, Figure 40 points out the mean number of ONs transmission attempts as a 
function of the number of deployed nodes for each scenario under investigation. The derived results 
confirm the network scalability, as the probability of finding the channel occupied linearly increase 
with the number of ONs. Besides, within the single cluster scenario the CH experiences a number of 
attempts four times greater than the value related to the 4 CHs scenario, in perfect accordance with 
theory. To conclude the analysis of the MAC layer performance, in Figure 41, the latency3 for the 
recovery phase as a function of the number of deployed nodes has been evaluated, for a single cluster 
scenario in which a backup CH has been also deployed. Starting from an initial latency value, that is 
not null to avoid false positives, it is a linear function of the number of deployed ONs, thus 
highlighting good network scalability. 

Network layer 

In this case a scenario comprised of 4 CHs linearly distributed with a different number of ONs 
(800×500 m) has been taken into account. 

The delivering latency of DATA messages and the related end-to-end (e2e) path length4 have been 
evaluated. In Figure 42 the delivering latency has been pointed out shows the value of time-latency 
parameter as a function of time for different number of functioning CHs in a region of 800×800 m. It 
could be noticed an initial rising until a regime value is quickly approached, this meaning the 
completion of the recovery phase. The same behavior can be pointed out for the e2e path length 
(Figure 43). In Figure 44, the maximum mean delivering latency has been summarized as a function of 
both the number of deployed ONs and available CHs. It is pointed out that the latency increasing is in 
inverse proportion to the number of available CH; moreover, these results could be used during the 
network planning to set the optimal number of ONs and CHs density to match a particular latency 
value. 

Future developments of the present research activity might include the protocol implementation and 
testing over realistic user defined scenarios such as [9], where a subset of nodes are allowed to 
dynamically change their position with a consequent air link failure. 

 
Figure 39: Set-up efficiency as a function of the number of ONs. 

 

                                                      
3 The recovery latency is the time interval between orphanage detection due to a CH fault, and the consequent 
ONs association with a new CH. 
4 It is defined as the number of hops between an ON and the reference CH. 
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Figure 40: Mean number of ONs transmission attempts as a function of the number of ONs. 

 

 
Figure 41: Time-latency for the recovery phase as a function of the number of ONs. 

 

 
Figure 42: Time-latency as a function of time for different CHs. 
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Figure 43: Path-length as a function of time for different CHs. 

 

 
Figure 44: Time-latency as a function of ONs for different CHs. 
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6 Data Aggregation and Fusion Techniques 

6.1 Introduction and General Considerations 
In wireless sensor networks, due to the high density of deployed device and the type of monitoring or 
alerting applications supported, usually we are not interested in knowledge of each individual reading 
emitted by a single sensor but, instead, only in the knowledge of the overall interest parameters 
monitored in the area. To this purpose data aggregation can be used. Data aggregation and/or fusion is 
the process of forwarding and fusing together data coming from different network nodes to provide a 
unified feedback to the sink(s). Data aggregation implies introducing some additional processing at 
intermediate network nodes that are in charge of reducing the amount of data packets travelling 
throughout the network. This is made to counteract redundancy effects, i.e. conditions when redundant 
and useless packets travel throughout the network, overloading intermediate nodes and wasting energy 
and bandwidth resources. This is particularly true in case of event monitoring applications where 
sensor nodes are periodically required to send data to the sink to advertise unusual behaviour in the 
network. Accordingly, due to the high density of devices in sensor networks, it is likely that nodes 
located in the closest proximity forward almost the same data to the sink, thus overloading and 
stressing uselessly intermediate network nodes.  

Another issue is related to periodic monitoring applications when sensor nodes periodically report 
their data to the sink, thus causing temporal correlation in the received measurements when no 
significant variations in the monitored metrics occurred. It should be pointed out that the impact of 
useless transmissions is critical in terms of power consumption because transmission of a single bit 
over the radio causes a consumption at least three orders of magnitude higher than the one required for 
executing a single instruction [1]. To counteract these spatial and temporal correlation events, 
aggregation can be an efficient approach. 

However, when considering data aggregation, together with reduction in energy consumption, positive 
effects on the limitation of network congestion are also observed. In fact, it is well known that, due to 
the so called, funneling effect, when propagating data towards the sink, nodes few hops away from the 
sink are the most stressed under the perspective of both energy consumption and the amount of traffic 
to manage. Aggregation, thus, allows to reduce the amount of traffic that these funneled nodes should 
forward and so reduces the possibility to incur in congestion at these nodes [2][3] and possible 
network partitioning due to the misbehaviour of these nodes. Another problem which data aggregation 
can help to counteract is related to minimization in the effects of error readings. In fact in a sensor 
network it is common that possible compromised readings are propagated to the base station, thus, 
causing unnecessary actions. As an example, if a damaged sensor, say D, reveals that the carbon 
monoxide indicator overcomes the alert threshold and sends the alert message to the base station, this 
could cause the need for unnecessarily propagating backward control messages from the base station 
to other nodes in the proximity of node D so as to ask for confirmation of the alert. Instead, the use of 
data aggregation can result efficient in avoiding such error effects in that a single misfunctioning 
device's message is weighted and averaged with other messages sent by properly working devices and, 
thus, unnecessary actions are not invoked. The problem of error readings effect minimization could 
become even more problematic in case of chemical monitoring, fire alert and disaster relief networks; 
so counteracting these unnecessary alerts is important and data aggregation can be very powerful in 
this. 

However, data aggregation could lead also to some drawbacks in network behaviour. On the one hand 
aggregation, by implying the need for additional processing at network nodes, leads to an increase in 
the complexity of the operations performed by network nodes and in the latency for data delivery. This 
is because, due to data fusion performed at intermediate nodes, time should be spent in waiting for 
having the required number of packets in nodes’ buffer before aggregating data and sending them 
towards the sink. Complexity is clearly proportional to delay in data delivery as discussed in [1]. 
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Here the authors discuss that although evaluating simple metrics such as average and sum of 
sensor readings is sufficient in the majority of the application scenarios, sometimes, for example in 
case of chemical and biological applications, it could be useful not to loose information about the 
individual readings. So, in order to estimate the distribution of the single values, they propose to use 
more sophisticated metrics such as median, quantiles and consensus which are also costly in 
terms of delay. 

Aggregation also implies need for strict synchronization among network nodes. When aggregating 
data packets, attention should be paied to the way aggregation is performed. In fact, on the one hand, 
increasing the number of packets whose content can be aggregated together is useful to reduce energy 
consumption and bandwidth resources overloading; on the other hand, this could imply increase in 
distortion and possible loss of information, since compressing too many packets leads to losses in 
terms of data integrity and information distortion [4].  

Accordingly an appropriate trade-off should be searched in the way aggregation is achieved. 

6.2 Data aggregation in the Hybrid and Hierarchical Architectures  
In this chapter, we provide some guidelines about data aggregation techniques for networks organized 
in accordance to a Hybrid and Hierarchical Architecture (HHA).  

In the past few years, the development of new technologies and the standardization of new air 
interfaces, both for infrastructure-less and infrastructure-based wireless networks (such as e.g. Wi-Fi, 
WiMAX, Bluetooth, ZigBee, etc..), has increased the interest of researchers towards radio systems 
composed of sub-parts implementing separate technologies and network paradigms (as an example ad 
hoc and cellular networks). We denote these systems as Wireless Hybrid Networks (WHN). They are 
characterised by the coexistence of several communication technologies and the use of devices with 
different functionalities and computational capabilities. Several network architectures can be devised 
in such context, depending on the type of application areas and the involved networks. 

In this discussion, we refer to a specific network architecture denoted as Hybrid Hierarchical 
Architecture (HHA), which is a special case of WHN. HHA represents a particular network 
architecture: it is strictly hierarchical involving four levels, the wireless nodes have some pre-
determined (and some unspecified) characteristics depending on the level they belong to. 
Consequently, the HHA does not aim at being a general architecture: there might be other network 
architectures based on different paradigms and topologies, that deserve similar attention. However, it 
is recognized that some of its features make it worthwhile considering the HHA as a realistic and 
innovative reference scenario. In other words, though specific and limited in the area of investigation, 
the HHA might represent a reference architecture for many WSN applications, and might therefore 
help in some standardization processes. 
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Figure 45: Hybrid and Hierachical Architecture (HHA). 

 

The HHA is shown in Figure 45. At level zero, radio access ports (i.e. fixed stations covering the area 
forming a Radio Area Network, using air interface standards like GPRS, UMTS or Wi-Fi) provide 
access to mobile terminals (denoted here as Mobile Gateways shown in level one), carried usually by 
people. These mobile devices can also connect through a different air interface (e.g. ZigBee, or 
Bluetooth) to a lower level of wireless nodes (level two), with limited energy and processing 
capabilities, which can find access to the fixed network only through the gateways. These wireless 
nodes are distributed in the environment and collect information from it; they might be sensors 
providing localization data; moreover they interact through different air interfaces with tiny devices at 
level three (e.g. smart tags, or very-low-cost sensors) which are part of movable objects (e.g. printers, 
books, tickets, etc). The hierarchy is thus composed of four levels.  

Under a network topology perspective, this scenario defines a forest of possibly disjoint trees, with 
heterogeneous radio interfaces at the different levels. Note that if the environmental level is connected 
through a tree-based topology, then the number of levels in the hierarchy further increases as level two 
is subdivided into sub-levels. 

One of the most peculiar aspects of the HHA is the fact that mobile terminals, using Wireless Local 
Area Networks (WLAN) in indoor environments or cellular networks outdoor, might be used to gather 
the data sensed by sensors and transport them towards the data storage systems and applications 
servers. The user terminals in these networks might therefore act as mobile gateways collecting the 
data from the WSN and forwarding it. 

This scenario can be also considered as an extension of the traditional WSN scenario where a sink 
collects information from sensor nodes distributed in the environment, through wireless links. In this 
case, there are multiple sinks, and their locations are not known. Moreover, the sinks are gateways 
forwarding the information collected to higher levels through heterogeneous wireless interfaces 
characterized by different parameters like transmit power, capacities, etc.  
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Figure 46: Example of a simulation scenario HHA-compliant. 

 

Basically, the main features of the HHA which are intrinsically included in its definition, can be 
briefly summarized as follows: 

• HHA is Heterogeneous: different radio communication techniques are involved at the various 
interfaces between the levels (e.g. UMTS between levels 0 and 1, and ZigBee between levels 1 
and 2). Also, at a given level, nodes might use heterogeneous air interfaces (e.g. Bluetooth or 
ZigBee at level 2); 

• HHA is Hybrid: the air interfaces and devices at different levels implement different 
communication paradigms, (e.g. mesh or flat topologies); 

• nodes at level 1 are mobile gateways carried by people, such as laptops or cellular phones, and 
therefore are not specifically deployed for the aim of collecting data from the environment. Rather, 
for cost reasons, these devices are exploited to such aim while used by people for their personal 
specific use (telephone conversations, web browsing, etc); 

• multiple nodes with possible overlapping communication zones are present at all levels; 

• the HHA is highly Dynamic, because of the movement of nodes at two levels of the structure, 
namely level 1 and level 3; 

• the HHA is based on a fixed Hierarchy: nodes at a given level can only attach to nodes at the 
immediate adjacent level. However, in some cases this feature might be removed. 

 
In Figure 46, it is shown an example of a simulation scenario that is HHA-compliant, for objects 
monitoring in a small office. In this example, nodes at level 3 are mobile and can be modeled as IEEE 
802.15.4 Reduced Function Devices (RFDs) with a device ID or RFID tags. Nodes at level 2 are fixed 
and can be modeled as IEEE 802.15.4 Full Function Devices (FFDs) or RFID readers. Nodes at level 1 
are mobile and can be modeled as IEEE 802.15.4 Full Function Devices (FFDs) with UMTS/GPRS 
(or WiFi) interfaces.  

In the office, there are a lot of objects (level 3 of the HHA) moving in the rooms and we are interested 
in position of these objects. To this aim, we shall use some fixed readers (level 2 of the HHA) in the 
environment, in order to monitor the position of the objects. Finally, these readers will send the data 
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sensed in the environment to some mobile gateways (level 1 of the HHA), to be eventually delivered 
to a remote user. 

6.3 Interactions between Data Aggregation and Topology Control  
In wireless sensor networks reducing energy consumption is a main concern because of the need to 
increase network lifetime. Accordingly, topology control techniques have been implemented to allow 
reducing overall energy expense. These approaches basically require that nodes alternate between 
active and sleep states while also guaranteeing reliability in the transmission and network connectivity. 
However, only few papers where investigation on the relationship between nodes operating states and 
data aggregation performance was proposed, have appeared. As an example, in [5], authors investigate 
how the aggregation behaviour is impacted by sleep/active dynamics and consequent variation in 
channel contention. To this purpose an analytical model has been developed. Their results show that, 
in order to increase the fidelity in the aggregation process, both in conditions of medium to high 
reporting rate, use of shorter and fatter aggregation trees allows to both reduce delay and energy 
consumption, thus guaranteeing prompt delivery and increased network lifetime. Similar 
considerations have been carried out also in [6] where a focus on evaluation of the impact of network 
density on the performance of in network aggregation exploiting greedy and opportunistic forwarding 
is estimated. Here authors realize that greedy forwarding exhibits high energy performance in case of 
very high density networks with a reduction in energy consumption in the orders of 45% with respect 
to opportunistic routing approaches such as the well known directed diffusion [7]. 

When considering HHA architectures, the design of tree or cluster topologies should be jointly 
performed with design of appropriate topology control techniques combined to medium access control 
protocols, so as to avoid that, root nodes entering the sleep mode, paralyze network functioning.  

6.4 Networking Paradigms for Data Aggregation 

As discussed above, the driving idea behind data aggregation is to combine the data coming from 
different sensor nodes en route, eliminating redundancy, minimizing the number of transmissions and, 
thus, saving energy. Accordingly, network routing and data aggregation are strongly interconnected 
issues. The typical task is to find routes from multiple sources to a single destination that allows 
efficient in-network filtering of redundant data. Although data aggregation results in fewer 
transmissions, it potentially results in greater delays. Therefore, in addition to the transmission cost, 
the fusion cost can (and must) significantly affect routing decisions when data aggregation is involved. 
This section presents three simple while significant networking paradigms which can positively be 
used for performing aggregation and presents an overview of the main significant proposals for each 
class. Moreover, a discussion on the applicability of each of these paradigms to HHA architecture is 
presented.  

6.4.1  Gossip-based Paradigm 

Gossip-based algorithms for data aggregation have received significant interest in the wireless sensor 
network research community due to their ability to support distributed aggregation of sensed data in 
large scale sensor fields [8][9][10][11][12] In addition, gossip-based algorithms offer simplicity and 
robustness in noisy and uncertain environments.  

The gossip-based paradigm can be considered as an evolution of flooding. In fact, for reliable data 
delivery, flooding is usually the chosen approach. Flooding is based on forwarding data packets to all 
network nodes, until all devices in the network have been delivered the data. This implies that 
multiple copies of the same packet can be delivered to a single node, thus wasting unnecessarily 
network bandwidth and energy resources.  
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The gossip-based paradigm has been proposed to deal with the problem of avoiding unnecessary 
flooding of routing messages which could lead to the above discussed problems. These are particularly 
crucial in case of sensor networks where batteries cannot be recharged. Gossiping differs from 
flooding because each node, upon receiving a route request issued by a source or another adjacent 
node, decides if forwarding or not the request according to a probability p. Gossiping can be both 
applied to query delivery or flooding of events aimed at establishing a gradient, as required for 
example by the directed diffusion approach [7]. In the literature, it was figured out that gossiping 
typically exhibits a bimodal behaviour in that either gossiping fastly dies out and hardly any node 
receives a message or a high fraction of nodes receive the message. The behaviour strongly depends 
on both the topology of the network, the potential nodes’ mobility and the value of parameter p. 
However gossiping can save up to 35% of the resources spent for propagating overhead messages.  

Epidemic routing is another variant of gossiping as proposed in [13]. In this work the delivery of data 
packets from a sender to a receiver in a low connectivity network is dealt with. In particular, when 
sender and receiver are not in range and a path between them does not exist, epidemic routing is used 
to distribute messages to certain hosts, denoted as carriers, in charge of propagating data within 
connected portions of the network. In this way, messages chances to be delivered to the destination 
increase significantly at the expense of the delivery delay.  

Another similar approach is proposed in the Ant algorithms [14]. In this case, mobile agents, denoted 
as Ants, dynamically learn good quality routes. At each hop, these agents choose the next hop using a 
probabilistic methodology driven by the direction of the good routes. This allows to restrict the 
research mainly to the highest quality areas of the network. The convenience of this approach with 
respect to the previous ones consists in the better performance achievable in case of failure due to the 
routing search performed around good areas. However, the key drawback is represented by the scarce 
reliability in high density sensor networks.  

It is however well accepted that gossip-based algorithms exploiting the flooding principle can waste 
significant amounts of energy by essentially passing redundant information throughout the network. 
The work presented in [15] addresses this inefficiency by proposing a geographical-based gossiping 
protocol when applied to the data averaging problem in data aggregation. Data averaging is basically a 
distributed and fault tolerant data aggregation algorithm by which all nodes can compute the average 
of all n sensor measurements. Gossip algorithms solve the averaging problem by having each node 
randomly pick one of their neighbours and exchange their current values. Each pair of nodes computes 
the pair-wise average, which then becomes the new value for both nodes. By iterating this pair-wise 
averaging process, all nodes converge to the global average in a completely distributed manner within 
the predefined bounded sensor field. Further investigation into gossip algorithms shows that with this 
approach nodes are basically ‘blind’ and require repeatedly computation of pair-wise averages with 
their one-hop neighbours, with information only diffusing slowly throughout the network. The work 
presented in [15] extends gossip-based data aggregation to include localisation information to make 
the data dissemination process more efficient in terms of radio communication. The idea is not to 
exchange information with one-hop neighbours, but to use geographical routing to gossip with random 
nodes that are at a further distance in the network. The algorithm has shown that the extra cost of 
multi-hop routing is compensated by the rapid diffusion and aggregation of information. 

With reference to the HHA network architecture, the application of gossip-based routing can be 
appropriate for levels 2 and 3. Gateway nodes can also take part in data aggregation with local nodes, 
although mobility is not a functional requirement. However, gossip-based paradigms for data 
aggregation can be partially applied also to the HHA level 1. 

6.4.2 Rumor-based Paradigm 

The Rumor-based paradigm proposed in [16] focuses on the identification of, so called, events that are 
localized phenomena occurring in a fixed region of space. Rumor routing is proposed, like gossiping, 
to limit flooding in query propagation and event notifications going back to the querying nodes. The 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 4.0/13.12.2007 Page 80 of  95 

 

 

concept is based on building paths leading to events within the network by the random distribution of 
event data throughout the network. To design these paths some long lived agents are considered. 
Agents are packets responsible for rumouring about events happening across the network. These 
agents are used to create paths towards the events met along the network, where paths are intended as 
states in nodes functioning. Path states can be also aggregated; in fact when an agent creates a path 
leading to event x and crosses a path leading to another event y, the path states can be unified. Paths 
can be updated in case shorter or better ones are identified. As event data interacts with intermediate 
nodes, it synchronises event tables and reinforces data paths to regions of interest in the network. In 
this way when a query is generated it can be sent on a random walk until it finds the event path instead 
of flooding it throughout the network. As soon as the query discovers the event path, it can be routed 
directly to the event.  

Rumor-based protocols have been proposed in the literature as data-centric data dissemination and 
aggregation techniques that offer significant power cost reductions, and improve network lifetime in 
large-scale wireless sensor networks. In networks that span multiple hops, data dissemination 
algorithms must be highly localised as large distance transmissions are expensive and reduce the 
networks overall lifetime. Applications deployed within such large networks must be able to gather 
data efficiently from each part of the network without significantly impact the limited bandwidth and 
node energy. Furthermore data dissemination across large distributed networks is prone to 
retransmission and, hence, increases network load due to noisy channels and inherent failure rates on 
wireless channels. Although the flooding of data events throughout the entire network is usually 
regarded as non optimal, there are cases in which flooding can produce acceptable performance. For 
applications where there are few events and many data queries, it may be more optimal to flood the 
events and set up gradients towards the event region of the network.  

Another variant of the rumor paradigm is proposed in [17]. The idea behind the Zonal Rumoring 
(ZRR) is partitioning the network into zones so as to expand rumoring to larger portions of the 
network. In this way, fewer transmissions are needed and the total energy consumption can be 
reduced. Differently from the rumor protocol where the agent or the query selects at random an 
unvisited next hop node, here the agent or the query randomly selects the next hop node in an 
unvisited neighbour zone. The way the choice of this next hop node is done is a key design aspect for 
increasing the delivery rate and reducing the query cost.   

The application of such rumor-based protocols to the HHA network architecture could be useful in 
large distributed networks to facilitate efficient data aggregation by periodic transfer of event data 
throughout specific regions of the sensor field at level 2 and 3. 

6.4.3 Geographical-based Paradigm 

Geographic paradigms [18] are proposed as methodologies for forwarding data from a sender to a 
destination, progressively reducing the distance between the source and the destination. A local 
optimal choice is performed where each relay node chooses as next hop the best neighbour in its 
proximity, i.e. the node in its neighborhood that is geographically closest to the destination. The 
greedy choices are performed based only on the local information about nodes’ neighbours. In case 
holes are met in the network and, thus, greedy forwarding is impossible to apply, perimeter forwarding 
can be invoked. A data aggregation protocol based on the well known Greedy Other Adaptive Face 
Routing (GOAFR) geographical protocol [19] is presented in [20]. The protocol called Distributed 
Data Aggregation Protocol (DDAP), builds upon the GOAFR strategy to provide efficient data 
aggregation using node localisation information. The objective of the algorithm is to find an efficient 
data aggregation method that reduces the number of messages needed to report an event to the sink 
node. In principle, the minimum number of transmissions required is equal to the number of edges in 
the minimum Steiner tree in the network which contains all alerted sensors and the sink node. 
However, finding an optimal aggregation tree in the network requires global information on the nodes 
and available communication links among them. One simple approximate solution is to use the 
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shortest path tree (SPT) for data aggregation and transmission. In this data aggregation scheme, each 
source sends its data to the sink along the shortest path between the two, and overlapping paths are 
combined to form the aggregation tree. DDAP is a self-organizing, Distributed Data Aggregation 
Protocol that uses randomization to distribute the data aggregator roles among the sensor nodes in the 
network. Sensors elect themselves to be local aggregator nodes (ANs) at any given time with a given 
probability. These ANs then broadcast their status only to their neighbours. The task for all the sensors 
is then to take notes of which of their neighbours act as AN. The optimal number of local aggregator 
nodes in the system needs to be determined a priori. This will mostly depend on the network topology. 
The GOAFR geographical routing protocol is modified to incorporate DDAP. The extension called 
GRAN, Geographical Routing with Aggregator Nodes works as follows. When looking for the next 
hop, instead of trying to find the neighbour that is closest to the sink, the task now is to find the 
neighbouring aggregator node that is closest to the sink. If there is no neighbouring AN at all, the 
routing continues as in the original GOAFR algorithm. If there is one (or more) AN(s) within radio 
range but farther away from the sink than the actual node, the routing switches back to the original 
GOAFR as well. If there is (at least) one AN that is closer to the sink than the actual node, the message 
is sent to that AN even if there are neighbouring nodes closer to the sink. This routing can result in 
longer path than the optimal path would be, but the efficiency of opportunistic data aggregation is 
increased significantly by preferring ANs as relay nodes. 

The presented GRAN data aggregation employing geographical-based routing protocol can be applied 
to the HHA at levels 2 and 3. It is possible however to extend the protocol so that data aggregation is 
performed on more complex and less constrained gateway nodes at level 1.  

6.5 Data Aggregation Techniques for HHA 
Within the Hybrid and Hierarchical Architecture, it is possible to employ data aggregation techniques, 
in order to reduce the amount of data sent to higher levels of the same architecture. In particular, the 
use of data aggregation protocols seems more suitable for lower levels of the HHA, i.e. levels 2 and 3, 
since these levels are characterized by power and computational constraints and, therefore, energy 
waste should be minimized during data transmission. On the other hand, when data is delivered to 
higher levels of the network architecture, it should be already processed, in order to send only useful 
data to the remote user.  

As said above, the HHA is a hierarchical architecture and, so, the well known tree-based approaches 
combined to cluster-based approaches can be used to characterize network structure. In fact, each node 
belonging to level 1 of the HHA (UMTS/GPRS/WiFi devices with a IEEE 802.15.4 interface) could 
be the root node of a different tree within the network. At the same time, nodes at level 2 (e.g. IEEE 
802.15.4 FFDs) could be cluster heads of clusters within a specific tree and, finally, nodes at level 3 
(for instance, IEEE 802.15.4 RFDs) could represent the leaves of the different trees. Among the 
clustered approaches which should be implemented at the lower levels of the system in the following 
we will recall the most significant protocols. 

The LEACH protocol [21], as an example, consists of a distributed cluster formation technique that 
enables self-organization of large number of nodes and algorithms for adapting clusters and rotating 
clusterhead role to evenly distribute the energy load among all the nodes. Also techniques to enable 
distributed signal processing to save communication resources are proposed. As described in [21], 
nodes organize themselves into local clusters, with one node acting as the clusterhead. All non 
clusterhead nodes transmit their data to the clusterhead which, once received, performs signal 
processing functions on the data (e.g., data aggregation), and transmits them to the remote sink. Due to 
the overhead required to be a clusterhead node, clusterhead leadership should randomly rotate so as to 
avoid that clusterheads quickly exhaust their limited energy and die out. The operation of LEACH is 
divided into rounds. Each round begins with a set-up phase when the clusters are established and 
clusterhead chosen, followed by a steady-state phase when data are transferred from the nodes to the 
clusterhead and then to the sink. 
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In [22] authors propose a modified version of LEACH, named LEACH-C. It uses the base station, i.e. 
the sink, to broadcast the clusterhead assignment and extending network lifetime. Based on LEACH, 
some modifications have been proposed to refine the clusterhead election algorithm by letting every 
node broadcast and count neighbours at each setup stage, where qualified potential nodes bid for the 
clusterhead position. This modification scatters clusterheads more evenly across the network without 
requiring the participation of the sink but, due to the broadcast of packets performed at highest 
transmission power, only slight improvements over LEACH are obtained. 

Reducing the number of clusterheads is critical to conserve energy as these nodes stay awake and 
transmit data to the sink using higher power. Accordingly, Lindsey et al. designed PEGASIS [23] 
which organizes all nodes in a chain and lets them play the role of chainheads in turn. Since there is 
only one head node in PEGASIS and there is no simultaneous transmission, latency is a issue. To 
address this, Lindsey et al. propose two chain-based PEGASIS enhancements in [24] and [25]. These 
two approaches usually save less energy than PEGASIS, but outperform PEGASIS in Energy per 
Delay metric. 

Limitations of LEACH and PEGASIS-based protocols are related to the assumption that the sink can 
be reached by any node in only one hop which limits the size of the network where the approach can 
be applied. In addition, in scenarios where data cannot be perfectly aggregated, LEACH-based 
protocols do not perform well since the clusterhead has to send many packets to the sink using high 
transmission power. In addition, the chain-based nature of PEGASIS-like protocols makes them 
suitable only for scenarios where packets can be perfectly aggregated into one packet of equal size. 

Alternatively, considering the particular structure of the HHA architecture, it is also possible to 
employ data aggregation techniques with tree-based approach. 

Based on the Directed Diffusion paradigm [7], the authors in [6] propose Greedy Incremental Tree 
(GIT). GIT establishes an energy-efficient path and attaches other sources greedily to the established 
path.  

In [26] and [27] the data aggregation issues when considering implementation in a real system are 
discussed and the Tiny Aggregation Service (TAG) framework is proposed. TAG uses shortest path 
tree and proposes improvements like snooping-based and hypothesis testing-based optimizations, 
dynamic parent switching, and use of child cache to estimate lost data. TAG lets parents notify their 
children about the waiting time to gather all data from children before transmitting and the sleeping 
schedule can be adjusted accordingly. In [28] a shortest path tree with parent energy-awareness is 
proposed. Here the neighbour node with shortest distance from the sink and higher residual energy is 
chosen as parent. One of the drawbacks of the above tree-based data aggregation protocols is the need 
for exchange of a lot of signalling to construct and maintain the tree structure. Also, another serious 
drawback of tree structures is the lack of network connectivity met when some branches of the tree 
fail. This aspect becomes critical in case of unreliable networks where alternative approaches are thus 
preferred.  

Most of these tree-based aggregation routing protocols are not designed for event tracking 
applications. GIT can be used in such a scenario, but it suffers from the cost of pruning branches, 
which might lead to high cost in moving event scenarios. In [29] Dynamic Convoy Tree-Based 
Collaboration (DCTC) is proposed. Essentially, DCTC tries to balance the tree in the monitoring 
region to reduce the energy consumption but it assumes knowledge of distances from the centre of the 
event to the sensor nodes which may not be feasible to compute in all tracking applications. In 
addition, DCTC involves heavy message exchanges, which is not desired when the data rate is high, 
and the performance of DCTC highly depends on the accuracy of the mobility prediction algorithms. 

Some papers investigating on a comparison between tree-based and cluster-based approaches have 
been presented. As an example in [30], three mechanisms for data aggregation are compared. The first 
one is denoted as DSC (Distributed Source Coding) and is based on the seminal work [31] by Slepian 
and Wolf. In this case, perfect knowledge of node correlation is assumed so that nodes can cooperate, 
thus sending only non redundant data. In this case, a shortest path approach is used to send data to the 
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sink. Another methodology called RDC assumes that nodes do not have any knowledge of correlation 
and send data along the shortest path allowing for occasional aggregation of data whenever the paths 
overlap. Finally, another approach, denoted as CDR, where nodes do not have any knowledge about 
correlation but data are aggregated exploiting a clustered approach closer to the source is considered. 
Then, after avoiding any redundancy, data is sent along a shortest path from the aggregation point to 
the sink. By comparing these techniques authors observe that RDC is more energy efficient when 
small correlation is met while CDR is better when higher correlation occurs. Accordingly, a hybrid 
approach combining clustering where aggregation is performed closer to the sources by sending data 
using a shortest path approach and then tree-routed using multihopping towards the sink is suggested. 

The above mentioned aggregation techniques have been selected as the most interesting to be 
discussed in the perspective of implementing aggregation in HHA architecture. By the way, in order to 
test the effectiveness of applying these solutions to the above cited architecture, extensive simulative 
and experimental studies should be carried on but, unfortunately, this is still missing in the literature. 
To this purpose, metrics, such as network lifetime and data delivery rate/delay, should be estimated in 
order to choose the approach (tree, cluster or hybrid) which results more promising in terms of 
improvement in system performance. 

6.6 Semantic-level Data Aggregation 
When performing data aggregation, it is not sufficient to deal with networking aspects, i.e. define the 
metrics to build the most appropriate aggregation paths; instead, in order to completely design the data 
fusion process, the semantics needed to correctly disseminate queries and collect and fuse sensor data 
should be specified. To this purpose, only recently some effort has been devoted to these topics. 

The chronologically first and most simple framework where consideration of the semantics behind 
performing an aggregation process was presented is [26]. In [26] aggregation is regarded as provision 
of a core service through system software. In this perspective they propose to use high level 
programming abstraction to let users request data from the sensor network without taking into 
consideration any programming problems.  

To this purpose the Tiny Aggregation (TAG) Service for sensor networks has been developed. TAG 
provides an interface for data collection and aggregation driven by selection and aggregation facilities 
in database query languages. Moreover, TAG allows to distribute evenly the aggregation process 
among network nodes, thus also reducing energy consumption. Queries are expressed through an 
SQL-like language over a single table. Queries are in the form:  

SELECT {agg(expr), attrs} FROM sensors 

WHERE {selPreds} 

GROUP BY {attrs} 

HAVING {havingPreds} 

EPOCH DURATION i 

Similarly to the SQL language, the SELECT clause is used to specify the expression and the attributes 
by which sensor readings are selected. The WHERE clause is used to filter specific sensor readings. The 
GROUP By clause specifies a partition of the sensor readings driven by some interest attributes. The 
HAVING clause filters some groups which do not satisfy specific predicates. The EPOCH DURATION 
clause specifies when the updates should be delivered. 

Basically, only few differences between TAG and SQL queries exist. The output of TAG queries is a 
stream of values and not a single value since sometimes in monitoring applications it is preferred to 
have more data than a single value which better characterizes network behavior. Aggregation is here 
performed using three functions: a merging function f, an initializer i and an evaluator e. F has the 
structure <z>=f(<x>,<y>) where <x> and<y> are partial state records that register intermediate 
computation states at certain sensors required to evaluate aggregation; <z> is a partial state obtained 
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by applying f to <x> and<y>. The initializer is needed to say how to instantiate a state record for a 
sensor value; the evaluator instead takes a partial state record and estimates the value of the aggregate. 
TAG queries are also characterized through attributes, where each node is provided with a catalog of 
attributes. Attributes represent sensor monitored values, such as humidity or temperature, or sensor 
parameters such as the residual energy. When a TAG sensor receives a query, named fields are 
changed into local catalog identifiers. If a node does not know the attribute it labels it in its query as 
NULL. 

TAG aggregation is performed in two steps: in the first one, called distribution phase, aggregation 
queries are inserted into the network. In the second phase, called collection phase, aggregated values 
are routed into the network. The query semantic is based on the consideration of epochs of a given 
length during which a unique aggregate of the devices readings should be produced. A key aspect here 
is represented by the selection of the duration of the epoch and the time a sensor node should wait for 
its children answers and then sending this data up to the sink. In fact, on the one hand, in order to 
support a good efficiency level a node should wait enough to collect many answers. On the other hand, 
the delivery delay to the sink should be minimized, also in spite of possible high delays in children 
reporting. Another aspect to be considered is related to network partition or grouping, i.e. the partition 
of sensors into groups to make aggregation a more limited process and avoid emitting more than an 
aggregate per epoch per group at each node. 

The main advantages of TAG are: 

• decrease communication overhead with respect to a centralized aggregation approach 

• high loss tolerance 

• long idle times are implemented through the epoch mechanism which reduce energy consumption 

• reduction in the number of messages transmitted by a node during each epoch, independently of 
its depth in the tree. This allows to save energy resources at nodes closer to the sink.  

 
As an evolution of the semantic approach proposed in [26] Semantic Sensor data fusion is presented in 
[32]. In this work the synthesis between the use of the MicroToPSS middleware constrained by some 
knowledge on the application expressed through an appropriate application ontology is discussed. This 
is because a certain application could be interested only in having knowledge of the overall status of 
the environment and not in the specific parameters monitored by sensors, distributed throughout the 
environment. In fact, only recently some research focused on the methodology for processing and 
providing low level sensor data to high level applications appeared. This implies that low level data 
should be appropriately filtered, aggregated and correlated from heterogeneous and various sensor 
network sources. The final target would be to allow applications to exploit sensor data while 
disregarding low level language and interfaces. Accordingly, applications will express their interest in 
semantic events that are transformed into sensor network level events. To provide this semantic 
communication a publish/subscribe [33] messaging approach is used. The employed middleware, 
denoted as MicroToPSS, allows management of data flows to support specifically distributed 
automation applications. 

The most interesting aspects of this middleware are: 

• SQL-like language 

• task abstraction similar to object oriented abstraction  

• distributed run-time data flow optimizer working transparently from the application  

A scheme of the modules composing the middleware is shown in Figure 47. 
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Figure 47: MicroToPSS middleware. 

 

Another system for semantic data fusion in sensor networks is proposed in [34]. In this paper authors 
propose to use a content-based publish/subscribe (CPS) technique [33] to couple application scenarios 
to semantic data fusion of low level sensors data. Their system takes inspiration from the MicroToPSS 
middleware and defines semantic level events independently of the sensor interfaces and applications. 
The CPS is a messaging model where notifications are delivered to clients based on their interests. 
Different roles are distinguished in CPS: subscribers, publishers and brokers. Subscribers emit 
subscriptions, that are filtering constraints on t-uples, which describe the kind of data they are 
interested in. These subscriptions are stored by brokers. Publishers issue publications, that are sets of 
attribute-based t-uples, to brokers who take care of forwarding publications to subscribers based on 
received notifications.  

To overcome the limitations of CPS which is based on a strict and rigorous syntax, a semantic 
evolution of the CPS is implemented. To this purpose synonym and taxonomy translations are 
introduced in ToPSS. The complete scheme of the data flow in the system from sensors to applications 
is shown in Figure 48. 

 
Figure 48: Data flow in the ToPSS system from sensors to application. 
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6.7 Security issues in data aggregation 
Security is a major concern in wireless sensor networks. In fact, due to the deployment of sensors in 
open un-attended environments, as well as the vulnerability of cheap network devices whose 
cryptographic keys can be kept by adversaries, false actions can be invoked in the network driven by 
unreliable data received by the sink(s).  

When considering the data aggregation process, security threats are even worsened. In fact, possible 
compromised aggregated data can imply that the sink has wrong information about events happening 
in a portion of the entire network. This problem can be additionally worsened by the position of the 
aggregator node in the network. In fact, untrusted high level nodes produce more serious problems 
than low level nodes because the aggregated result calculated by a high level node derives from the 
collection of measurements performed by a higher number of sensor nodes.  

If we consider that an aggregator node collects the information sent by multiple sensor devices, 
processes them and sends again it towards the sink(s), it is important that the final information 
collected by the sink is reliable. In the literature aggregator nodes have been usually assumed to be 
honest, i.e. to send throughout the network reliable and secure data. However, in a realistic scenario it 
should be considered that aggregators are very prone to physical attacks which could compromise the 
data reported by them, thus leading to false alarms. Accordingly some techniques aimed at verifying 
the content of the data received at the sink should be devised.  

Three types of security threats can be discussed when considering data aggregation:  

• T1: an aggregator node simply drops the information it is expected to relay to the sink 

• T2: an aggregator node falsifies its readings so as to modify the aggregate value it is expected to 
relay to the sink 

• T3: an aggregator node falsifies or modifies the aggregate generated by messages received by its 
children. 

While the first threat can be identified with the condition when a node failure is met, thus causing loss 
of information generated by a node, the second threat can be solved using well known approaches for 
fault tolerance.  

As an example in [35] an estimation algorithm to be performed at the fusion center for localizing 
events by combining the binary measurements received by sensor nodes is presented. The main idea 
behind SNAP is to fuse the observations of all sensors (positive or negative) to efficiently construct a 
likelihood matrix by summing contributions of +/-1. In other words, sensors with positive observations 
add their contributions, while sensors with negative observations subtract their contributions. The 
power of this algorithm lies in the simplicity. Also, by giving equal importance to the sensors that did 
and the ones that did not sense the event, we do not allow any particular sensor to change the 
estimation results and this is the basic reason for the fault tolerant behaviour. Moreover, the algorithm 
is energy efficient since for the construction of the likelihood matrix only single bits need to be 
transmitted to the sink. The SNAP algorithm works in 3 major phases: 

• Grid Formation: The entire area is divided into a grid. The number of cells is a trade-off between 
estimation accuracy and complexity. Each sensor node is associated with a cell (i,j) based on its 
position. 

• Likelihood Matrix Construction: For each cell of the grid we calculate the likelihood of a source 
occurring in the particular cell based on the binary data received from each sensor node. To this 
purpose the Region of Coverage (ROC) is defined as a neighbourhood of cells around (i,j). There 
are various ways that one can define the neighbourhood. We point out that the optimal shape of 
the ROC depends on the signal propagation model. Given a uniform propagation model, one could 
assume that the ROC is the set of all cells whose centres are within a distance R from the centre of 
cell (i,j). However, for computational efficiency, we use a square approximation as shown in 
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Figure 50. Each alarmed sensor adds a positive one (+1) contribution to the elements of L that 
correspond to the cells inside its ROC. On the other hand, every non-alarmed sensor adds a 
negative one (-1) contribution to all elements of L that correspond to its ROC as shown in Figure 
49.Thus, the elements of the likelihood matrix are obtained by spatially superimposing and adding 
the ROC of all the sensor nodes in the field. Figure 50 shows an example of the resulting 
likelihood matrix after adding and subtracting the contributions of 8 sensors using SNAP. 

• Maximization: The maximum of the constructed likelihood matrix L points to the estimated event 
location. If more than one elements of the likelihood matrix have the same maximum value, the 
estimated event position is the centroid of the corresponding cell centres.  
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Figure 49: Region of coverage (ROC) 
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Figure 50: L resulting from SNAP with 8 sensor nodes, 3 of which are alarmed and are shown in 

solid colour. The event is correctly localized in the grid cell with the maximum value +3. 

 

To test the fault tolerance of SNAP, an experiment assuming a variation in the number of faulty sensor 
nodes was set up. The sensor nodes exhibiting erroneous behaviour were randomly chosen and their 
original belief simply reversed. An example is shown in Figure 51. 
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Figure 51: A field with 200 randomly placed sensor nodes and a source placed at position 

(25,25). Alarmed sensors are indicated on the plot with red circles inside the disc around the 
source (ROI). 50 of the sensor nodes exhibit faulty behaviour and are indicate. 

 

The performance of SNAP was compared against 2 other estimators: A centralized Maximum 
Likelihood estimator (ML) proposed in [36] and a Centroid Estimator (CE) where the source position 
is estimated as the centroid of the alarmed sensor nodes positions. 

Figure 52 displays the results for the fault tolerance analysis of the 3 estimators. In the absence of 
faults the performance of ML and SNAP is very similar. As the number of faults increases however, 
ML is very sensitive to sensor faults and looses accuracy continuously. For sensor faults as few as 10 
it starts loosing accuracy and for sensor faults greater than 20 its performance is worse than the CE. 
SNAP however, as it can be seen from the plot, displays a fault tolerant behaviour and looses very 
little in accuracy even when 25% or 50 out of the 200 sensor nodes exhibit erroneous behaviour.  
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Figure 52: Fault Tolerance analysis for a 100x100 field with 200 randomly deployed sensor 

nodes. (RMS Error reported is the average for 500 Monte-Carlo simulations). SNAP displays a 
fault tolerant behaviour and looses very little in accuracy even when 25% of the 200 sensor 

nodes are faulty. 

 

CE is especially sensitive to the presence of false positives because of noise or malfunction due to 
overheating. Since the algorithm essentially treats all alarmed sensor nodes with equal weight, it is 
especially sensitive to false positives that occur far away from the true event location. These can result 
in large errors when calculating the centroid of the alarmed sensor nodes' positions. ML is extremely 
sensitive to false negatives. Even a single faulty sensor node inside the neighbourhood of the source 
can completely throw off the estimation results. This is a direct result of the construction of the 
likelihood matrix of ML.  

Among the above discussed 3 security threats in data aggregation, however, the one which results 
more critical is the third. In fact, in this case no stable solutions have been yet devised. As an example, 
in [37], a key distribution approach is used to establish secure communication between sensors and the 
sink but nothing guarantees that the data sent on a secure communication channel between the 
aggregator node and the sink is trusted and was not generated by a malicious aggregator node. In other 
words this approach is thought to protect data against channel sniffing but not against aggregator 
threats. 

Another work proposing a similar approach is the one presented in [38] where a self-configuring 
hierarchical clustered architecture for wireless sensor networks is presented.  

In this paper security issues are dealt with in the perspective of a randomized data authentication 
procedure based on a unique ID and security code employed by sensor nodes and sink to randomly 
verify the trustfulness of data received. However, here again the hypothesis of honest sensor nodes is 
assumed and threats are only identified with conditions where a security code is captured by an 
attacker. 

Some preliminary approaches aimed at solving T3 have been proposed in [39][40][41]. In [39] the 
authors deal with the problem of counteracting the so called stealthy aggregate manipulation that is a 
kind of security attack where the attacker wants to make the user accept false and erroneous 
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aggregation results without being recognized by the final user, i.e. the one who manipulates the 
information received by the sink(s). In [39] some techniques to allow the user to understand if the data 
received by the aggregator is deviating too much from an expected result, thus revealing possible 
attacks is proposed. To this purpose cryptography is employed as well as a random sampling approach 
to let the user verify if what was sent by the aggregator has been compromised by an attacker action or 
not. Moreover, a methodology to let the aggregator prove its honesty in aggregating data is devised as 
well. 

In [40] a secure hop-by-hop data aggregation protocol is proposed. Differently from [39] which was 
one of the first works where malicious nodes were considered, here security relies on collaboration 
among network nodes. More specifically, by exploiting the divide and conquer paradigm, network 
nodes are probabilistically partitioned into multiple logical trees or groups. Accordingly, since a 
reduced number of nodes will be grouped under a logical tree routed at a high level aggregator node, 
the threats related to a compromised high level node have a reduced impact. An aggregate packet is 
generated by each group and once a user receives aggregates by all groups it uses a bivariate multiple-
outlier detection algorithm to figure out if suspicious packets were received. When a suspicious group 
is identified it takes part to an attestation process to prove its honesty. If a groups fails in attesting its 
honesty, its packets are discarded by the user who, finally, takes into consideration only packets 
received by verified groups. 

A similar problem is dealt with by [41]. In this paper the focus is on use of multi-path networking 
paradigms for performing aggregation which are more reliable in case of network failures with respect 
to tree-based approaches but still present some problems of reliability in case of duplicate-sensitive 
aggregate metrics such as count and sum. To this purpose the well known synopsis diffusion [42] 
routing approach has been proposed. However, synopsis diffusion does not provide any support for 
security and thus in [41] an evolution of synopsis is presented. Here a subset of the network nodes 
provides an authentication code as well as data packets responding to a possible query. These 
authentication codes are propagated up to the sink and used to estimate the accuracy of the final result 
so as to filter and discard possible compromised packets.  
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7 Conclusions 
It goes without saying that there are several aspects to look at when considering the diverse set of 
protocols, algorithms, techniques to be used within Wireless Sensor Networks is rather broad. The 
research within this field has attracted attention from the scientific community recently and, as a 
consequence of this, there is a plethora of different solutions proposed for each of the protocol stack 
layers. We already assessed this in our former deliverable D220.1. The situation becomes even more 
interesting when we analyze them under the perspective of a generic reference model, as the HHA, 
proposed in the framework of the Cruise project. 

That has been exactly the main goal of this second year of the project. We have started from the know-
how acquired earlier, and we have challenged the diverse protocols at the various layers from the point 
of view of the HHA reference model. Interestingly, we have seen that given the rather broad scope of 
such architecture, there are not many incompatibilities, between it and the different algorithms, 
protocols which have been analyzed and, even more appealing, the appliance of some particular 
protocols, more tailored to the characteristics of the HHA reference model are able, in fact, to bring 
about some improvements, when compared with other techniques but even more appealing, the 
appliance of special protocols, tailored to the characteristics of the HHA architecture are able, in fact 
to bring about some improvements, when compared with other techniques (e.g. use of clustering 
techniques against flat routing). 

On the MAC layer, we have seen that the MAC protocol which appears as the “de-facto” standard for 
WSN, IEEE 802.15.4, fits quite well with the HHA reference model (due to the coordinator role, 
among other characteristics), while other different MAC techniques could also be applied (given their 
local scope). Regarding routing aspects, the document has analyzed the impact of the HHA over the 
different routing strategies which are traditionally employed over wireless sensor networks, and has 
also shown that benefiting from the hierarchical intrinsic characteristics strengthened by the HHA can 
cause some improvements (compared against flat strategies). Transport protocols, due to their end-to-
end characteristics, do not pose any special requirements nor problems to the applicability of such 
reference model. Regarding the use of cross-layer optimisation techniques, we have also seen how 
clustering (i.e. hierarchical approach) can bring about different benefits. 

Special attention has been paid to the employment of data aggregation techniques over instances of the 
HHA reference model, analyzing the benefits they may bring about. Additionally some further 
considerations about this relevant procedure for WSN have been also discussed. 

To sum up, the document fulfils with a two-fold objective, since it extends and complements the 
results presented earlier from the Cluster, paying more attention to the data aggregation issues, while it 
also derives applicability issues of the HHA reference model to the different techniques and protocols 
used within WSN. 
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8 Terminology 
ACQUIRE Active Query forwarding In sensoR nEtworks 
AEA Adaptive Election Algorithm 
AODV  Ad-Hoc on Demand Distance Vector 
BI Beacon Interval 
BMAC Berkley MAC 
BO Beacon Order 
CADR Constrained Anisotropic Diffusion Routing 
CAP  Contention Acess Period 
CCA  Clear Channel Assessment 
CFP  Contention Free Period 
CH Cluster Head 
CNS Center at Nearest Source 
CPS Content-based Publish 
CR  Communication Request 
CSMA/CA Carrier Sensing Multiple Access/Collision Avoidance 
CTS  Clear to send 
DCTC  Dynamic Convoy Tree-Based Collaboration 
DDAP  Distributed Data Aggregation Protocol 
DMACLD  Dynamic Multi-Attribute Cross-Layer Design 
DSC  Distributed Source Coding 
DYMO  Dynamic MANET On-Demand 
E2LA Energy-Efficient Load Assignment 
ECPS Energy- Constrained Path Selection 
ED Energy Detection 
EMAC EYES MAC 
EM-GMR  Energy and Mobility-aware Geographical Multipath Routing 
FFD  Full-Function Device 
FRTS Future Request to Send 
GAF  Geographic Adaptive Fidelity 
GBR Gradient-Based Routing 
GEAR Geographic and Energy Aware Routing 
GERAF Geographic Random Forwarding 
GIT  Greedy Incremental Tree 
GOAFR  Greedy Other Adaptive Face Routing 
GPRS General Packet Radio Service 
GPSR Greedy perimeter stateless routing 
GRAN Geographical Routing with Aggregator Nodes 
GTS  Guaranteed Time Slots 
HCL  High Contention Level 
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HERA  HiErarchical Routing Algorithm 
HHA  Hybrid Hierarchical Architecture 
LCL Low Contention Level 
LEACH Low Energy Adaptive Clustering Hierarchy 
LPL  Low Power Listening 
LR-WPAN Low-Rate Wireless Personal Area Networks 
MNL Minimum Neighbour List 
NNL  Non Redundant Neighbour List 
NOAH NO Ad-Hoc 
NP  Neighbour Protocol 
PAN  Personal Area Networks 
PEGASIS  Power Efficient Gathering in Sensor Information Systems 
PN  Pseudo Noise 
POS Personal Operating Space 
Q-GSL Quasi-Guaranteed System Lifetime 
RFD  Reduced Function Device 
RN Route notification 
RNL  Redundant Neighbour List 
RTS Request To Send 
SAR Sequential Assignment Routing 
SEP  Schedule Exchange Protocol 
SNAP  Subtract on Negative Add on Positive 
SO  Super frame Order 
SPIN  Sensor Protocols for Information via Negotiation 
SPT Shortest Path Tree 
SQL  Structured Query Language 
TAG    Tiny Aggregation 
TC  Traffic Control 
TDMA  Time Division Multiple Access 
TEEN  Threshold sensitive Energy Efficient sensor Network 
TRAMA  Traffic Adaptive Medium Access 
UMTS  Universal Mobile Telecommunications System 
WHN  Wireless Hybrid Network 
Wi-Fi WIreless-FIdelity 
WLAN  Wireless Local Area Network 
WMTP  Wireless Modular Transport Protocol 
WPAN  Wireless Personal Area Networks 
ZMAC Zebra MAC 
ZRP  Zone Routing Protocol 

 


