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Abstract: 

The content of M220.2  Key issues in desiging network protocols in wireless sensor networking 
will be used as a basic for the preparation of Deliverables D.220.1 Protocol Comparison and New 
Features. It is based on the Joint Research Activitites that have been prepared by the different partners. 
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Executive summary 
This is the first public document of the work package dealing with sensor network protocols, as well 
as with data aggregation and fusion techniques from the Cruise project.  The relevance of the research 
performed within this cluster is doubtless.  Specific protocols, techniques and algorithms need to be 
designed and deployed, tailored to the stringent requirements that sensor devices normally have, such 
as energy awareness. 

During the first year of work, collaboration between the different partners has been ensured, by 
defining a number of tasks and activities and defining the corresponding working groups.  The first 
common aspect that was addressed within each of them was to carry out an extensive state of the art 
analysis; this helped to identify those challenges and technical issues which required more attention.  
Once the state of the art study was completed, some results have been already obtained.  This 
document presents both the most relevant conclusions from the performed analysis as well as a first set 
of the aforementioned results. 

On the other hand, the collaboration with other Clusters is ensured, since there are a number of 
partners that belong to more than one Cluster.  In this sense, some of the working items that are 
currently on going follow the guidelines proposed by Cluster A, which has sketched a hierarchical 
network.  Furthermore, some interrelation is envisaged with the reconfigurability issue, since it is also 
addressing routing aspects, as well as clustering techniques.  On the other hand, there is also quite a 
strong relationship towards Cluster D, since it is important to address the information that can be 
gathered from the physical layer, so as to be able to perform cross layer optimization.  The liaison with 
Cluster C on mobility and security needs also to be taken into consideration, since it may bring about 
some implications for the protocols that need to be deployed. 

First, the document discusses Medium Access Control (MAC) techniques.  As any other wireless-
based network deployment, the design of an appropriate MAC protocol is very relevant for the 
behaviour of sensor networks.  The document presents three different original designs, not bounded to 
any existent protocol (standard); energy expenditure in a Carrier Sense Multiple Access method, 
improvements brought about by directed antennae, as well as hypothesis testing techniques are the 
cornerstones of the three different techniques.  On the other hand, and in order to be aligned with 
current trends, the document also presents the results that have been obtained within an analysis of the 
most relevant protocol for wireless sensor networking, IEEE 802.15.4. 

Routing techniques need to face a number of challenges which are specific to sensor networks, such as 
a unique identifying scheme, the substantial asymmetry in traffic patterns, the redundancy in the 
information transmitted, as well as very hard constraints on energy consumption, radio transmission 
range and processing time. As has been mentioned before, the basic architecture that has been 
designed within the Cruise architectural cluster is hierarchical; in this sense, the document discusses 
the main aspects of the most relevant examples of hierarchical routing protocols (e.g. LEACH, 
PEGASIS and TEEN).  Another distinctive aspect of communications in wireless sensor domains is 
that WSN are usually data-centric, with the objective of delivering collected data in a timely fashion.  
The characteristics to be emphasized about Data-Centric protocols are their ability to query a set of 
sensor nodes (rather than an individual device), attribute-based naming and data aggregation during 
relaying; they route each piece of data according to its own characteristics, thus typically requiring 
some sort of data naming scheme.  On the other hand, nodes’ location is employed e.g. by routing 
protocols that use spatial addresses, and by signal processing algorithms that are used for tasks such as 
target tracking; the document discusses some of the most relevant examples of routing protocols that 
belong to this group.  Protocols refer to as Quality of Service (QoS) aware consider end-to-end 
requirements of the network link and normally aim to maximize a given quality metric across the 
entire link.  Energy-aware protocols are a special case of the latter in which energy cost is the main 
metric. 

Traditionally, the general features around which the transport protocols revolved were reliability, 
congestion and flow control, and fairness.  On WSN environments, most protocols focus only on one 
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of these general features, there are, however, a few that consider more than one.  In this sense, the 
document provides a high level explanation of the general features that need to be addressed by 
transport protocols for WNS. In addition, a list of the most spread transport protocols will then be 
characterized, according to these specific features.  Furthermore, a broad view of what current 
transport protocols need to offer will be discussed, while some new features will be proposed to fill in 
some of the existing gaps.  Before providing an extensive discussion about the current trends in 
transport techniques for WSN, the document discusses how the typical applications for these types of 
networks influence in the design of an appropriate transport protocols, studying aspects such as time 
constraint, reliability, data traffic and network deployment. 

The document also presents the current trends on cross layer optimization techniques, specifically for 
WSN.  It analyzes the problematic from a system design point of view and it presents a framework to 
classify different proposals.  Afterwards an extensive analysis of a number of proposals that address 
the cross layer optimization problem from different angles is also provided, discussing in addition, 
some other open research projects which are also addressing this topic. 

Last, but not least, the document also provides a high level description of the main challenges that we 
need to address regarding data aggregation and fusion techniques.  It also depicts the most important 
characteristics of how different network structures (tree-based and clustered-based) influence data 
aggregation and fusion, especially considering energy consumption as the most relevant design factor.  
Data aggregation based on data base techniques is also evaluated, since it may be important, especially 
in those scenarios where measurements need to be stored in-situ.  The semantics that need to be used, 
as well as how (and which type of) applications need to interact with these techniques are also topics 
covered in the document. 
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1 Introduction 

1.1 Motivation of the document 
This is the first public document reporting the results achieved by the networking work package of the 
Cruise Network of Excellence.  This WP is addressing all the research challenges that appear within 
all layers of the protocol stack for Wireless Sensor Networks, and hence, its relevance is doubtless.  In 
essence, this document summarizes the researching activities performed by the partners within this WP 
during the first year of the project. 

1.2 General presentation of the Cruise Project 
The Network of Excellence (NoE) CRUISE focuses on the communication and application aspects of 
wireless sensor networking, including all related and supportive technologies. 

The field of sensor networking research has been gathering a large interest, particularly since it has 
been demonstrated that concepts for multi-hop, self-organizing networks with energy-efficiency as a 
primary constraint are feasible, and that high levels of the miniaturization of network devices, even up 
to smart dust, is just a matter of time. At present, sensor networking is driven by two opposite trends: a 
more open source approach and one more dictated by standards.  These competing approaches pose 
many unanswered questions, resulting in a weakening of the collaborative process. 

CRUISE aims to be extremely active in working against this trend by promoting discussion and 
strengthening research cooperation between industry and academia, while maintaining an academic 
nature.  The primary objective of the CRUISE Network of Excellence is to make a significant 
contribution to the co-ordination and effectiveness of research on communication and application 
aspects of wireless sensor networking in Europe. 

1.3 Presentation of Cluster B 
The main goal of WP 220 “Joint research activities in Sensor Network Protocols and Data 
Aggregation/Fusion” is to bring about excellence within the research on the different protocols that are 
used for Wireless Sensor Networking.  This covers the whole protocol stack, but the Physical layer, 
which is analyzed by WP 240 of the Cruise project and up to the transport layer; furthermore, cross 
layer optimization aspects are also taken into careful consideration.  On the other hand, this WP (also 
known as Cluster B) focuses on techniques on Data Aggregation and Data Fusion, which are critical 
for an appropriate operation of a WSN. 

Furthermore, this WP was originally divided into two main tasks: “Sensor Network MAC, Routing 
and End-to-end Transport Protocols” and “Data fusion & Aggregation”.  The former was further split 
into four different activities, which correspond to the protocol layers that will be studied in detail:  

• MAC Protocols & Link Layer Techniques 

• Routing Protocols 

• End2end Transport Protocols 

• Cross Layer Optimization 

On the other hand, both tree and cluster based aggregation schemes will be studied within the second 
task. 

1.4 Objective of the document 
This document reports the achieved results during the first year of the project.  The work was 
structured along a number of research issues, according to partners’ expertise and interest and also 
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considering the broad scope of the WP, as has been mentioned before.  The procedure followed in 
each of the established working groups is pretty similar, starting with an extensive analysis and study 
of the current research trends.  This allows not only being aware of the status of each of them, but it 
also is the way to identify potential gaps that are worth looking at.  In addition, the document also 
presents some first available results from the work that the different partners have been performing.   

A first result that has been achieved is that the partners which are working in similar research topics 
have already started to work together, thus empowering this desirable cooperation.  Second, an 
extensive analysis of the current trends has been fulfilled for all the different research topics.  Last, but 
not least, and as will be seen, significant technical contributions have been achieved so far, thus 
having an appropriate basis for continuing the work in the different fields. 

1.5 Structure of the document 
The structure that has been provided above provides a straightforward division of the document.  
Chapter 2 discusses the main research challenges on MAC protocols for WSN.  Chapter 3 analyzes 
routing techniques and protocols, suited to the intrinsic characteristics of sensor devices.  Chapter 4 
deals with end to end transport protocol issues, while Chapter 5 analyzes the way the operation of the 
different entities can be improved if a cross layer optimization framework is used.  Chapter 6 discusses 
data aggregation and fusion techniques.  Finally, Chapter 7 concludes the document. 
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2 MAC Protocols and Link Layer Techniques 

2.1 Introduction 
In this chapter we present the research efforts dedicated to solve problems that occur due to the shared 
wireless medium in wireless sensor networks. These problems are chiefly addressed by designing 
suitable Medium Access Protocols (MAC). However, as several contributions point out, an efficient 
operation for these MAC protocols can be achieved by carefully considering the cross-layer 
dependencies (e. g. with routing, or the antennas at the physical layer). In addition, a well-designed 
MAC protocol for a Wireless Sensor Network (WSN) should be adapted to the overall objective 
imposed to the network, for example a long-lasting energy-efficient operation, the specific task that 
the network should perform etc. This chapter consists of two parts. The first part (Section 2.2) is 
dedicated to investigation of generic MAC-layer protocols, not tied to a specific existing MAC 
implementation. The first contribution in that part (Section 2.2.1) provides a thorough analysis of the 
energy expenditures in the contention-based p-persistent CSMA protocol.  The second contribution 
(Section 2.2.2) is surveying the design of MAC protocols in the context of the usage of directed 
antennas. In Section 2.2.3, the design of a task-specific MAC protocol is described, where the task 
imposed to the WSN is a hypothesis testing. The second part of the chapter (Section 2.2) consists of 
contributions for which the basis is the MAC protocol of IEEE 802.15.4. Analysis and performance 
evaluation of the 802.15.4 MAC protocol is presented in Sections 2.3.1 and 2.3.2. Finally, Section 
2.3.3 investigates the problem of network formation when the network nodes are assumed to use the 
802.15.4 MAC protocol. 

2.2 Analysis and design of generic MAC protocols 

2.2.1 Energy Efficiency of /p/-persistent CSMA in Non-Saturated Traffic Conditions 

2.2.1.1 Introduction 
Contention based MAC schemes offer a number of advantages for use in WSNs, including minimal 
synchronization requirements between the nodes and making the need of a central scheduler 
redundant. As a result, the deployed WSNs can be more robust. However, contention based schemes 
suffer from many sources of energy wastage, namely, collisions, transmission overhearing and idle 
listening. In this document we analyze the various sources of energy wastage for p -persistent CSMA 
MAC and derive a closed formula for calculating the expected energy efficiency as a function of 
various design parameters, for a fully connected, one hop network topology. 

2.2.1.2  Related work 
Previous analysis concerning the energy efficiency of CSMA-based protocols has been performed 
considering the IEEE 802.11 protocol family and focusing on laptop applications rather than WSNs. 
As a result, the analysis is performed assuming saturated conditions, in which, every node has a packet 
to transmit at any time. More specifically, in [2], Zanella and Pellegrini have analyzed the energy 
efficiency of the IEEE 802.11 DCF for saturated conditions, assuming that a collision occurs with a 
given probability, and calculated the expected lifetime of a terminal in terms of successfully 
transmitted packets. In [3], Bruno et. al. calculated the energy efficiency of IEEE 802.11 by 
approximating it with a p -persistent CSMA protocol, under saturated conditions. The authors 
simplify the obtained formulas by assuming that whenever there is a collision only two terminals are 
involved, and provide a closed formula to optimize the contention probability p . Finally, in [4], Chan 
et al. extended the analysis in [3] and combined it with delay analysis. 

While the saturated conditions model can be used for typical ad-hoc networks, consisting of laptop 
computers, it proves inadequate for the design of CSMA-based MAC protocols for sensor networks 
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where the nodes are expected to require a more infrequent access to the channel. At the same time, 
optimization of the energy efficiency becomes very important due to the scarce energy resources of 
the nodes. 

2.2.1.3 Model Description 
 Our derivation follows the approach in [5] and [7] for slotted p -persistent CSMA/CA, for a finite 
number of nodes, forming a fully connected, one-hop wireless network. We hence use the same 
notation which defines the channel states. 

Each node can be either a transmitter or a receiver with equal probability. All transmitted packets have 
the same length, and are transmitted over an assumed noiseless channel. Each terminal can sense any 
transmission that occurs within the Carrier Sensing (CS ) area and delays its own transmission. All the 
transmissions inside the Transmission Range (TR ) are successful, i.e. the Signal to Interference Ratio 
( SIR ) is greater than a threshold which allows error-free reception. 

For simplicity, it is assumed that a packet transmission duration (T ) equals unity (this includes the 
interruption time), therefore all the values in this section will be normalized to the packet duration. 
The slot duration denoted by a  is chosen to be equal to the propagation delay. Furthermore, a1/  is 
assumed to be an integer. 

All the users are synchronized to start their transmissions at the beginning of a slot. Each terminal has 
periods which are independent and geometrically distributed (in order to take advantage of the 
memoryless property), in which there are no packets. 

A terminal will be called empty if it has no packets in its buffer awaiting transmission, and ready 
otherwise. A terminal switches from the ready state to the active state at the moment that it starts a 
transmission. 

In each slot, an (empty) terminal generates a new packet with probability g  ( 1<<0 g ), where we 
assume that g  is comprised of both new and rescheduled packets. Since we consider the p -persistent 
protocol each ready terminal starts transmitting in the next slot with probability p  ( 1<0 ≤p ). 

Each user is assumed to have at most one packet requiring transmission at any one time (including any 
previously blocked packet). This means that all users make room for new packet arrivals from the 
beginning of a packet transmission by putting aside the already buffered packets; this is the same 
assumption as in [5] and [6]. 

2.2.1.4  Protocol Analysis 
The system state consists of a sequence of regeneration cycles composed of consecutive busy and idle 
periods. We define an idle period ( I ) as the time at which the channel is idle and all the terminals are 
empty. In contrast, we define a busy period ( B ) as the period at which there is a transmission, 
successful or not, or where at least one of the M  terminals is ready. A busy period ends if no packets 
have accumulated at the end of a transmission. 
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Figure 1: Time sequence of events 

 

The channel busy period is divided into several sub-busy periods such that the thj  subperiod, denoted 
by )( jB , comprises a transmission delay, denoted by )( jD , followed by a transmission time ( )( jT ). 

(1)D  occurs whenever there is a packet arrival in the last slot of the idle period, while )( jD , for 
2≥j , occurs if there has been at least one packet arrival during the previous transmission period 
1)( −jT . Since the transmission period is α+1=)( jT , regardless if the transmission is successful or 

not, α++1= )()( jj DB . Figure 1 demonstrates the described events. 

Let J  denote the average number of subperiods within a busy period. Since the busy periods continue 
as long as there is at least one arrival amongst the M  terminals, during the last transmission time, the 
expectation of J , as derived in [6], is given by MagJ )1/(1)1/(1= +−  and the average duration of the 
idle period, ))(1/(1= MgaI −− . 

Let ]=[ )(
0 nNPr j  be the probability that n  packets arrive in M  users during jX  slots, given that 

1≥n , we have 
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where 1=1X  slot and aX j 1/1= +  slots for 2≥j . This is the distribution of the ready terminals 

awaiting transmission at the beginning of the subperiod )( jB . The distribution of the initial 
transmission delay )( jD , as derived in [6] is given by:  
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The expected value of )( jD  is then given by:  
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The probability for a specific (tagged) user to generate and successfully transmit a packet in a specific 
subperiod is  
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Unconditioning (4) using (1) and (2) the probability of success is derived as in [7],  
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The probability for a subperiod to be occupied by a collision is given by the probability that at least 
two ready terminals attempt a transmission.  
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The probability for the tagged node to generate a packet but fail to successfully transmit it is given by  
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 The probability for the tagged node to generate a packet, but lose the contention is given by  
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The probability for a node to be empty at the beginning of a subperiod has been derived in [7] and is 
given by:  
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We can uncondition equations (6),(7), and (8) as we did for )( j
sP . It is easier however to express the 

corresponding probabilities as functions of )( j
sP  and )( j

eP . First we notice in (6) that it can be written 

as ][)(11 SuccessPrp nm −−− + . We further notice that nmp +− )(1  is the probability that none of the 
nm +  terminals will transmit. When unconditioning, this term is cancelled, leading the probability for 

a collision to take place in the system to be expressed as  
  )()( 1= j

s
j

cs PMP ⋅−  (10) 
The above expression means that a collision occurs in all the subperiods where none of the M  
terminals succeeds in transmitting a packet. 

From equations (7), and (8), we notice that  
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Since at the beginning of every subperiod the tagged terminal can start a successful transmission, lose 
the contention, take part in a collision, or simply be empty, we have that  
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Therefore, we can express )( j
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2.2.1.5 Virtual Transmission Period 
To proceed with our analysis we notice that the system is regenerative also with regards to successful 
transmissions from the tagged node. We therefore define a virtual transmission period, which starts at 
the end of a successful transmission by the tagged node and finishes at the end of its next successful 
transmission (Figure 2).  

The virtual transmission periods are i.i.d. and include a number of subperiods as well as idle period(s). 
In every subperiod the tagged node will successfully transmit a packet with probability sP , and fail to 
transmit (either by not generating a packet, or by losing the contention, or by colliding) with 
probability sP−1 , where sP  is the average success probability in any subperiod, given by  
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Figure 2: Virtual Transmission Period 

 

The expected number of subperiods until the first successful transmission by the tagged node 
(including the transmission) is given by:  
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Since, on average, every J  subperiods there is an idle period I , the average idle time in every virtual 
transmission period is given by:  
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Similarly, the average number of subperiods where the tagged terminal is empty, loses the contention, 
or is involved in a collision, can be derived as  
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The expected number of collisions within one virtual transmission period, regardless if the tagged 
node is involved or not, is given by  
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The average duration of a subperiod is given by  
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2.2.1.6 Energy Consumption model 
From an energy consumption point of view, the node can be in one out of four different states at any 
time, namely:   

• Transmit: The node is transmitting, successfully or not, consuming energy of TW  per 
timeslot.  
• Receive: The node is receiving a packet, successfully decoding the enclosed information bits 
and consuming energy of RW  per timeslot.  
• Idle: The node is sensing the medium to detect a carrier, but is not attempting to decode any 
information bits. In this state, the node is consuming energy of IW  per timeslot, which is 
slightly smaller from RW , since decoding is not performed.  
• Sleep: In this state, the transceiver is switched off and the sole energy ( SW ) that is consumed 
is from the DSP clock.  

 
We assume that whenever a transmission begins the non-transmitting nodes try to decode the header of 
the packet to identify if they are the intended receiver and read the network allocation vector (NAV), 
indicating the length of the packet. The length of the header is HT  and we assume that α/HT  is an 
integer. If there is no collision all the listening nodes will successfully decode the above information 
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and the intended receiver will continue decoding the remaining of the packet, while the rest of the 
nodes will go to sleeping state until the NAV expires. If there is a collision, none of the listening nodes 
can decode the NAV, so they keep sensing the channel until the transmissions are over, when they can 
contend for the channel. 
The average number of successful transmissions in one virtual transmission period is MNN css =− . 
From definition, the tagged node has exactly one successful transmission in one virtual transmission 
period. Since all the nodes become receivers with the same probability, the average subperiods that the 
tagged node will be a receiver in a virtual transmission period is  

  1=
1

1=
−

−−
M

NNN css
R  (22) 

Based on the above discussion, the energy consumption of the tagged node during transmission, 
reception, idle listening, contention, overhearing, and collision is calculated as below:  
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The total energy spent by the tagged node in a virtual transmission period ( TotalE ) is given by the sum 
of the above amounts of energy, and corresponds to the total energy spent (on average) for the 
successful transmission of one information packet. The Energy Efficiency (η ) is defined as the ratio 
of the energy spent on payload transmission over the total energy.  
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2.2.1.7 Numerical Results 
To demonstrate our results we are using the measurements presented by Feeney et al. in [1] for a 
Lucent WaveLAN PC “silver” card. According to their measurements, the ratio Tx:Rx:Idle:Sleep is 

0.05:0.635:0.728:1 .  

Figure 3 shows the percentage of the total energy that is spent on different states of the tagged terminal 
( Totalx EE / ), as a function of the contention probability p . We can see that for lower values of p  most 

energy is spent on contending for the channel, due to the very long transmission delays D . As p  
increases, collisions become the dominant cause of energy expenditure. Besides the colliding nodes, 
the overhearing ones are also affected by the collisions as they are not able to decode the NAV and 
thus cannot go to sleeping state.  



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 2.0/29.11.2006 Page 19 of  99 

 

 

Figure 4 plots the energy efficiency, η , as a function of p  and the total offered load agMG /= . We 
can see that for there is generally an optimum p  for given traffic conditions. If the total offered traffic 
is below a certain value most energy is spent in idle listening of the channel, reducing η  to 0. A 
straight forward way to increase the efficiency would be to introduce sleeping periods during which 
the sensors collect data to forward to the MAC when the latter is awake. Effectively, sleeping patterns 
have the same effect with increasing the total offered load. Further analysis on the expected effect of 
sleeping patterns is one of the future extensions of this work. 

 

Figure 3: Percentage of the total energy spent on different states (M=50, G = 50, a=0.01, TH=0.1) 

 

 
Figure 4: Energy Efficiency (η) as a function of G and p (M=50, a=0.01, TH=0.1) 
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2.2.1.8 Conclusions 
We have presented a probabilistic analysis of the energy consumption of p -persistent CSMA. The 
provided framework gives the expectation of the energy expenditure from a node in any possible 
communication state in for the transmission of one information packet. A variety of parameters are 
considered including the number of terminals sharing the channel, the total offered traffic, the 
contention probability, and the packet header and payload lengths, making this framework a very 
valuable tool in the design of CSMA-based MAC protocols. 

2.2.2 MAC design for WSNs with smart antennas  
WSNs differ from wireless ad hoc networks because of more energy constraints: nodes employed in 
WSNs are characterized by limited resources such as storage, processing and communication 
capabilities. To cope with these impairments, there has been a lot of interest in the design of new 
protocols to facilitate the use of smart antennas in ad hoc networks. Smart antennas allow the energy 
to be transmitted or received in a particular direction as opposed to disseminating energy in all 
directions. This helps in achieving significant spatial re-use and thereby increasing the capacity of the 
network. However, the MAC and the Network (NWK) layers must be modified and made aware of the 
presence of enhanced antennas in order to exploit their use. This might be accomplished by means of 
the cross-layer principle, as widely adopted in recent wireless networks design. 

The use of smart antennas in WSNs is highly desirable for several reasons: higher antenna gain might 
compensate the reduced coverage range due to higher frequencies (for realizing small size nodes) or to 
preserve connectivity in networks and efficiently use the node energy thus increasing its lifecycle. 
Besides, the adoption of smart antennas allows the gain maximization toward the desired directions by 
concentrating the energy in a smaller area, with a transmitted power decreasing, a received power 
increasing, a power consumption reduction, a coverage range increasing, a network lifetime increasing 
and an error probability reduction. Moreover, as the joint application of smart antennas and channel 
access management protocol permits to reduce the undesired power radiation, it is possible to reduce 
interference caused by other transmissions and collision probability. However, the use of these 
antennas presents significant challenges at the higher layers of the protocol stack; in particular, the 
medium access and the routing layers will have to be modified.  In the following, the protocol design 
solutions in the presence of directional antennas as proposed in the literature are examined.  

In [8] several extensions of IEEE 802.11 protocol have been proposed. The basic protocol, named 
Directional MAC (DMAC) [9], operates in two phases. The first phase (based on directional RTS/CTS 
exchanges) is used for tuning the receiver antenna on the sender direction. During the first phase, the 
receiver listens to the channel omni-directionally. After this phase, DATA and ACK messages are 
exchanged directionally. Overhearing nodes update their directional network allocation vectors as in 
IEEE 802.11. This protocol suffers from several problems due to the directional nature of the 
communications and the increased directional range: hidden terminals due to unheard RTS/CTS 
messages, hidden terminals to asymmetry in gain and deafness. 

Multi-hop MAC (MMAC) [9] extends the basic DMAC protocol by using multi-hop RTSs to establish 
a directional link between sender and receiver. Then CTS, DATA and ACK are transmitted over a 
single hop by exploiting the directional antennas gain. The neighbours of a node are divided into two 
types: 

o the Direction-Omni (DO) neighbours which are those neighbours of a node that can receive 
transmissions from the node even if they are in the omni-directional reception mode; 

o the Direction-Direction (DD) neighbours which are those neighbours of a node that can hear 
from the node only if they are beam formed in the direction of the node.  

 

The idea behind MMAC is to form links between DD neighbours; the advantage of doing this is to 
reduce the hop-counts on routes and in bridging possible network partitions. The basic problems with 
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hidden terminals and deafness still exist with the MMAC protocol; however, the benefits due to the 
use of the increased range somewhat compensates for the other negative effects.  

The previous shortcomings for DMAC and MMAC, are reduced in random topologies of networks; 
besides, these protocols don't study neighbour discovery and the tracking of neighbours in mobile 
scenarios. 

The Receiver-Oriented Multiple Access (ROMA) [10] protocol has been proposed for scheduled 
access with the presence of multi-beam antenna arrays (MBBA). It exploits the multi-link feature of 
MBBA so a node can commence several simultaneous communication sessions by forming up to K 
links, where K indicates the number of antenna beams. Besides, the system is capable of performing 
omnidirectional transmissions and receptions. This protocol relies on a time-slotted system, where 
time is divided into contiguous frames. Thus ROMA creates a certain number of links in every time-
slot through a two-hop topology of transmission. Resorting to the capacity of MBBA, in transmission 
and in reception, good results in terms of throughput and delay can be achieved. 

In [11] a protocol MAC with Multiple Selectable, Fixed Oriented Antennas has been proposed. Each 
node has the option to use all antennas simultaneously, resulting in omnidirectional 
transmission/reception; alternatively, a node can, while sending or receiving, decide to turn off some 
of antennas. The signal is then only transmitted/received over the active antennas in their respective 
sectors. After a sensor node is back to an active state, it listens omnidirectionally to the channel with 
all of its antennas. Then, when a signal on one of its antennas is strong enough to mark the beginning 
of a packet reception, the node determines the antenna which provides the highest signal level and 
shuts down the other antennas. At the end of the reception the packet is marked with the direction it 
came from and the node returns to omnidirectional listening mode. Before a sensor node is going to 
send any data, it has to know which antennas are involved; as this information is neighbourhood 
information and in our case stored in the MAC layer, the MAC layer has to mark every outgoing 
packet with the antennas this packet has to be radiated on. Based on this behaviour for 
reception/transmission, this protocol works as follows: before the transmission of a DATA packet, 
RTS/CTS messages are transmitted using all free antennas; conversely, DATA and ACK packets are 
only sent on the antenna which has had the strongest signal when receiving the RTS or CTS, 
respectively. The nodes which hear the RTS/CTS exchange, instead of abstaining from transmission 
during the packet only turn off  the sector from which the control had been received by entering the 
information in the related DNAV ( every antenna has its network allocation vector). So these nodes 
can pursue communication with other nodes using any remaining free antenna. This protocol is energy 
saving thanks to the reduced number of retransmissions in the presence of dense networks. 

In [12] a new protocol for WSNs is proposed; it tries to maximize efficiency and minimize energy 
consumption by favoring certain paths of local data transmission towards the Sink using switched 
beam antennas at the nodes. It is suited for those cases where unexpected changes to the environment 
must be propagated quickly back to the base station without the use of complicated protocols that may 
deplete the network from it resources. The mechanism is the following: during the initialization phase 
of the network, the base station transmits a beacon frame with adequate power to reach all the 
network's nodes. Each node switches among its diverse beams and finds the one that delivers the best 
signal. Then, the nodes will use this beam only for transmitting data and they will use the beam lying 
on the opposite side of the plane only for receiving data. The protocol is highly dependent on the 
antenna beam-width; by carefully selecting the appropriate beam-width one obtains a tradeoff between 
robustness and load incurred in the network. 

Finally, [13] introduces an opportunistic MAC scheme for controlling the uplink message transfer 
from sensor nodes to a central controller in WSN. The WSN controller is equipped with multiple 
antennas to communicate with single-antenna sensors. Using multiple antennas, the controller forms a 
beam that sweeps in an iterative, pseudo-random manner across the entire deployment area and it 
broadcasts a beacon signal. Each node will discover the beam of the controller because it will receive 
its beacon with a larger signal-to-noise ratio (SNR) than other nodes. So, if a node has a packet to 
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transmit, it can send it. This protocol benefits from diversity of reception at the controller and leads to 
a considerable reduction of battery energy consumption in sensor nodes.  

To conclude this overview, it is worth noticing that the use of directional antennas implies higher 
capacity thanks to increased spatial re-use, lower latency, better connectivity, longer network lifetime 
and greater security. But each protocol grants a privilege to certain positive aspects of these antennas 
because the efficiency of a MAC protocol depends on several aspects: density and traffic of the 
network, type of application and topology of antennas used. 

2.2.3 MAC for hypothesis testing over a shared channel 

2.2.3.1 Motivation and Scenario Description 
A wireless sensor network can be defined as a system of sensing nodes that are using wireless 
communication to achieve a synergetic sensing task. This implies that the protocols for wireless sensor 
networks (WSNs) should be designed in an application-centric or task-centric manner instead of an 
architecture-centric manner, such as the IP-based networks or networking protocols based on the OSI 
layering. For example, let there be a set of sensors deployed to detect the occurrence of an event in a 
certain area. The end user of the sensory data is interested in the answer to the question `”Has event X 
occurred?'”. The node that collects the sensory data and answers the query of interest is referred to as 
data sink or fusion centre (FC). The individual data collected at a sensor is not important per se, but 
the extent to which it contributes to the answer to the aforementioned question. For example, if there 
are 100 deployed sensors, 98 of which detected the event, then the remaining 2 sensors do not need to 
send their data ``no event'' to the fusion centre, since it will not affect the overall decision. In general, 
the communication protocol in a WSN should be designed in concert with the data fusion process, thus 
conforming to the application--centric networking design paradigm. 

This example motivates us to consider the following scenario. Let there be a population of battery-
operated failure prone sensors, randomly deployed in a field of interest, an unlimited energy supplied 
fusion centre and a common shared channel where the uplink communications follow a random access 
scheme and the downlink transmissions are performed in a broadcast manner. Initially, FC or the 
interrogator1 is probing the sensor field by broadcasting an inquiry in order to solicit replies from 
sensors which have detected/sensed data with a certain property A . Let us denote by AN  the number 
of sensors that have such a property. If 1>AN , the sensors need to run some conflict resolution 
algorithm in order to access the random access channel. A sensor node is resolved if it successfully 
transmits its message to the FC. Such conflict resolution is governed or facilitated by the FC by 
providing feedback that collision or successful transmission has been detected. The initial replies from 
the AN  sensors arrive simultaneously and produce an initial batch conflict of multiplicity AN . After 
completely resolving the conflict and receiving all the AN  packets successfully, FC knows that 
exactly AN  packets have the property A . Let the property of interest be whether or not an event 
occurred. Then, each sensor has a binary decision to support one of the two possible hypotheses: 

=1H  {Event E  occurred} and =0H  {Event E  did not occur}. Among the N  devices, 1N  support 
hypothesis 1H  and 10 = NNN −  support hypothesis 0H . The FC tests the hypothesis by counting 

0N  and 1N  and deciding based on majority voting i.e. event occurred if 01 > NN . The 
straightforward implementation of this hypothesis testing is as follows. The FC can first resolve the 
batch conflict among the 1N  sensors and thus retrieve the value of 1N . Subsequently, FC can run 
another batch conflict resolution and retrieve 0N , then compare 1N  and 0N  and make the decision. 

                                                      
1 The terms interrogator and fusion centre will be used interchangeably. 
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Nevertheless, this conventional method may spend an excessively high number of messages/time slots, 
without a significant improvement of the decision reliability. 

The framework for resolution of batch conflicts proposed in [17] allows an estimation of the conflict 
multiplicity iN  to be made while running the random access algorithm. This estimate is progressively 
correct as more nodes are resolved and is trivially correct when all nodes are resolved. Now let us 
suppose that in the hypothesis testing 01 NN >> . Let the FC run the conflict resolution algorithms in 

a time division manner, such that at some instant it has the estimates 1N̂  and 0N̂  and with high 

probability 01
ˆ>ˆ NN . In that way, the FC does not need to run the complete conflict resolution 

procedure, but only until it can make a satisfactorily reliable decision, e. g. the probability of no 
detection ε<)|ˆ>ˆ( 1010 NNNNP ≤ . With such a partial conflict resolution, the approximate 
decision fusion consumes less time and messages from the sensors and thereby contributes to the 
efficient usage of the limited energy supply of a sensor. 

We use the framework for approximate counting over a random access channel from [17], to devise 
methods for approximate hypothesis testing through majority voting. The FC terminates the data 
gathering through the random access channel as soon as it can make a sufficiently reliable decision 
based on the data received so far. The details of this work can be found in [18]. 

2.2.3.2 Conflict Resolution with Approximate Counting 
In order to introduce the framework for approximate counting from [17], we start by describing the 
well known splitting-tree algorithms [19]. Figure 5 depicts one possible evolution of the tree algorithm 
for initial conflict of multiplicity 8=N . The level of a tree node is the path length from that node to 
the root of the tree. Each tree node is uniquely associated with a string called address, related to the 
tossing outcomes of a terminal. For example, 2d  and 3d  belong to the tree node with address 01 , 
enabled in slot 4. The root has address ε  (empty string) and is at level 0. In fact, the initial conflict 
among the terminals follows the probe with address ε  from the interrogator. Using the tree 
representation, we can say that an address is enabled in slot t  if the terminals that belong to that node 
are allowed to transmit in t . In the basic variant, the tree nodes are enabled in a pre-order fashion. 

By representing the binary tree in an alternative framework, we can get an insight on how the conflict 
multiplicity can be estimated while the conflict is being resolved. Instead of tossing coins, let us 
assume that before the initial attempt to transmit, each terminal generates a random real number, 
referred to as token, uniformly distributed in the interval [0,1) . Now, instead of considering enabled 
addresses from the tree, we can equivalently consider enabled intervals. After the initial collision, the 
interval [0,0.5)  is enabled in that sense that all nodes that have drawn tokens in that interval have the 
right to transmit in that slot. Figure 6 shows how the instance of the algorithm on Figure 4 can be 
represented through a sequence of enabled intervals. The interval )[0, p  is called resolved if all the 
sensor nodes that have their tokens in )[0, p  manage to transmit successfully to the interrogator. Let 
us assume that there are n  tokens in the resolved interval )[0, p . Then the interrogator can estimate 

the unknown multiplicity N  as 
p
nN =ˆ . This fact has been used in [17] to speed up the conflict 

resolution by tuning the length of the enabled intervals to the estimated value N̂ . The fastest proposed 
version of such algorithms is the Interval Estimation Collision Resolution (IECR) algorithm. When the 
batch size ∞→n , it is shown that the time efficiency of IECR reaches asymptotically the same time 
efficiency that the FCFS algorithm [19] achieves for Poisson instead of batch arrivals. 
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Figure 5: An instance of the binary tree algorithm for 8=N  terminals 

(The number denotes the slot in which a node is enabled. Below each node is the channel state in that 
slot. For channel state ``single'',   denotes the resolved sensor) 

 
Figure 6: Representation of the example of binary tree from Figure 5 by using tokens and 

sequence of enabled intervals. 

 
 
When applying the IECR (or any equivalent algorithm) for hypothesis testing by approximate 
counting of a set of N  sensors, we need to find what is the reliability of such obtained estimate N̂ . 
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The probability that 
pestNN=  given that exactly *

pN  sensors have tossed the tokens in ][0, p , can be 

modelled using a Bernoulli random variable n , with parameters p  and N , where the latter is 
unknown:  

  .),,(=},=|={ ** pNNBpNNNnP
pestppestp   

For the conditional probabilities we can write:  
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We can notice that if *
pN  devices tossed a uniformly distributed number smaller than p , there are 

p
1

 

values of N  that make *
pN  the most probable outcome for n : for example, if 8=n  and 0.25=p , 

we have 4=1
p

 values that make 8=n  the most probable outcome, i.e. 330,31,32,3=N . If no 

knowledge of N  is assumed, then the a priori probability for having each of those values is identical. 
Hence, using ((8)), the probability of N  being equal to a particular value 

pestN  can be approximated 

as:  
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2.2.3.3 Approximate majority voting 
Recalling that the set of N  sensors is divided into two subsets supporting respectively the binary 
hypotheses, the strategy we will pursue for the estimation of 0N  and 1N  relies on the IECR 
algorithm: a contention between two parallel runs of IECR is used to estimate both the unknown 
values, exploiting the TDMA technique. The slots are in fact alternatively used to resolve sensors of 
the 1N  set and of the 0N  set, so that we can make at each unit of time an error-prone decision, basing 
the choice on the value of the resolved nodes and the scanned intervals. The stopping criteria are based 
on upper bound for the probability of erroneous decision, as derived in [18]. Two stopping criteria 
have been derived, based on whether the total number of sensors N  is known or not known, 
respectively.  

For evaluation purposes, we set the parameters as follows: 1000=N , 1500=runs , 
35,40],20,25,30,[1,5,10,15=ormaximumerr . Here we show only the results for the case when N  

is unknown, see Figure 7. We present two groups of results, with 0.8=ratio  and 0.1=ratio , where 
We plot different parameters versus the maximal allowed error probability: the average number of 
slots used to run the algorithm, the mean error of the decision, the mean number of messages sent per 
each sensor and finally the time efficiency, defined as the number of slots used to run the algorithm 
divided by the number of sensors. We can clearly see that for both values of ratio  we can have an 
improvement for the time complexity and the message complexity if we accept to set an interval 
tolerance in the error probability. The results show that as the value of maximum allowed error grows, 
the curves representing the messages sent decrease, and the ones representing the time efficiencies 
grow. 
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Figure 7: Optimal bound: results with unknown N. 
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We can also notice in Figure 7 (b) that the error is always equal to 0 : we know that one set of sensors 
is much smaller than the other, hence the algorithm counts all the sensors of that set before having the 
first feedback from the other set. Since the total N  is unknown, the information related to the smaller 
set is then not useful until estimations of the second set are performed. The previous observations give 
reason also to the fact that in Figure 7 (b) the number of slots used by the algorithm approaches an 
asymptote different from 0 . 

2.2.3.4 Conclusions 
We have considered the problem of hypothesis testing for single-hop wireless sensor networks in 
which the sensors use a random-access channel to transmit information to the fusion centre (FC). 
There is a set of N  sensors, 1N  of them detect that an event has occurred and 10 = NNN −  have 
detected the absence of that event. The fusion centre needs to know 0N  and 1N  and uses majority 
voting to decide whether or not the event has occurred (i.e. it has occurred if 01 > NN ). In a 
conventional approach, the FC runs a random access protocol to collect the data and find the exact 
values of 0N  and 1N  and then makes the decision. Here we have proposed methods for decision 
fusion based on approximate counting of 0N  and 1N . The FC runs two instances of the random 
access protocol, for the 0N  and 1N  nodes, respectively. The protocol utilizes the framework 
introduced in [17], which makes it possible to obtain estimates of 0N  and 1N  while resolving the 
conflicts. The precision of the obtained estimates is proportional to the resources (time and messages) 
used in resolving the conflict. Hence, by making a decision based on the estimates of 0N  and 1N , the 
FC can trade-off the reliability of the decision fusion with the energy that the sensor nodes invest in 
resolving the conflict. 

As a future work, we need to consider more general scenarios for decision fusion over a random 
access channel. For example, an interesting question is how FC can approximately compute a function 

),,( 21 Nxxxf K  over the random access channel, where nx  denotes the reading of −n th sensor.  

2.3 MAC protocol in IEEE 802.15.4 

2.3.1 Performance evaluation and analysis  

2.3.1.1 Overview of the IEEE 802.15.4 Standard 

The IEEE 802.15.4 defines a standard for a low-rate wireless personal area network (LR-WPAN). A 
LR-WPAN network conforming to the IEEE 802.15.4 standard is composed of several devices and its 
functionalities and features can be illustrated by several terms. Some of them could be listed here. 

• Coordinator: is a device which is authorized to provide synchronization services in an 
established network. There can be two different kinds of coordinators based on their operation 
scope. First is the WPAN-Coordinator, which acts as a coordinator for the entire WPAN. 
Where as an ordinary coordinator can only function within the scope of a cluster. 

• Cluster: is a small section of a bigger network, which has its own coordinator. Groups of 
clusters communicate with a central WPAN-Coordinator to form the WPAN in a mesh 
topology.  

• Device/End Node: is either a reduced or full function device that can be visualized as a leaf of 
a tree structure. Any device that is not a coordinator is an end node. 

• Personal Operating Space (POS): It is the operating range of a node in all directions, and is a 
constant irrespective of being in motion or stationary.  
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As aforementioned, the LR-WPAN supports two types of devices called the Full Function Device and 
the Reduced Function Device.  

• Full Function Device (FFD): As its name, it can provide all function of LR_WPAN. The FFD 
can operate in three modes serving as a personal area network (PAN) coordinator, a 
coordinator, or a device.   

• Reduced Function Device (RFD):  An RFD is intended for applications that are extremely 
simple, such as a light switch or a passive infrared sensor; they do not have the need to send 
large amounts of data and may only associate with a single FFD at a time. Consequently, the 
RFD can be implemented using minimal resources and memory capacity.   

 

A basic LR-WPAN comprises of a mixture of these devices, an FFD being the most common device 
used in a WPAN. Any WPAN network should have at least one FFD, to act as the WPAN-
Coordinator. However, depending on the application when a RFD is not feasible, to fulfill the needs of 
the application, an FFD can be used. The devices of a network monitor the applications and reply to 
the coordinator. An FFD can talk to RFDs or other FFDs, while an RFD can talk only to an FFD. 

The devices within the WPAN should be around the operating space of the coordinator. But given the 
dynamic propagation characteristics of the channel a definite operating space for each device cannot 
be defined. Table 1: IEEE 802.15.4 Operating Conditionsshows the applications, definitions and 
operational frequencies of the IEEE802.14.5 standard. 

Frequency Band Num of Channels Data rate (Kbps) Applicability Restrictions 

2.4Ghz 16 250 WorldWide Unlicensed 

915Mhz 10 40 USA Licensed 

868Mhz 1 20 Europe Licensed 

 

Table 1: IEEE 802.15.4 Operating Conditions 

A LR-WPAN supports three different types of topologies. 

• Star Topology 

• Peer-to-Peer Topology 

• Cluster Tree/Mesh Topology 

The IEEE 802.15.4 standard defines the PHY and the MAC layers as defined in the OSI layered 
architecture. An LR-WPAN device consists of a PHY, which contains the radio frequency (RF) 
transceiver along with its low-level control mechanism, and a MAC sub layer that provides access to 
the physical channel for all types of transfer. Figure 8 depicts the layered architecture of IEEE 
802.15.4. 
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Figure 8: IEEE 802.15.4 Architecture 

The features of the PHY layer are activation and deactivation of the radio transceiver, link quality 
indication, channel selection, clear channel assessment, and transmitting as well as receiving packets 
across the physical medium. Similarly, the MAC layer is responsible for beacon management, channel 
access, GTS (guaranteed time slot) management, frame validation, acknowledged frame delivery, 
association, and disassociation. 

The MAC layer provides an interface between the SSCS (service specific convergence sublayer) and 
the PHY. The MAC layer conceptually includes a management entity called the MLME (Mac layer 
management entity). This entity provides the service interfaces through which layer management 
functions may be invoked. The MLME is also responsible for maintaining a database of managed 
objects pertaining to the MAC layer. This database is referred to as the MAC sub-layer PIB. [15] 

2.3.1.2 MAC Functional Overview 
Superframe structure  

The superframe structure (Figure 9) is defined as the time duration between two consecutive beacons. 
The structure of the superframe is determined by the coordinator. The coordinator can also switch off 
the use of a superframe by not transmitting the beacons. The superframe duration is divided into 16 
concurrent slots. The beacon is transmitted in the first slot. The remaining part of the superframe can 
be described by the CAP (contention access period), CFP (contention free period) and Inactive. The 
superframe is used to provide important statistics like synchronization, identifying the WPAN and the 
superframe structure, to the devices connected in a WPAN. This information is critical for the 
operation of the WPAN in a Beacon enabled network. 
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Figure 9: Superframe structure 

 

Data transmission 

According to the standard, there are three different types of data transmissions. 

• Transmission from a device to the coordinator 
• Transmission from the coordinator to the device 
• Transmission between any two devices. 

In a star topology network, where each device is directly connected to the coordinator, only the first 
two transmission techniques (between device and coordinator) are possible. Transmission between any 
two devices is not predefined in the standard, where as in a peer to peer network all the three types of 
transmissions are possible. The transmissions can be carried out in either of the two ways, depending 
on whether or not the beacon transmissions are allowed. The following evaluation is focused on a 
beacon enabled network. The transmission scheme from coordinator to device is shown in Figure 10.  

 

 
Figure 10: Transmission scheme: from coordinator to device 

Figure 11 shows the transmission scheme from device to coordinator. 
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Figure 11: Transmission scheme: from device to coordinator 

 

2.3.1.3 Performance evaluation and analysis 

A small network is simulated for the IEEE802.15.4 standard with the parameter setup equivalent to the 
Zigbee testbed provided by the company ZMD with reference to their transceiver, ZMD44101 [16]. 
The network structure as well as its traffic and node parameters is summarized in the following table 
(Table 2). 

 

Parameter Value 

Traffic Type CBR 

Number of Nodes 15 

Number of Flows 8 

Number of Coordinators 1 

Node Movement None 

Node Position Manual (Along a circle of radius 
POS) 

Traffic Direction Node -> Coordinator 

Packet Size 70Bytes 

 

Table 2: Traffic and node parameters 

 

Several modifications of the original Zigbee simulator are carried out in our work and in [16]. The 
simulations use these following power parameters (Table 3): 
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Parameter Value 

Pt 0dBm (1mW) 

RxThresh -97dBm, -92dBm, -87dBm, -
82dBm 

CSThresh -97dBm (1.9952 × 10−13) 

CPThresh 10 

Antenna Height 1.0m 

txPower 0.0744W 

rxPower 0.0648W 

idlePower 0.00000552W 

 

Table 3: Power parameters 

Several metrics can be defined to grade the performance of a technology against the elements of 
wireless networking. Because the analysis focuses only on data transmission, and the metrics measure 
their features with respect to data packets. Therefore, we measure the following performance metrics: 
network throughput, average delay, delivery ratio, and energy consumption. All the results are taken 
after running each simulation with duration of 1000 seconds 20 times, and the results are calculated 
with a confidence probability of 95%. 

Network throughput 

It is a measure of the amount of user data (without overhead) transmitted from all of the sources to the 
destinations in a period of time. The following figure shows the throughput measured in total bits 
received per second with different data rates. The impact due to receiver sensitivity is studied also in 
the simulation. In Figure 12, it can be clearly seen that when the receiver is sensitive enough (-97dBm) 
we have better performance, compared to the cases when the receiver sensitivity is -92dBm, -87dBm 
and -82dBm. In the case of -97dBm of receiver sensitivity and -97dBm of carrier sensing threshold, 
the throughput increases linearly through the datarates from 0.1 to 1.0 pkts/sec, and following the 
trend until at 2.0 pkts/sec, where it achieves a limitation due to network congestion. 
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Figure 12: Network Throughput 
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Average delay 

It measures the average of all the end-to-end delays for all the packets transferred over the network. 
Since the simulations are performed with a star network topology, the routing mechanism is disabled 
and number of hops for any data packet is 1.  From the results in Figure 13, it can be seen with a 
receiver sensitivity of -97dBm, as in the threshold, the delay remains lower than 0.5 seconds during 
most of the cases until the data rate reaches 1.0pkts/sec. When the data rate increases, the time taken 
for the data packet to reach the destination keeps increasing gradually. For transmission rates of 
1.5pkts/sec, the delay is about 42 seconds, which in general cases are unacceptable in some 
applications. When transmission rate is 2 pkts/sec, the delay in this case is over 100 seconds. Similarly 
for the other receiver sensitive ranges the performance remains within realistic levels until 0.8pkts/sec, 
after which the performance is substantially degraded. 
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Figure 13: Average delay 

 

Delivery ratio 

There are two types of drops that are frequently observed for data transmissions: LQI (link quality 
indication) and IFQ (interface queue). It can be observed from the Figure 14 that for data rates lower 
than 1.0pkts/sec, a major contributor for drops is LQI because there are no drops due to IFQ in this 
range. Since the network is not yet congested at these rates, the packets are not accumulated at the 
queue. However, when the traffic rate increases, the ratio of drops due to IFQ starts to increase, 
indicating the congestion in the network. When nodes try to transmit with higher data rates, most of 
the drops are caused by IFQ. 
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Figure 14: Delivery Ratio 

Energy consumption 

The graph in Figure 15 shows the average energy consumptions for all the nodes in the network after 
1000 seconds of simulation time. The energy consumption of a node is measured by the percent of 
energy consumed by a node with respect to its initial energy. With an assumption that, the initial 
energy of each node is 1300J which is equivalent to an Alkaline battery, the consumption of a node 
after 1000 seconds continuous running is maximum at 0.4%. For the datarate at 1.2 pkts/sec and with 
receiver sensitivity of -97dBm, a node consumes 0.25% of the battery life after 1000 seconds running. 
It is easy to calculate that if each node continuously transmits with the rate of 1.2 pkts/sec and is active 
for 5 minutes per day, the battery life of a node is about 2 months. 
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Figure 15: Energy Consumption 
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Conclusion 

The performance of a LR-WPAN network is analyzed for the receiver sensitivities of -97dBm, -
92dBm, -87dBm and, -82dBm in separate simulations. The performances of the system depend 
strongly on the receiver sensitivity especially when the data rate is higher than 1.0pkts/sec. With the 
sensitivity of the receiver is -97dBm, the network achieves a maximum of the total network 
throughput at 5.3kbps. When the delivery ratio of 99% is considered, the total network throughput is 
5.25kbps. In order to achieve a very shot average delay (appr. 0sec) and 99% delivery ratio, each node 
should be limited with to a maximum  transmission rate of 1.2 pkts/sec. If it is assumed that each node 
continuously transmits with the rate of 1.2 pkts/sec and is active for 5 minutes per day, each node can 
work for about 2 months before a battery replacement is required. 

2.3.2 A study of the IEEE802.15.4 MAC Protocol  
IEEE802.15.4 is an emerging standard that represents an enabling technology for WSNs, and, as such, 
it attracts the interest of many researchers. In particular, IEEE802.15.4 only defines the physical and 
MAC (Multiple Access Control) aspects, leaving the choice of the routing and topology formation 
protocols to the design of the engineer. Moreover, the MAC specifications introduce many degrees of 
freedom, requiring proper investigation. 

Fixing a specific reference scenario, and a network topology, the IEEE802.15.4 MAC protocol for a 
beacon-enabled network has been studied. In particular, the study aimed to provide guidelines for an 
efficient use of the IEEE802.15.4 superframe, in terms of packet error rate [14].  

The reference scenario considered consists of N sensors distributed over a square area (having side 
L=50 meters) and a sink located in the centre of the area. The network must be able to provide the 
information detected by nodes to the sink, which periodically sends a triggering packet (the Beacon 
packet) and begins waiting for the replies from the nodes.  

The topology considered is a three-level tree based topology (see Figure 16): it is composed of the 
sink (level zero), a number of Cluster Heads (CHs) connected to the sink (level one) and non-Cluster 
Heads transmitting to the sink through a two-hop communication and a given CH (level two).  

Starting from the reception of a Beacon packet, periodically transmitted by the sink, the topology is 
formed according to the following steps: each node elect itself CH with probability px and the each 
CH broadcasts a packet informing of its role and those nodes that did not elect themselves as CHs 
(non-CHs) select their CH to transmit to, on the basis of the power received by each CH. In particular, 
each node selects the loudest CH, that is the one from which it receives the largest power. Once the 
topology is formed, transmissions may occur: each non-CH node transmits its sample in a short packet 
to the respective CH, which, on its turn, sends all samples received, plus the one it generated, to the 
sink via a direct link, putting together the various samples in a single packet.  

Assuming the application requires that the largest number of samples taken at the nodes reach the sink 
in a given interval of time, then the proper percentage of CHs with respect to the overall number of 
nodes should be derived. The goal of this study is to derive guidelines to the design of the number of 
CHs, starting from a use of IEEE802.15.4, that exploits the concept of Guaranteed Time Slots (GTSs) 
introduced by the standard. This is accomplished through software specifically developed in the C 
language that simulates all aspects of the MAC strategy implemented by IEEE802.15.4 [14]. 

Moreover, random channel fluctuations, interference and capture effects are considered in the 
simulations.  

The loss (in logarithmic units) between two communicating entities (either node or the sink) is: 

                                       L = K0 + K1  ln(d) + s                                                         (25) 

where K0 and K1 are constants, d is the distance between the transmitter and the receiver  and s is a 
shadowing sample which is assumed to be Gaussian distributed, with zero mean and standard 
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deviation σ. The different shadowing samples related to different links are assumed to be independent.  
We set K0=40, K1=13.03 and σ=3.5. 

The physical layer in our simulator is implemented through a threshold model: a packet is correctly 
received in the absence of interference when the received power in dBm, PR=PT -L, is larger than the 
receiver sensitivity PRmin = - 92 dBm, where PT  is the transmit power, which we assume taking two 
different values: the sink transmits the Beacon packets with power P = 3,6 dBm whereas all other 
nodes (CHs and non-CHs) use always the power PT = 0 dBm, for their transmissions.  

Moreover, we fix a minimum received power for a successful channel sensing, PSmin = -95 dBm: a 
node which receives a packet with a power smaller than such value does not “hear” the transmitting 
one.  

A capture effect is also taken into consideration: we assume a packet is captured by the receiver, even 
in case of packet collisions (i.e. simultaneous transmission of packets by separate nodes), if 

                                                                                                      (26) 

where 

- PR0 is the power received from the useful signal; 

- PRi is the i-th interference power; 

- N is the number of colliding packets; 

- α is the capture threshold, set to 4 dB. 

When condition (2) is not fulfilled, the packet is lost and the receiving node does not transmit the 
acknowledge packet. 

According to the IEEE802.15.4 MAC protocol, time is organised in a superframe structure: a 
superframe is started by a Beacon packet, sent by the sink, and is divided into 16 equally sized slots. 
Each superframe is then subdivided in two parts: the first part represents the Contention Access Period 
(CAP), where the access to the channel is managed by a slotted CSMA/CA protocol; the second part is 
the Contention Free Period (CFP), in which a maximum number of seven Guaranteed Time Slots 
(GTSs) can be allocated by the coordinator to the nodes (see Figure 17). 

The slotted CSMA/CA protocol developed in the simulator is the standard IEEE 802.15.4 slotted 
CSMA/CA protocol with no battery life extension, BEmin=3, BEmax=5 and NBmax=4. Remind that 
NBmax represents the maximum number of times a node can try to access the channel for the 
transmission of the same packet. An acknowledge mechanism is performed. 

According to the description of the IEEE802.15.4 MAC protocol, having selected the Beacon enabled 
mode the degrees of freedom that need to be fixed are the value of the superframe order, SO, (on 
which the superframe duration depends: by increasing this value, the superframe duration increases), 
the number of GTSs, and the assignment rule for GTSs.  

In the following will be described how the IEEE 802.15.4 superframe structure is applied to the 
communication protocol. Two separate superframes for the two phases of the protocol are used: one 
for the topology formation phase and one for the transmission phase (see Figure 18). 

In the first phase the sink sends the Beacon (first slot of the first superframe) to initiate the topology 
formation phase, nodes elect themselves CHs and CHs transmit the broadcast packets during the CAP 
portion and, finally, non-CHs select the clusters to belong to and subscribe to them using the CAP. So, 
no GTSs are assigned during this superframe. 
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At the end of this phase we assume the sink is aware of the topology. This is possible because of CH 
broadcasts and the ack packets sent by non-CHs to notify the broadcast reception. These are received 
by the final sink too (assuming reciprocal links - if a node receives correctly the Beacon, it can reach 
the sink). Since CHs have to transmit to the final sink all packets received inside their clusters plus the 
one generated by themselves, the loss of a CH packet implies the loss of a large number of samples. 
For this reason we decide to assign GTSs to CHs. Then, when the sink transmits the Beacon which 
starts the sample transmission phase, it assigns the GTSs to the CHs whose clusters are larger: in other 
words we introduce a priority for those CHs which have the largest cluster sizes. 

Moreover the sink assigns a specific channel to each cluster, that is each non-CH belonging to a given 
cluster uses the same channel: in this way, collisions between clusters are avoided, while non-CHs 
compete during the CAP on a given channel (in case of more than 16 clusters a spatial frequency reuse 
is performed). So, both CAP and CFP are present. When the number of CHs is lower then seven all the 
CAP is used by non-CHs that have to transmit to their CHs, through CSMA/CA: no mechanism to 
handle hidden terminals is performed, therefore, collisions occur and some packets are lost. When, 
instead, the number of CHs is larger then seven, all the CFP is used and also the CAP is subdivided 
into two parts: the first part, set to the 70% of the CAP duration, is devoted to non-CHs transmissions, 
whereas the second part, set to 30% of the CAP duration, is devoted to transmissions of the CHs that 
have not a GTSs assigned (see Figure 17). These nodes use the default frequency to transmit to the 
final sink, thus they could collide. 

As stated above the objective is to study the behaviour of the packet error rate (PER) by varying some 
network parameters. In particular, we have studied performance by varying px, SO and N. 

Nodes are deployed in the scenario and M rounds are simulated; then, K different and uncorrelated 
realisations of node locations are considered. The PER is evaluated by counting the average (over all 
rounds and all realisations) number of packets generated by nodes that can not reach the sink, divided 
by the number of nodes in the network N. 

By choosing M * K = 20000 we have sufficient statistics to evaluate PER in the order of 0.01, since 
we deal with values of N above 100. 

Packets losses are caused by the following events: 

- a node is isolated: it does not receive the Beacon packet or it does not receive any CH 
broadcast packets and it cannot reach directly the final sink; this event has very low 
probability with the system parameters considered in this paper; 

- a node tries to access the channel for more than NBmax consecutive times without success; 

- a node does not succeed in transmitting correctly its packet by the end of the superframe 
portion devoted to this. 

In Figure 19 the PER as a function of px, by varying the number of nodes in the network is shown, for 
SO=2 and SO=10. By increasing N, the PER increases because the number of nodes which contend to 
access the channel gets larger. As we can see, the curves show a minimum, that is there exists an 
optimum value of px, pxopt, for which the PER assumes a minimum value, as expected. In fact, when 
px is too low, GTSs are not exploited and the number of non-CHs which compete for the channel is 
large and collisions inside clusters increase. On the other hand, when px assumes too large values, the 
number of CHs using the CAP becomes large and, collision probability increases in the superframe 
portion devoted to CHs (moreover the loss of a CH packet determines the loss of all packets of its 
cluster). The value of pxopt decreases by increasing N despite the value of SO, because by increasing N 
the ”saturation” of the CAP devoted to CHs is reached for lower values of px. Moreover, if we fix N, 
by decreasing SO, the PER increases and pxopt decreases. This is due to the following reason: by 
decreasing SO, the time available for node transmissions and the probability that a node succeeds in 
transmitting its packet, decrease. Besides, by decreasing SO, the optimum number of CHs decreases. 
Thus, the optimum can be easily motivated by the need to compromise between the load within 
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clusters, which depends on their size and is controlled by increasing the number of CHs, and the 
probability of collisions among CH packets, that can be minimised by decreasing the number of CHs. 

 

                         
Figure 16: Three-level tree based topology 

 
 
 

                      
Figure 17: Superframe structure 

 

 

 

 
 
                     
 
 
 

Figure 18: Superframes structure in the two phases of the communication protocol  
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                Figure 19: PER as a function of px, for different values of N and SO 

 

2.3.3 MAC-based Network Formation  
This section introduces the procedures described in the IEEE 802.15.4 standard to create a network for 
routing purposes. 

An IEEE 802.15.4 WPAN is composed of one PAN coordinator and a set of devices. The PAN 
coordinator is the primary controller of the network and it is responsible for initiating the network 
operations. According to their capabilities and available resources, IEEE 802.15.4 devices can be full-
function devices (FFD) or reduced-function devices (RFD). Only a FFD can be the PAN coordinator 
and a WPAN will be started from it only after an active channel scan has been performed and a 
suitable PAN identifier selection has been made, in order to avoid collisions with other networks 
eventually present within of its POS (Personal Operating Space).  

In particular, an active channel scan is requested over a specified set of logical channels and, for each 
logical channel, the FFD shall first switch to the channel and send a beacon request command. Then, it 
shall enable its receiver for a time specified in [15] and, during this time, it will reject all non-beacon 
frames, while recording the information contained in all unique beacons in a PAN descriptor structure. 
The entire scan shall terminate when the number of PAN descriptors stored equals the implementation-
specified maximum or every channel in the set of available channels has been scanned. Then selecting 
a suitable PAN identifier by prospective PAN coordinator from the list of PAN descriptors returned 
from the active channel scan is up to application. 

After the selection of a suitable PAN identifier, the PAN coordinator, if it is in beacon-enabled mode, 
may begin beacon transmissions, in agreement to the values of macBeaconOrder (BO) and 
macSuperFrameOrder  (SO) parameters, which determine transmission interval of beacon frames and 
duration of the eventual inactive part of the frames (during which the devices would be found in idle 
mode). It is important to notice that if BO = 15, the PAN coordinator manages the network in 
beaconless mode, while if BO = SO, the inactive part of the frame is not present.  



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 2.0/29.11.2006 Page 40 of  99 

 

 

The procedure to allow devices to join a WPAN is called association procedure (see Figure 20). The 
operations accomplished by a device to join a WPAN can be summarized as follow:  
 

1) search for available WPANs; 
2) select the WPAN to join; 
3) start the association procedure with the PAN coordinator or with another FFD device that has 

already joined the WPAN (coordinator).  
 

The discovery of available WPANs is performed by scanning beacon frames broadcast by the PAN 
coordinator or by other PAN devices. Two different type of scan are defined:  
 

1) passive scan: in beacon-enabled networks the associated devices periodically transmit beacon 
frames, hence the information on the available WPANs can be derived by eavesdropping on 
the wireless channels;  

2) active scan: in non-beacon-enabled networks the beacon frames are not periodically 
transmitted but shall be explicitly requested by the device by means of beacon request 
command frame.  

 

After the channels scan, a list of available WPANs is used by the device to choose the network to try 
to connect with. The choice of the WPAN is up to the application.  

Following the selection of a PAN with which to associate, the device sends an association request 
command to the PAN coordinator or a coordinator of the selected WPAN. If the association request 
command is received correctly, the coordinator shall send an acknowledgment frame, thus confirming 
receipt. It is important to notice that the acknowledgement to an association request command does 
not mean that the device has associated; in fact, the coordinator needs time to determine whether the 
current resources available on the PAN are sufficient to allow another device to associate. If resources 
are available, the coordinator shall allocate a short address to the device and generate an association 
response command containing the new address and a status indicating a successful association. On the 
other hand, if sufficient resources are not available, the coordinator shall generate an association 
response command containing a status indicating a failure. On the association response command 
reception, the device requesting association shall send an acknowledgment frame, thus confirming 
receipt. If the association status field of the command indicates that the association was successful, the 
device shall store the addresses of the coordinator with which it has associated. The joined device, if it 
has available resources, can be itself a coordinator and so it can allow other devices to join the 
network. 

Hence, this procedure basically results in a set of MAC association relationship between devices, 
named parent-child relationship. All these relationships form a tree rooted at the PAN coordinator. 

Exploiting the parent-child relationships among nodes established during the IEEE 802.15.4 MAC 
association procedures, a cross-layer (MAC and network layer) tree-based routing scheme can be 
implemented. In particular, the interdependencies between the topology formation and routing 
mechanisms can be used to set-up energy efficient routing paths towards a sink, as it will be discussed 
in Section 3. 

It must be noted that cross-layer (MAC and network layer) tree-based routing  paths are not optimized 
with respect to any routing metric, e.g., hop count, bandwidth, etc., but they are driven by the IEEE  
802.15.4 MAC association procedure between coordinator/device named parent-child relationship. 
However, because of the cross-layer nature of this routing strategy, routing optimization can be 
achieved by accurately designing the IEEE 802.15.4 association procedures, in order to create more 
efficient routes according to a given optimization objective. 
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Figure 20: IEEE 802.15.4 MAC Association Procedure 
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3 Routing Protocols 

3.1 Introduction 
In this chapter we present a review of routing protocols for wireless sensor networks, and the work 
being carried out by the various partners in this area. Routing protocols aim to transfer information 
from one point in the network to another, usually while satisfying some set of requirements or 
constraints. There are a number of challenges in routing protocols specific to sensor networks – these 
include the difficulty in establishing a globally-unique identifying scheme (ruling out most of the 
routing protocols commonly used in fixed networks), substantial asymmetry in the traffic patterns, 
redundancy in the information transmitted and hard constraints on energy consumption, radio 
transmission range and processing time. 

This requires a new approach to routing. We divide the protocols considered here into a number of 
sections, although in practice many span multiple approaches. We first consider the state of the art in 
terms of sensor network routing protocols in Section 3.2. 

Section 3.3 discussed hierarchical protocols. These divide the network into clusters, chains or layers 
and attempt to improve efficiency by performing some operations locally to each cluster. Section 3.4 
discusses data-centric protocols. These route information according to the characteristics of the 
information itself rather than the nodes that have generated or forwarded it. Information is distributed 
about the network without focusing on how or where it has been generated. Section 3.5 discusses 
location-aware protocols. Depending on the application or the particular platform, the physical 
location of each sensor node may be available. If this is available, it can be used to improve the 
routing performance considerable. Quality Of Service and Energy aware protocols are discussed in 
Section 3.6. These are protocols in which the quality of the transmission, according to some defined 
quality metric such as latency or throughput, is maximized. Energy-aware protocols are a particular 
version of QoS-aware protocols in which the value minimized is the energy consumption of the 
network. Section 3.7 discusses Cross-Layer Routing. While fixed networks often divide the network 
stack into independent layers, these are usually tightly coupled in the simpler hardware platform of a 
sensor node. Information pertaining to the hardware or lower physical layers can often be used to 
improve routing performance. 

3.2 State Of The Art 
In the field of routing protocols for wireless sensor networks there is not, according to our best 
knowledge, a dominating solution; a lot of research has been devoted to the analysis of the behaviour 
of the protocols designed for ad hoc networks over WSNs, but we have to take into consideration the 
slight, yet fundamental, differences between the two types of networks.  

Sensors can be considered in most of the cases [1] as quasi-static devices, being mostly limited by 
resource energy, whose consumption needs to be optimized.  Routing has to be adapted to the network  
topology/architecture, and has to consider the way in which sensor devices generate traffic (in a 
significant number of cases, traffic is either broadcast or multicast).  

On the other hand, typical performance metrics, e.g. throughput are relatively less important in the 
case of WSNs. Different routing protocols proposals, both reactive and proactive, have been proposed 
and analyzed. 

As has been mentioned before, this section will summarize the approaches that are being followed by 
the Cruise project regarding routing techniques for WSN.  Before that, an extensive state of the art 
review of the current research directions of those topics is provided, so that it is easy to identify the 
gaps to which more attention should be paid by the Cruise project. 
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In particular, the following topics are covered, first in the following description, and later on as 
research aspects carried out within the project. 

• Hierarchical protocols.  This appears as very relevant aspect for the Cruise project, since it has 
been decided [2] that a hierarchical architecture will be used for the Cruise project and 
therefore, it is really important to analyze what is the impact of such architecture on the 
underlying routing protocols; it is also important to address the impact of clustering 
techniques on data aggregation and fusion.  In addition, since the IEEE 802.15.4 standard [3] 
proposes the use of clustering, we will also study how routing techniques can be applied over 
such MAC protocol. 

• Data centric networking.  One of the most outstanding features of WSN is that the focus 
should be normally put on the data that devices gather, rather than in the node identity (as 
opposed to other types of networks, where the identity – address – of the node is the 
distinguishing aspect); this normally leads to different routing strategies, which are analyzed 
below. 

• Location Aware Protocols.  There are two different aspects [4] to be considered under this 
class of routing protocols.  First, there exists sometimes the need to address nodes according to 
their physical location, while on the other hand being aware of nodes’ (both the destination 
and the intermediate ones) positions could also leverage some optimization in routing 
procedures. 

• QoS-Aware Protocols.  The term QoS is usually overused, since it does not really reflect the 
same sort of requirements for the different type of networks.  In this sense, the application 
requirements that are usually attributed to WSN clearly differ from other types of more 
traditional networks.  The most important one is the reliability, which in the WSN world also 
deals with coverage of the sensor network.  Furthermore, in wireless sensor networks, each 
node’s energy consumption is an important parameter, since it basically determines the 
lifetime of the network.  It definitively is one of the most stringent “QoS” requirements for 
routing techniques within WSN. 

• Cross-Layer Routing.  Cross layer optimization techniques to be used for WSN are covered in 
Chapter 5 in this document; however, we will provide a discussion of how particularly routing 
techniques may benefit from information provided by different layers within the protocol 
stack. 

 

In the remaining of this section we will provide a more in-depth analysis of which is the current 
research of each of the points that have been introduced before; later on, the approach and 
solutions/proposal developed within the Cruise project are depicted. 

 

3.2.1 Hierarchical Routing Protocols 
As has been introduced below, the basic architecture that has been designed for the Cruise main WSN 
is hierarchical [2], since data will follow the hierarchy which is implicitly created from the sensors to 
the mobile gateway and then to the Access Ports.  This hierarchy can be even more complex if the 
sensors themselves are also organized in hierarchical structures (i.e. tree-based or cluster-based 
topologies). 

Having said that, it is clear that the main objective of hierarchical routing protocols is to group the 
nodes into clusters, in which special nodes, the so-called cluster heads, can do some aggregation and 
reduction of data in order to e.g. save energy. In most of the hierarchical protocols a cluster is formed, 
and sensor nodes communicate with their corresponding cluster head, which aggregates and relays 
data to the sink node.  They are characterised by the fact that their routing is likely not the optimal 
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one, but it is easy and they suffer some overhead due to the messages require to establish the clusters 
within the network.  On the other hand, energy consumption is uniform throughout the network, and 
they usually guarantee a low latency, since their proactive behaviour in building clusters provide them 
with updated topological information.  
Some of the most relevant examples of hierarchical routing protocols: LEACH, PEGASIS, and TEEN.  

• Low Energy Adaptive Clustering Hierarchy (LEACH) [6], utilizes randomized rotation of 
local cluster heads to evenly distribute the energy load among the sensors in the network, it 
also incorporates data fusion in the routing protocol.  It has two phases of operation: the setup 
phase and the steady phase.  Its advantages are that its operation is completely distributed, no 
global knowledge of the network is required and it increases the lifetime of the network.  On 
the other hand, it also has some drawbacks: it uses single-hop routing within a cluster and 
therefore its applicability to networks in large regions is limited); in addition, the dynamic 
clustering approach brings extra overhead (advertisements, etc).  

• Power Efficient Gathering in Sensor Information Systems (PEGASIS) [7], forms chains from 
sensor nodes so that each of them communicates only with a closer neighbour taking turns for 
transmitting to the base station. It is said to be an improvement of the Leach protocol. 

• Threshold sensitive Energy Efficient sensor Network (TEEN) [8] was designed to be 
responsive to sudden changes in the sensed attributes, and is based on hierarchical grouping of 
sensor nodes.  It defines two operational threshold values: hard threshold (HT) and soft 
threshold (ST). The former is the minimum value that is required on any attribute to trigger a 
sensor node to switch on its transmitter and transmit to the cluster head.  On the other hand, 
the soft threshold is used once a node sensed a value beyond the HT; the node only transmits a 
piece of data only if the value of the corresponding attribute changes by an amount equal to or 
greater than the ST. 

 

3.2.2 Data Centric Networking 
Communications in wireless sensor networks are usually data-centric, with the objective of delivering 
collected data in a timely fashion.  Also, such networks are resource-constrained, in terms of sensor 
nodes processing power, communication bandwidth storage space and energy.  This gives rise to new 
challenges in information processing and data management in wireless sensor networks.  In many 
applications, users may frequently query information in the network.  The trade-off between updates 
and queries needs to be addressed.  In-network data processing techniques, from simple reporting to 
more complicated collective communications, such as data aggregation, broadcast, multicast and 
gossip should be developed.  In data centric protocols sources send data to the sink, but routing nodes 
look at the content of the data and perform some form of aggregation/consolidation function on the 
data originating at multiple sources. 

The characteristics to emphasize of Data-Centric protocols are the ability to query a set of sensor 
nodes, attribute-based naming and data aggregation during relaying.  Some examples are briefly 
described below: 

• Sensor Protocols for Information via Negotiation (SPIN) [9] sends data to sensor nodes only if 
they are interested; it uses three types of messages: ADV (metadata), REQ (metadata), and 
DATA.  In this case, topological changes are localized.  Each node needs to know only its 
one-hop neighbours. SPIN halves the redundant data in comparison to pure flooding.  
However, it can not guarantee data delivery and thus, it is not appropriate for applications that 
need reliable data delivery. 
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• Directed Diffusion [10] sets up gradients for data to flow from source to sink during the 
interest dissemination phase; it has several elements: interest messages, data messages, 
gradients, and reinforcements. 

• Rumour Routing [11] is intended for contexts in which geographic routing criteria (see next 
section) are not applicable.  Routers send queries to the nodes that observed a particular event 
rather than flooding the entire network to retrieve information.  This protocol consists of a 
trade-off between Query and Event flooding.  A long-lived packet is generated when events 
happen, being the agents in charge of propagating the event to distant nodes. 

Other Protocols are Gradient-Based Routing (GBR) [12], Constrained Anisotropic Diffusion Routing 
(CADR) [13], COUGAR [14] and Active Query forwarding In sensoR nEtworks (ACQUIRE) [15]. 

3.2.3 Location Aware Protocols 
One distinctive routing approach that has gathered some interest recently is the so-called geographical-
aided forwarding. Geographic forwarding is a common routing paradigm adopted for information 
delivery in wireless sensor networks. Several techniques have been proposed in the last years. In these 
solutions the availability of location information is achieved by means of GPS or GPS-less techniques 
[16][17][18] and used for performing packet forwarding without requiring either the exchange of 
routing tables among network nodes or the explicit establishment of a route from a sender to a 
destination. Location-based routing protocols have been widely adopted in the design of wireless 
sensor networks. Most of the existing location-based routing protocols are stateful, i.e., they make 
routing decisions based on cached geographical information of neighbouring sensor nodes. However, 
possible node movements, node failures, and energy conservation techniques in sensor networks result 
in dynamic networks with frequent topology transients, and thus pose a major challenge to stateful 
packet routing algorithms. 

 

Some proposals for geographical routing techniques are the following ones: 

• Geographic and Energy Aware Routing (GEAR) [19]. This protocol saves energy by 
disseminating queries only to appropriate regions. Moreover, each node estimates the cost to 
reach the destination and then refines it when the transmission of the first packet has actually 
taken place, thus accounting for routing around holes. 

• In GeRaF [20], the next relay node is not known a priori, since the current source node does 
not know which neighbours are active or sleeping. Consequently, upon needing to forward a 
data packet, the source node sends a message which contains both its own coordinates and the 
coordinates of the destination. Then, a receiver contention scheme takes place and, ideally, the 
best available relay node is chosen based on geometrical considerations, being this relay the 
closest node towards the destination among the available slices considered in the forwarding 
area. 

• Minimum Energy Communication Network (MECN), [21] as well as its improved version, 
Small MECN (SMECN) [22], utilizes low power GPS.  It applies non-mobile sensor networks 
and finds a sub-network to relay traffic.  It is self-reconfigurable, and dynamically adaptive.  
SMCEN considers obstacles; and it is more appropriate for smaller networks with a lower 
connection maintenance cost. Furthermore, more overhead is introduced and broadcasting is 
allowed. 

• Geographic Adaptive Fidelity (GAF) forms a virtual grid for covered area and nodes use GPS 
to associate itself to the grid.  Nodes are allowed to be turned off if provide correlated 
information with others and it handles mobility.  It defines there different states: discovery, 
active and sleep. 
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3.2.4 QoS and Energy Aware Protocols. 
As have been mentioned before, the most stringent requirements for WSN routing protocols are, 
probably, reliability and energy consumption.  Hence, there have been a large number of proposals 
that try to optimize both parameters.  Below we briefly describe some of the most important. 

• Sequential Assignment Routing (SAR) [23] is a multi-path protocol which creates trees rooted 
at one-hop neighbours of the sink.  It suffers from a high overhead as it must maintain tables 
and states at each device. 

• SPEED [24] tries to ensure a timely delivery for each packet; each node maintains information 
about its neighbours, using geographic forwarding (see previous section) to find the path 
towards the sink. It also avoids congestion.  

• In [25] an Energy Aware QoS Routing Protocol is proposed that finds the least cost and most 
energy efficient paths, provided that they meet the end-to-end delay. 

Other protocols to emphasize in this section are Maximum Lifetime Energy Routing [26], Maximum 
Lifetime Data Gathering [27], and Minimum Cost Forwarding [28]. 

 

3.2.5 Cross-Layer Routing 
It is clear that there is still much to be gained by rethinking protocol functions of network layers in a 
unified way so as to provide a single communication module for efficient communication in WSN. 
There is no unified cross-layer communication protocol for efficient and reliable event communication 
which considers transport, routing, medium access functionalities with physical layer (wireless 
channel) effects for WSNs [29]. As an example [30] shows that cross-layer optimization techniques 
may result in relevant improvements in terms of energy conservation in WSN. However, there are not 
good examples of specific routing protocols which benefit from these cross layer optimization 
techniques, and this is one of the issues under consideration by the Cruise project (see Chapter 5 of 
this document). 

3.3 Hierarchical Protocols 

3.3.1 Introduction 
Hierarchical routing was originally designed to reduce energy consumption of sensor nodes by 
localizing data communication with a particular cluster and aggregating data in order to decrease 
transmissions to the sink. Some of hierarchical routing protocols are cluster-based because it 
formulates clusters typically based on the energy reserve of sensor nodes to efficiently relay the data to 
the sink. Each group of sensor nodes has a cluster head. Cluster heads may be specialized nodes or 
nodes that are less energy-constrained. A cluster head aggregates all the data it receives and sends it to 
the sink. Three of the most well known hierarchical routing protocols, namely LEACH [6], PEGASIS 
[7], and TEEN [8], are reviewed in the following sections. 

3.3.2 LEACH 
Low-Energy Adaptive Clustering Hierarchy (LEACH) [6] is a cluster-based protocol. LEACH 
improves the lifetime of the WSN by equally distributing energy dissipation throughout the sensor 
nodes. Cluster heads are probabilistically chosen over time. In each round, the node becomes a cluster 
head if the number is less than the following threshold: 
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Where p is the desired percentage of cluster heads in each round, r is the current rounds, and G is the 
set which stores the ids of the nodes that have not been cluster heads in the last 1/p rounds.  

LEACH also uses a TDMA to reduce collisions. In particular, once the clusters are formed the cluster 
head node will create a TDMA schedule that tells a specific node when it can transmit. Additionally, 
different CDMA codes can be applied to reduce the radio interference, if necessary. 

3.3.3 PEGASIS 
Power-Efficient Gathering in Sensor Information Systems (PEGASIS) [7] is a chain-based protocol 
that is an enhancement over the LEACH protocol. Instead of forming clusters, PEGASIS forms chains 
of sensor nodes so that each node can receive from and transmit to a neighbouring node and only one 
node is selected from a particular chain to forward the data to the sink. Data moves from node to node 
in the chain, gets aggregated and eventually reaches the sink. In such a case, the average energy 
dissipated by each node per transmission round can be reduced. The chain is constructed using the 
greedy approach as shown in Figure 21. Node N2 is the leader which is connected to the base station. 
Node N0 will pass its data to node N1. Node N1 then fuses data from node N0 with its own and then 
transmits to the leader N2. The same procedure repeats on the other side of node N2. Node N4 
transmits its data to node N3 after it receives a token from node N2. Node N3 aggregates node N4’s 
data with its own and then transmits to the leader N2. 

 
N4N0 N1 N2 N3

Base Station  
Figure 21: Chain construction in PEGASIS 

 

The authors have shown that this approach outperforms LEACH by between 100% and 300% for 
different network sizes and topologies. Such performance is obtained by eliminating the overhead of 
dynamic cluster formation, minimizing the distance non leader-nodes must transmit, limiting the 
number of transmission and receives among all nodes, and using only one transmission to the base 
station per round. 

3.3.4 TEEN and APTEEN 
Threshold sensitive Energy Efficient sensor Network protocol (TEEN) [8] is a hierarchical protocol 
designed to handle sudden changes in the sensed attributes. It uses the same clustering model used by 
LEACH. However, node transmission is triggered by attribute-based thresholds, either soft or hard 
threshold. Hard threshold is the absolute value of the attribute beyond which, the node sensing this 
value must switch on its transmitter and reports to the cluster head. On the other hand, soft threshold is 
the small change in the value of the sensed attribute which triggers the node to switch on its 
transmitter and transmit. TEEN is proved to be suitable for time-critical sensing applications. 

However, TEEN may not be good for applications where periodic reports are needed since the user 
may not get any data at all if the thresholds are not reached. 
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APTEEN [31], on the other hand, is an extension to TEEN and aims at both capturing periodic data 
collections and reacting to time-critical events. 

3.3.5 IEEE 802.15.4 
We consider an IEEE 802.15.4-based Wireless Sensor Network (WSN) and we study the relationship 
between the IEEE 802.15.4 topology formation mechanism and possible routing strategies at the 
network layer to set-up energy efficient routing paths towards a sink. 

To this aim, we evaluate the behaviour of two alternative routing schemes proposed in the framework 
of the ZigBee Alliance [3]. The first is the well-known Ad-hoc On demand Distance Vector (AODV) 
routing protocol [32], which has been proposed as the standard network layer solution by the ZigBee 
alliance, and which was designed for highly dynamic application scenarios. The second is a simple 
hierarchical routing scheme, which we refer to as HiErarchical Routing Algorithm (HERA). HERA 
routes packets from sensors to sink based on the parent-child relationships established by the IEEE 
802.15.4 MAC topology formation procedure. The two schemes are inherently different, as the former 
is a pure on demand route acquisition algorithm that broadcasts discovery packets when a routing path 
must be established, while the latter is a proactive routing scheme that does not use control messages. 

The purpose of this work is to assess and compare the performance of these two alternative routing 
strategies and to highlight the main strengths/drawbacks of these schemes in different application 
scenarios. The analysis is carried out with an extensive simulation campaign to compare HERA and 
AODV. 

3.3.5.1 HiErarchical Routing Algorithm  
In accordance to the ZigBee guidelines we implemented a hierarchical routing (HERA) that takes 
advantage of the MAC layer associations (see Chapter 2) to perform the routing functionality. With 
HERA, data generated by the sensors and directed to the sink are routed downward to the root tree 
along the parent-child relationships, i.e. every node relays data to its parent. For sensor-to-sensor or 
sink-to-sensor communications, the packets are routed upward or downward along the tree according 
to the address of the destination of the data by exploiting the hierarchical addressing scheme provided 
by ZigBee for the devices in the tree. This routing algorithm is proactive in the sense that the routes 
towards the destination are resolved before a sensor node (briefly called node in the following) needs 
to perform packet routing. Routing paths are based on the MAC association relationships described in 
Chapter 2 and they result in a tree rooted at the ZigBee/PAN coordinator, e.g., the sink. Hence, in 
order to gather data generated by the sensors at the sink in a multi-hop network, each node shall 
transmit all the packets to its own IEEE 802.15.4 coordinator. 

More specifically, if we denote with  

 

• n0 the sink node; 
• l the level of each node in the tree, so that a level-l node is l hops far from n0 (with n0 being 

the only level-0 node); 
•  nl

i(p) the i-th child at level-l associated with node p (at level (l - 1)); 
 

then, every node nl
i(p) routes all packets directed to the sink n0 toward its parent p (with p = n0 for 

level-1 nodes). 

The resulting routing paths do not change while the synchronization between device and coordinator is 
maintained, and will be eventually updated in case of loss of synchronization. 

The HERA routing algorithm consistently reduces message exchange since it takes advantage of the 
MAC association procedures. It must be considered that these messages are exchanged anyway during 
the topology formation phase. A cross-layer interaction is thus exploited between routing and MAC. 
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HERA turns out to be simple, light and does not require large memory for routing tables. These 
strengths make HERA a good candidate for routing in IEEE 802.15.4 WSNs. 

On the other hand, it must be noted that routing paths are not optimized with respect to any routing 
metric, e.g., hop count, bandwidth, etc., but they are driven by the IEEE 802.15.4 MAC association 
procedure between coordinator/device. 

However, because of the cross-layer nature of this routing strategy, routing optimization can be 
achieved by accurately designed the IEEE 802.15.4 association procedures, in order to create more 
efficient routes according to a given optimization objective. 

 

3.3.5.2 Performance Analysis  
 

A. Implementation of the HERA routing algorithm  
 

To assess the performance of the proposed hierarchical routing scheme, we implemented HERA in ns-
2 [56]. Ns-2 includes implementations of the IEEE 802.15.4 physical and MAC layers, and of several 
routing protocols. In particular, we implemented the HERA algorithm by extending the NO Ad-Hoc 
(NOAH) routing agent [57], and by realizing a cross-layer interaction between link and routing layer, 
in order to route data packets to the coordinator to which each device has been successfully associated. 
This address is available at MAC layer in the association response command frame sent by coordinator 
to its child. 

 

B. Topology Description and Simulation Scenarios 
 
We consider a network scenario consisting of N = 100 sensor nodes distributed on a 100x100m grid 
All sensors are configured to act as FFD in non-beacon-enabled mode, and they are all potential 
coordinators in the WPAN allowing the association of other devices. We consider only one sink, 
located around the centre of the area (xs = 50m and ys = 40m). We further assume that one event 
happens at a fixed point in the monitored region (xeve = 4m, yeve = 40m), and that an event range Reve 
models the maximum distance at which a sensor can detect the event. 

Then, all the sensors within Reve (called in the following source nodes), generate sensed data which 
shall be gathered at the sink, while the others participate in the multi-hop relaying process, if 
necessary. The number of source nodes depends on the event range. The traffic generated by the 
source nodes is 1 packet/s for the whole duration of the event teve = 60s ,  and we set the MAC frame 
size at 40 bytes, which corresponds to an average generation data rate at the MAC layer equal to 0.32 
kbit/s. The transmission data rate provided by the IEEE 802.15.4 is 250kbit/s. 

We remark that once the PAN coordinator started the WPAN, the way that MAC associations 
establish between devices depends on the time at which the devices switch on, and on the radio 
transmission range. In particular, we considered a random switching on of the devices and two 
different radio transmission ranges RTx = {20m, 30m}. If the distance between two devices is greater 
than RTx, transmitted frames are lost, while if the distance is lower than RTx, transmitted frames are 
successfully received. In this latter case, frame losses due to MAC collisions and interferences are also 
taken into account by means of a capture threshold (CPThresh = 10dB) on the signal-to-interference 
ratio. 

From the topology it follows that if RTx = 20m a node has 8 neighbours while RTx = 30m corresponds 
to 24 neighbours. In the considered scenario, all sensors have the same transmission range. 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 2.0/29.11.2006 Page 51 of  99 

 

 

The performance analysis presented in the next section has been carried out by varying Reve between 
10m and 40m with step 5m, which corresponds to a number of source nodes of 2, 6, 9, 13, 18, 26 and 
31, respectively.  

The node energy consumption for data transmission/reception during the simulation has also been 
taken into account. The initial value of the node energy level is set to E0, and it is decremented for 
every transmission and reception of packets. 

When the energy level at the node reaches zero, the node dies. We configured the transmitting and 
receiving powers respectively equals to 75.6mW and 82.8mW (as reported in [33] for some 
operational sensor devices). Finally, in order to assess the performance of the considered routing 
strategies in steady network conditions, we set E0 to prevent nodes from depleting their batteries 
during the simulation. Hence, network topology changes due to dead nodes do not occur for the whole 
duration of the simulation. 

 

C. Performance Metrics 
 

We measure different performance metrics. In particular, for each data source we log: 

 

• End-to-End Delay: the time interval between the transmission of the packet by a 
source node and the reception at the sink. 

• Packet Loss: percentage of packet loss, i.e. the ratio between the number of 
packets successfully received at the sink and all packets generated by the source 
node. 

• Number of RREQ: number of route request control messages generated by 
sources to discover paths towards the sink (only for AODV routing). 
 

Furthermore, for each sensor, we also calculate the Residual Energy, i.e. the available energy at the 
end of the simulation. For each scenario we perform 10 simulation runs and we report the mean values 
and relevant 95% confidence interval of the considered performance metrics. 

 

3.3.5.3 Simulation Results  
The Figure 22 shows that the packet loss increases with Reve (and correspondingly with the number of 
source nodes) due to the increasing number of collisions on the channel.  

 
Figure 22: Packet Loss 

 
Figure 23: RREQ exchanged by AODV 
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For the same reason, the packet loss gets higher as the transmission range increases from RTx = 20m to 
RTx = 30m, due to the higher number of neighbour nodes and higher packet collision probability.  

However, with HERA routing, the packet loss is very low (from 0% to 5%) with respect to AODV (up 
to 30% or 80%). In fact, as previously discussed HERA exploits the IEEE 802.15.4 association 
procedure for routing issues, and it does not make use of extra layer 3 control messages (route reply 
and route maintenance) or flooding mechanisms (route discovery) which are the main causes of 
collisions.  

In order to better point out the congestion caused by the AODV route discovery process, in Figure 23 
we report the total number of generated route request messages as a function of the event range for 
different values of RTx. In the worst case, i.e., RTx = 30m, AODV produces about 1100 Route Request 
Messages, RREQs, to resolve 31 route from the source nodes to the sink (Reve = 40m). Moreover, the 
high load of routing control messages also produces route discovery failures which produce the non-
linear slope of the curves. 

Figure 24 shows the mean packet delay as a function of Reve for both the routing schemes. Once again, 
the very low congestion of HERA results in very low delays in packet delivery (few tens of 
milliseconds). On the other hand, retransmissions at the MAC layer and route resolution failures, 
caused by collisions, produce higher delays in AODV. In this case, as it has been discussed concerning 
the packet loss, mean delay increases as the radio transmission range and the number of source nodes 
raise (up to 0.6s for RTx = 30m and 0.2s for RTx = 20m with 31 source nodes). 

 
Figure 24: Mean delay 

 
Figure 25: Residual Energy 

 

Finally, we compared these alternative routing schemes in terms of energy consumption. Figure 25 
shows the mean residual energy of the nodes at the end of the simulation as a function of Reve. In 
accordance with the results discussed so far, the lower mean energy consumption is achieved in the 
HERA case, i.e., lower than 0.5 J, while AODV depleted on average 1.5 J and 11.8 J for RTx = 20m 
and RTx = 20m respectively. 

Another important point related to energy consumption which can not derived from Figure 25: 
Residual Energy concerns how this consumption is distributed over the nodes of the network. To this 
aim, in Figure 26 and Figure 27 we report the spatial distribution of the residual energy in the network 
at the end of the simulation for AODV and HERA respectively. In these figures every square 
represents the level of the residual energy of the node located in the lower left corner of the square. 
Different grey intensities represent the energy level (measured in J), i.e., the lightest reports the lowest 
residual energy and the darkest shows the highest residual energy. 

Since in the AODV case, routing paths are more likely to be resolved in less loaded regions of the 
network (this is a “native” characteristic of reactive routing schemes), data paths are not much 
spatially overlapped. Hence, in this case the residual energy results fairly distributed among all 
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sensors. On the other hand, in the HERA case data are routed along the parent-child tree, which is 
closely related to the position of the nodes. Moreover, since source nodes are in the same area, the 
resolved paths likely include about the same nodes. 

 

 
Figure 26: Energy distribution in AODV 

 
Figure 27: Energy distribution in HERA 

 

Therefore, in the HERA case, the residual energy is not fairly distributed among the nodes, but it is 
mostly concentrated on few ones spatially located between data sources and the sink. 

These more loaded nodes deplete their batteries faster and they can cause partial event monitoring or 
network partitioning. 

 

3.3.5.4 Conclusions  
HERA presents several benefits mostly related to the facts that it exploits the MAC association tree to 
perform routing from sensors towards a sink. HERA exploits information exchanged during the 
network formation and topology update phases, thus avoiding additional routing messages and the 
associated overhead. Moreover, it shows several performance enhancements with respect to AODV, 
such as reduced latency and energy consumption. Finally, it reduces complexity, as it is very easy to 
program and does not require a specialized daemon on the host device where it runs. On the contrary 
AODV, by flooding the network with control messages required to set-up and maintain the routing 
tables, shows low-quality performance. However, since it does not strictly depend on MAC layer 
procedure, it provides a greater flexibility and can be more easily extended to account different route 
selection metrics. Moreover, advantages of AODV may be appreciated if the network topology is 
highly variable even if the weight of the control messages remains onerous for a network constituted 
by simple and low powered devices. 

It is important to notice that the results depend on the particular simulated network scenario and on the 
event type, i.e., multi-event scenario or mobile event. 

3.4 Data-Centric Protocols 

3.4.1 Introduction 
Data-centric protocols do not use globally-unique node identifiers to route data. Instead, they route 
each piece of data according to its own characteristics. This typically requires some sort of data 
naming scheme. 
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3.4.2 SPIN 
SPIN [9] uses a high-level data naming scheme to name the data (called meta-data). These are 
exchanged among nodes using an advertisement scheme – whenever a node receives new data it 
advertises this to its neighbours. Neighbours examine the meta-data to see if they are interested in this 
data and if so, they retrieve it. The naming scheme is application-specific. 

SPIN distributes data locally very well, however there is no guarantee that an interested node will 
eventually receive the information it desired – if all intermediate nodes are not interested in a piece of 
data, it will never arrive. 

3.4.3 Directed Diffusion 
Directed Diffusion [10] also uses a naming scheme. It uses attribute-value pairs to manage data. An 
interested node broadcasts the attributes it is interested in. The broadcast also includes a timescale – 
for example, a single query may be executed, or a periodic query. Each node receiving this attribute 
caches it and retransmits it. A node with new information sends this information back using a gradient-
based scheme to select the best path – initially the path along which the interest was received is used. 
If a geographic attribute is specified, only nodes knowing themselves to be along the path to the 
desired geographic area are used (if this information is available) 

As data is sent along a link, this reinforces the gradient of that link, increasing the likelihood that it 
will be used in the future. Data aggregation and caching may be carried out by intermediate nodes, 
allowing them to minimize transmission and respond more quickly to future queries. 

3.4.4 Rumour Routing 
Rumour Routing [11] is a variant of directed diffusion used in contexts where the data events are 
infrequent in relation to the requests. It employs agents to distribute information about events. When 
an event of interest is observed, it is stored and an agent is generated. The agent travels the network, 
giving nodes information about the observed event. When a query is then generated for a particular 
event, forwarding nodes are aware of which nodes have already observed similar events, and how to 
reach them. 

3.4.5 COUGAR 
COUGAR [14] is a data-centric protocol that treats the network as a distributed database. COUGAR 
introduces an additional query layer to the sensor nodes. In-network aggregation is used to minimize 
transmission; however this is done by command from a selected leader for each query. This leader also 
manages the transfer of data back to the data sink. 

The disadvantage of this scheme is that it requires each node to maintain a lot of information about the 
network. 

3.4.6 TinyDB 
TinyDB [34] is an Acquisitional Query Processor – in additional to simple aggregation and filtering it 
manages how and when data is acquired by the physical sensors and delivered to the querying device. 
TinyDB has the ability to select, join, project, and aggregate data, but also incorporates a number of 
other features designed to minimize power consumption via acquisitional techniques. 

Queries are injected into the network from a PC using an SQL-like query language and returned back 
to the PC according to the query results. TinyDB describes sensor tuples as belonging to a table 
“SENSORS” that has one row per node per instant in time, with one column per attribute (such as 
light, temperature, etc.) that the device can produce. Records in this table are materialized (i.e., 
acquired) only as needed to satisfy the query, and are usually stored only for a short period of time or 
delivered directly out of the network. 
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Aggregation queries based on node attributes are also supported – for example, to return the average 
temperature of all of the nodes located in a particular room of a building. TinyDB will attempt to 
perform the aggregation in-network, rather than transport all of the values to the base station before 
calculating the average. Queries can be periodic (i.e. perform a certain query every 30 seconds) and 
time-based (for example to return the average light value over 30 seconds, sampling every 2 seconds) 

3.5 Location-Aware Protocols 

3.5.1 Introduction 
Node location is employed by routing protocols that use spatial addresses, and by signal processing 
algorithms (e.g. beam-forming) that are used for tasks such as target tracking. The underlying 
algorithm problem is that of localization whereby the nodes in the network discover their spatial 
coordinates upon network boot-up. When the sensor nodes are deployed in an unplanned topology, 
there is no a priori knowledge of location. The use of GPS in sensor nodes is ruled out in many 
scenarios because of power consumption, antenna size, and overhead obstructions such as dense 
foliage. The ad hoc nature of deployment rules out infrastructure for many scenarios of localization. It 
is critical that sensor network nodes be able to estimate their relative positions without assistance, 
using means that can be built-in. 

The localization problem in itself is a good example of a signal processing task that the sensor network 
needs to solve. The basic approach would be for sensor nodes to gather sufficient number of pair-wise 
distance estimates via some suitable mechanism, and then use multilateration algorithms to estimate 
positions of the nodes. To begin with, a few nodes might know their position via other means (beacon 
nodes), but at the end of the localization process every node would hopefully know its position. 

A key problem however is that in conventional formulations of multilateration [34][36] one needs to 
estimate the location of an entity given estimates of its distance to 3 or more beacons with known 
positions. In sensor networks a very high density of beacons nodes would be needed. To keep the 
required beacon density and energies low, a preferred method would be to jointly estimate positions of 
all the non-beacon nodes via a collaborative multilateration formulation based on criterion such as 
least-square error minimization. Besides being computationally hard for large number of nodes, doing 
this would require a centralized node where all the distance estimates would be collected at significant 
communication and associated energy cost. A more scalable solution is locally distributed iterative 
multilateration [37] whereby a node calculates its position and is promoted to a beacon as soon as 
enough of its 1-hop neighbours are beacons. Starting with a critical density of beacons, a percolation-
like phenomenon would result in gradually all the nodes discovering their position. With a sufficient 
beacon density, a small number of successive multilateration steps lead to rapid convergence of 
location estimates. The communication overhead is much lower than in centralized approach as all 
message exchange is strictly local and is easily piggybacked on routing messages. 

Another challenge in localization is estimation of distance between a pair of nodes. Using time-of-
flight of radio signals (as in GPS) is ruled out when the distances are too tiny and radio frequencies not 
very high. A readily available method would be to use the received signal strength indication (RSSI) 
provided be the radio. The RSSI data can be cheaply piggybacked on regular routing and data. The 
accuracy of this approach can be improved by using a parameterized channel, path loss model whose 
parameters are also estimated together with position [37]. However, in practice, the RSSI based 
approach works only in the absence of significant multi-path effects. In most environments other than 
open spaces multi-path is an issue. A promising alternative technology is to estimate distance by time 
of flight of acoustic or ultrasound signals, and using the much faster radio signal to establish time 
reference [38][39][40]. 

Location awareness may be the only difference between traditional MANETs and WSNs that can 
actually be used for optimisation reasons. There is certainly a trade-off between scalability, mobility 
and location-awareness in the sense that as the networks’ size and mobility increases, the location 
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information bulk becomes larger and the necessary updates more frequent. In this context, an adaptive 
lightweight location service supporting routing over a hierarchy that enforces balanced energy 
conservation across the whole network to ensure prolonged lifetime is needed in this research area. 

3.5.2 Greedy Forwarding 
This first category includes algorithms to select the next neighbour to which the message will be 
forwarded among all nodes in range. They can be considered to belong to the MAC layer and they are 
based on a local criterion assuming though that the destination position is known. These methods 
could be used when a WSN protocol needs to make local decisions. 

Most Forward within Radius (MFR) [41] forwards the packet to the node that is closer to the 
destination in an attempt to minimise the number of hops. MFR assumes fixed range which results in 
deficiencies when a node is able to adjust its transmission radius. In the latter case Nearest with 
Forward Progress (NFP) [42] could be a better solution as it selects the nearest neighbour which is 
closer to the destination. Random Progress Method (RPM) [43] routes the message with equal 
probability towards a neighbour that enables forward progress. 

Further, Compass Routing selects the neighbour which is closer to the direction of the final 
destination. Finally in Geographic Distance Routing (GEDIR) [44], forwarding is similar to MFR with 
the addition of a termination criterion which applies when the neighbour selected is the one from 
which the message was forwarded. Intermediate Node Forwarding (INF) [45] is proposed as part of 
Grid routing. 

3.5.3 Greedy Routing with Guaranteed Delivery 
The main problem inherent to the methods discussed in the previous paragraph is that the message is 
not guaranteed to be delivered to the final destination as the local nature of the forwarding decision 
may lead to a dead-end path. A way to overcome this problem is to forward the message to the 
neighbour with the smallest negative progress when no node with positive progress exists but this may 
induce loops into the path. 

Face, Greedy-Face-Greedy (GFG) [46] and the Greedy Perimeter Stateless Routing (GPSR) [47] use 
planar graph traversal to overcome the dead-end problem. They construct a planar graph and route the 
messages on faces that are progressively closer to the destination by using the right-hand rule. This 
scheme guarantees delivery if there is a path in the original graph. GFG and GPSR exploit the planar 
graph traversal only when the message encounters a dead-end by switching from the “greedy” to the 
“face” or “perimeter” mode. 

To enable routing decisions locally, additional information is included in the message such as the 
location where it switched to the perimeter mode, the point at which it entered the current face, the 
first edge it traversed on current face, the packet mode itself etc. Of course this is an overhead to be 
considered when discussing WSNs. 

3.5.4 Hierarchical Routing 
Hierarchical routing organises the network into some hierarchy in order to decrease its complexity and 
increase scalability and mobility. The most important representatives of this class are the Scalable 
Location Update-based Routing Protocol (SLURP) [48], Terminode [49][50][51] and Grid [45][52] 
routing. 

All these protocols incorporate a distributed location service that disseminates location information 
across multiple nodes that form a hierarchy. SLURP uses k square sub-regions, Terminode exploits 
Virtual Home Regions (VHR) defined by a position and a radius and Grid Location Service (GLS) 
forms a hierarchy of squares so that order-n squares contain exactly four order-(n-1) squares. In order 
for a source to send a message to a destination, it first queries a location server node that belongs to 
the hierarchy about the destination’s position. 
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Another common characteristic is that long distance routing is achieved using some greedy approach 
and when the message reaches the destination region it is sent to the specified node using one of the 
on-demand or table-driven protocols discussed earlier. In this context SLURP exploits MFR and DSR, 
Terminode uses Anchored Path Geodesic Packet Forwarding (AGPF) towards a destination which is 
defined using a Location Dependent Address (LDA) and Grid combines geographic forwarding [52] 
with a modified version of DSDV. 

While these design choices constitute the protocols that are very scalable, their implementations do not 
match the lightweight protocol requirement imposed by WSNs’ energy and storage limitations. 
SLURP for example uses at least nine different control packets and maintains four data structures on 
each node. 

3.5.5 Geocasting and Restricted Flooding 
Geocasting is deployed to deliver messages to all nodes inside a specified area. Among other 
techniques, restricted or partial flooding can be used for this. Restricted flooding isolates and floods 
only a part of the whole network towards the destination area. The most important protocols that fall in 
this category are the Location-Based Multicast (LBM) [53], which is an extension of Location-Aided 
Routing (LAR) [55] and Distance Routing Effect Algorithm for Mobility (DREAM) [54]. 

LAR exploits restricted flooding to perform unicasting. Assuming that the source knows the 
destination’s position x0 at time t0 and it has an estimation of its speed u (e.g. the average or 
maximum speed among the mobile nodes), it initiates a route request at t1 > t0. The expected zone, i.e. 
the zone in which the destination node is expected to be, is defined as the circle of radius u(t1 - t0), 
centred at x0. In LAR-1 the request zone is set to be the smallest rectangular, which includes the 
source node and the expected zone. The source initiates the route request by sending a message that 
contains the coordinates of the rectangular. The nodes that are inside the request zone place their IDs 
in the message and forward it. The ones outside the zone discard it. When the destination receives the 
request, it replies with a message containing its location, a timestamp and the route. The reply is 
routed by reversing the path inside the request just like in DSR. In LAR-2 the request zone is defined 
implicitly. An intermediate node that receives the request, forwards it only if its distance from the 
destination is smaller than the one of its predecessor from the destination. To achieve this, nodes 
forward their locations together with the request. LBM extends LAR to perform geocasting in the 
obvious way. 

In DREAM each node transmits control packets periodically. The frequency of these transmissions is 
proportional to its speed so as to optimise each rate according to the individual mobility. The concept 
of the distance effect is also introduced. According to this, a life time is associated with each control 
message in order to model the fact that two mobiles that are far apart see each other moving slower 
than if they were closer, causing the message to be discarded after a specified number of hops. The 
majority of the messages are short lived while other long lived ones are sent rarely and traverse the 
whole network. Assuming an average speed u (or even a speed probability function) for the nodes and 
knowledge of a destination’s position x0 at time t0, the source can route a message at time t1 towards 
the disk with radius u(t1 - t0) centred at x0. Each node forwards the message only to the neighbours 
that lie inside the area bounded by the disk and its two tangents that cross at the point where the source 
lies at t1. 

3.6 QOS and Energy Aware Protocols 
Quality of Service (QOS) aware protocols consider the end-to-end requirements of the network link. 
The routing protocol aims to maximize a given quality metric across the entire link. Energy-aware 
protocols are a special case of this in which the energy cost across the network is the primary quality 
metric. 
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3.6.1 Maximum Lifetime Energy Routing 
Maximum Lifetime Energy Routing [27] aims to maximize the network lifetime by defining the link 
cost of each link as a function of the energy remaining at the node and the energy required to perform 
data forwarding. Bellman-Ford shortest path is used to determine the path across the network that 
maximizes residual energy. This differs from the Minimum Transmitted Energy (MTE) algorithm in 
that the remaining energy at a node is also considered in the route path determination – as a node 
exhausts its energy supply it is less likely to take part in data forwarding. 

The Bellman-Ford algorithm is likely to consume a lot of energy in the setup state for a large sensor 
network. 

3.6.2 Minimum Cost Forwarding 
Minimum Cost Forwarding (MCF) [28] aims to provide a simple and scalable solution to the problem 
of finding the minimum cost path in a large sensor network. The cost function at each link is a 
function of the delay, throughput and energy consumption at that node. A fixed sink node initiates the 
protocol by broadcasting. This is diffused through the network, with each node adding its cost 
information and retransmitting using a backoff-based algorithm. The length of the backoff interval is 
proportional to the cost being transmitted – in this way, a node that is about to transmit a large cost 
value waits a long time to see if it receives a lower cost, while a low-cost path is propagated quickly. 

Once this has been established, each node knows which neighbour to transmit to in order to send data 
to the sink with the lowest cost. This protocol is simple and easy to implement on a sensor node. 

3.6.3 Sequential Assignment Routing 
Sequential Assignment Routing [23] is a sensor network routing protocol that includes QOS directly in 
its routing decisions. It creates multiple spanning trees rooted at the sink node, considering QOS, 
energy and packet priority into account. Using these trees, multiple paths may exist from a particular 
node to the sink node; the path most appropriate to the desired QoS metric is chosen. Path failures 
automatically trigger path updates. The protocol suffers from having to maintain a lot of state 
information in terms of a sensor node. 

3.6.4 Energy-aware QOS Routing 
Energy-Aware QOS Routing [25] aims to combine different QOS requirements in a network. Real-
time traffic is routed along least-delay paths, while non-real time traffic is routed to minimize energy 
consumption. A clustered approach is used for scalability, and a class-based queuing scheme at each 
node. Dijkstra’s algorithm is used at each node to choose the best path from those available. 

3.7 Cross-Layer Routing 
Cross-layer strategies for wireless sensor networks are discussed in Chapter 5 of this document; 
Section 5.4. Cross-layer algorithms aim to derive efficiency by dispensing with the traditional layered 
network stack and considering information from many of the traditional layers in making decisions. 
Each layer is not developed in isolation and is dependant on the other layers – this always involves 
information sharing across layers; deeper integration is also possible. Routing is one independent layer 
in a traditional network stack but in cross-layer systems this independence no longer applies. 

The two layers lending themselves most to such approaches are the MAC and network layer. 
Information from one layer can prove very useful to the other layers, particularly in sensor networks 
where the two layers may not be distinct at all. 

A comprehensive list of references is given in Chapter 5 – these are not repeated here. 
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4 E2E Transport Protocols 

4.1 Introduction 
The advent of increasingly smaller micro-electro-mechanical systems (MEMS), alongside the mass 
production of new cheaper embedded systems and the more common use of low-power wireless 
communications has brought together an increased interest in a new technology: Wireless Sensor 
Networks (WSN).  

The whole concept behind these types of networks is basically different from traditional networking in 
that they are built upon small devices, composed of some sort of sensing or actuating unit, an 
embedded processing unit and a low-power wireless radio communications unit. Given the reduced 
hardware restrictions that these devices must comply to, most common networking paradigms and 
protocols are rendered unacceptable, giving way to new paradigms and protocols that are still under 
intense research and development by the scientific community worldwide. 

Traditionally in wireless sensor networks, transport protocols have been specifically tailored for 
certain applications. Given these circumstances, the transport protocols that were developed were 
generally a part of a complete trans-layer solution and were, therefore, useless for any other 
application. 

After a while, the scientific community realized the need for a broader solution that would be able to 
easily and efficiently support a larger gamut of applications. This gave way to new protocols, each 
providing some specific functionality, required by general scenarios in which most applications could 
fit in. 

The general features around which these protocols revolved were reliability, congestion and flow 
control, and fairness. Although most protocols focus only on one of these general features, there are, 
however, a few that consider more than one. 

In this contribution all of these general features are briefly explained and further divided into the more 
specific functionalities and mechanisms that each protocol may or may not implement. A list of the 
most commonly used transport protocols will then be cross-referenced with these specific features, 
providing a simple comparison in tabular form. Finally, a broad view of what current transport 
protocols have to offer will be discussed and some new features will be proposed to fill in some of the 
gaps. 

4.2 Transport Features 

4.2.1 Reliability 
Reliability can be described as the ability that the network has to ensure the proper delivery of 
information to its final destination. In wireless sensor networks reliability can fit within one of two 
categories: packet reliability and event reliability. The former ensures that all (or a configurable 
percentage of) packets arrive to their final destination, while the latter ensures that at least the 
minimum amount of packets required to correctly detect an event are safely delivered. Additionally, to 
provide either of these reliability semantics, most algorithms are further divided into two main stages: 
loss detection and notification and loss recovery. Furthermore, reliability algorithms can be classified 
by the nodes that directly intervene in them, being either end-to-end or hop-by-hop. 

4.2.1.1 Loss Detection and Notification 
ACK Feedback: 

ACK feedback is based on the receiver, be it either the final destination or just one of the hops, 
explicitly acknowledging the reception of the packet. 
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NACK Feedback: 

NACK feedback, in turn, is based on the receiver explicitly notifying the sender that it did not receive 
a packet. Just as before, this receiver may either be the final destination, or just another hop along the 
way. Since, in traditional networks, packets successfully arrive at their destination more often than not 
this mechanism generally implies a smaller protocol overhead on the network. On the other hand, it 
also brings a new challenge: if all packets are lost, the receiver will never be the wiser, and will 
therefore never notify the sender. 

IACK Feedback: 

IACK (Implicit Acknowledge) feedback is a new mechanism that relies on the broadcast nature of the 
radio environment. In this mechanism, when a network node forwards a packet to the next hop, it 
implicitly acknowledges the packets reception to its previous sender. Although this mechanism 
presents even less overhead than the NACK mechanism, its basic assumption that a node may 
overhear the packet being forwarded may not always be applicable, specially if the underlying MAC 
protocol works with multiple non-interfering channels, or is TDMA based. 

Sequence Number Out-of-Order: 

In this specific mechanism, packets are tagged with consecutive sequence numbers. The receiving 
node can detect a missing packet when it receives another packet with the sequence number out of the 
expected order. Once the loss is detected, a NACK mechanism may be used to notify the sender. 

Time-Out: 

The Time-Out loss detection mechanism, like the Sequence Number Out-of-Order variant, requires the 
aid of another mechanism, for example NACK, to notify the sender. However, this specific mechanism 
does not rely on sequence numbers in messages to detect when one has been lost, but rather expects 
that a new message will be delivered within a certain time-frame, after which, the message will be 
considered lost. 

4.2.1.2 Loss Recovery 
Increase Source Sending Rate: 

This mechanism is frequently found in the event reliability semantic. Since individual packets may be 
lost without hindering the overall application functionality, the sending node can increase the total 
quantity of packets received on the other end by simply increasing the total number of packets it 
sends. 

Packet Retransmission: 

This mechanism, on the other hand, is the general choice for most packet reliability protocols. On the 
end-to-end variant, the original source node retransmits the packet across the entire network, hopefully 
reaching the final destination. The hop-by-hop variant, in turn, performs local retransmissions on each 
hop and by doing so, reduces overall protocol overhead and latency. It is also possible to reach a mid-
term solution, where not all nodes along the path cache the transmitted packets. This intermediate 
solution still requires multi-hop retransmissions, but still manages to avoid end-to-end retransmissions. 

4.2.2 Congestion and Flow Control 
Given the converging nature of most wireless sensor network data, network congestion is likely to 
happen on nodes closer to the sink node. This is especially the case when these nodes forward data for 
particularly large networks which need to convey vast amounts of information in frequent status 
reports. If this situation is not taken into account, then congestion will inevitably occur sooner or later, 
leading to overloaded radio links, degraded channel utilization and wasteful transmission of packets 
that will eventually be dropped. 
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Given the general need to maximize network utilization while avoiding the wasteful use of energy to 
transmit packets that may be dropped, a general mechanism to control source rates in a manner that 
avoids upstream congestion is required. The algorithms that implement this functionality can be 
broken down into three stages: congestion detection, congestion notification, and rate adjustment. The 
congestion detection stage oversees the local nodes status and decides if congestion is either already 
taking place or likely to take place in the near future, if nothing else is done to prevent it. This decision 
may either produce a single binary congestion notification (CN) bit, a multilevel congestion degree 
value, or a precise rate at which each child node that is using the current node as its next hop should 
send its packets. The congestion notification stage, in turn, defines the method used by the parent node 
to notify its children of its current congestion status. Finally, the rate adjustment stage defines how 
children nodes should limit their transmission rates, so to avoid further congestion at the parent node. 

4.2.2.1 Congestion Detection 
Packet Sending Success: 

In this simple mechanism, the success or failure to send a packet is used to infer congestion. This can 
be used at a hop-by-hop basis, where a node establishes its own congestion when it is unable to send a 
packet over the next hop, or on an end-to-end basis, similar to the way TCP works. 

Queue Length: 

This mechanism relies on the local nodes message queue occupancy. Once the relative quantity of 
queued packets surpasses a certain predefined threshold (e.g. 75%), the node is considered to be 
congested, and shall proceed to notify its peers of that fact. 

Packet Service Time: 

Contrary to the previous, this specific mechanism does not rely on the local message queue status, but 
rather on the local node having the ability to precisely quantify the maximum data rate at which it may 
send packets over the next hop. Provided that this information is available, the node can limit its own 
rate and calculate the rate at which its own children may send packets. This information may then be 
propagated further down, effectively limiting the rate of all nodes throughout the network in a manner 
that may keep congestion under control. 

Ratio of Packet Service Time over Packet Inter-arrival Time: 

Unlike the packet service time mechanism, this mechanism does not need to establish the maximum 
data rate for the following hop. By simply taking into account the mean packet service time (time from 
packet arrival from the MAC layer up until its last bit is successfully transmitted over the next hop) 
and the mean packet inter-arrival time (time between consecutive packet arrivals, be them from the 
MAC layer or locally generated), a simple congestion degree value can be obtained by the ratio of the 
former over the latter. 

Channel Loading: 

In this specific mechanism, the radio channel is constantly monitored, allowing the node to measure 
the channel’s relative load and detect local congestion. Since continuous channel monitoring comes 
with a high energy toll, a channel sampling scheme is implemented in practice. 

4.2.2.2 Congestion Notification 
Explicit Congestion Notification: 

Once the congestion status has been determined, all of the local node’s children nodes must be notified 
so they may take action and prevent further congestion. In explicit congestion notification, specific 
protocol management messages are used for this purpose. 
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Implicit Congestion Notification: 

Unlike in the explicit variant, implicit congestion notification piggybacks the congestion status 
information on normal data packets, reducing the overall protocol overhead on the network. 

4.2.2.3 Rate Adjustment 
Stop-and-Start Rate Adjustment: 

This mechanism invokes a simple principle: once the parent node notifies its children that it is 
congested, the children stop sending packets over the next hop, allowing the parent to free up its 
queues. If the children themselves get congested, they will continue to back pressure down the 
network until ultimately reaching the data source, effectively creating a flow control mechanism. 

When this method is allied with implicit congestion notification, some special care must be taken into 
account since the node may still need to send messages to its congested parent to be able to effectively 
notify its own children of its congestion status. 

Additive Increase, Multiplicative Decrease (AIMD) Rate Adjustment: 

Unlike before, this mechanism does not completely stop sending packets when parents notify that they 
are congested. Instead, an additive increase, multiplicative decrease scheme is used to regulate the rate 
at which packets are sent. 

Exact Rate Adjustment: 

This specific mechanism relies on the node’s ability to precisely determine the rate at which it may 
send packets over the next hop. Provided that this information is available, the node simply schedules 
the sending of its packets using specific timings in order to fulfil that specific rate. 

4.2.3 Fairness 
Given the probabilistic model of packet loss at each hop, be it by the hands of radio link interference 
or by congestion, a natural consequence is that sources that require more hops to arrive to the sink 
node tend to have a larger probability of packet loss than those closer to it. This problem ultimately 
limits the diameter of the network and creates an imbalance where nodes closer to the sink have an 
unfair advantage over those farther away. 

To counteract this natural imbalance, some special care must be had in transport protocol design to 
guarantee network fairness. Generally, these guarantees are associated with congestion control 
protocols and can be divided into two categories: simple fairness and priority based fairness. In simple 
fairness, all traffic sources are considered equal and will receive equal transmission opportunities. 
Priority based fairness, on the other hand, is more flexible and complex, allowing that different 
priorities be attributed to each traffic source. 

4.2.3.1 Simple Fairness 
Simple Rate Limiting: 

This mechanism is, in many ways, similar to the exact rate adjustment congestion control mechanism, 
although some additional care must be taken to provide fairness guarantees. To ensure fairness, the 
local node must send packets over the next hop at a rate proportional to its parent’s total upstream rate 
and the ratio of source nodes served by the local node over the total quantity of source nodes served by 
the parent. This information may either be explicitly sent by the parent node or can be inferred by 
overhearing the parent node’s forwarded traffic. 
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Differentiating AIMD Coefficients for Local and Forwarded Traffic: 

When using an additive increase, multiplicative decrease rate adjustment mechanism to control 
congestion, simply using differentiated coefficients for locally generated traffic and forwarded traffic 
can be used to supply some degree of fairness. 

Traffic Shaping based on Multiple Queues at Each Node: 

If each node maintains separate queues for traffic forwarded from each of its children, simple traffic 
shaping techniques may be used to guarantee fairness. These techniques should serve each queue at a 
rate proportional to the number of source nodes served by the child associated to the queue. 

4.2.3.2 Priority Based Fairness 
Exact Rate Adjustment using Priority Based Scheduling: 

The already mentioned simple rate limiting mechanism, used to provide simple fairness, can be further 
extended to take in account different priorities for different data sources. Traditionally, the rate at 
which the local node sends its traffic over the next hop is calculated based upon the number of source 
nodes that are served by the local node and the number served by its parent. If, instead of just counting 
source nodes, a sum of their relative weights is performed, priority based fairness guarantees may be 
achieved. 

4.2.4 New Features 
A quick analysis of the previously mentioned protocols and features reveals an issue all too common 
in wireless sensor networks: many of these protocols were designed with some specific application in 
mind, and are either not suitable or not efficient for most other purposes. Furthermore, most transport 
protocols designed for reliability do not offer congestion control and vice-versa. The few protocols 
that do offer both of these features [4][5][13], in turn, come short in performance when compared to 
other protocols that either just implement reliability or just congestion control. Fairness, on the other 
hand, is generally associated with congestion control, leaving reliability out of the picture. 

The need arises to design a generic transport layer protocol for wireless sensor networks. This protocol 
would necessarily be modular by nature, giving the option to include or omit individual features based 
on specific application requirements. By relying on a modular architecture, the protocol would be able 
to meet the needs of most applications, while simultaneously avoiding network overhead and the 
inherent waste of energy associated with unnecessary features. Finally, this hypothetical protocol 
should ideally reach performance levels similar to those expected from existing specialized protocols 
that offer its individual features. 

Another interesting, yet not commonly seen feature is the efficient support of multiple sinks and in-
network data fusion. Since a network data aggregator is, in itself, just another network node with the 
same hardware restrictions as the rest, one can not expect that it will be able to provide the 
computational power and energy required to perform central coordination, as is done in many 
transport protocols designed for use with a single sink node. 

Additionally, further investigation should be carried out in more common uses of implicit notification 
techniques. Traditionally, a node may implicitly acknowledge the reception of a packet from a child, 
when forwarding it to a parent. This concept has already been extended by piggy-backing block 
acknowledgments [10], allowing the child node to send multiple packets over the next hop before 
receiving their respective acknowledgements. Additional applications for this basic concept should be 
further explored. 

Further study is also required to offer more advanced quality of service (QoS) semantics at the 
transport layer, enabling applications to define preferred and required metrics (e.g. minimum and 
preferred packet rate, maximum end-to-end latency, and minimum and ideal packet reliability). 
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Finally, an integration of the previously mentioned features with service discovery oriented 
architectures is proposed. This approach would further extend the interface with which the wireless 
sensor network is accessed, creating a data oriented design that more naturally fits wireless sensor 
network semantics. 

4.3 Example Scenarios 
We shall provide examples that arise in a transport context. These example scenarios are categorized 
with the application requirements, namely time constraint, reliability, data traffic and network 
deployment.  

4.3.1 Time-critical Applications 
Time-critical applications usually require fast and/or reliable data connection. The system must 
provide an end-to-end guaranteed service from the source node to the sink node and also ensure that 
time-critical messages will arrive to their destination prior to the expiration of their deadlines. The 
example applications can be observed in a healthcare monitoring system and a fire alarm system.  

In the CodeBlue healthcare system [14], the WSN collects either a full stream of data from a particular 
patient according to the physician specifications or only an event when an emergency situation occurs. 
Therefore, the system has to prioritize the transmission of emergency data, such as a critical change in 
patient status. 

Similarly, the fire alarm system collects the temperature data and also detects the presence of smoke. 
The system indicates that fire happens when temperature data from particular sensor nodes exceeds 
certain thresholds. Moreover, the system can obtain the location of the emergency by identifying the 
nodes which are sending an alert message. 

Unlike existing WSN applications, the critical level of data in healthcare applications and emergency 
alarm systems must be prioritized by the network. For instance, a sudden change in heart beating 
should be defined as a high priority data and sent to the hospital with the fastest and most reliable 
transmission mode. 

4.3.2 Multimedia Streaming Applications 
Multimedia streaming application requirements are normally involved with high bandwidth and strict 
delay constraints whereas reliability levels as well as congestion control techniques highly rely on 
different applications [15]. However, some applications may have specific requirements of the 
multimedia transport. For example, the application can specify a minimum bandwidth demand which 
is corresponding to a bounded delay and its variation.  

For reliable multimedia streaming in WSN, a congestion control due to specific bandwidth demand 
should be used by the transport layer. The reliability can be measured and used to automatically adapt 
the bandwidth. 

 

4.4 Reliable Transport Protocols for WSNs 
This section provides an overview of the existing transport protocols for WSN; as can be seen on 
Figure 28 , these can be divided into different groups, according to their operation. 
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Figure 28: Logical map of different transport protocols for WSN. 

 

Many of the routing solutions for wireless sensor networks do not include explicit reliability (e.g. 
Directed Diffusion), and expect this to be performed by an additional algorithm, either globally or 
locally. For many of the applications foreseen by traditional homogeneous wireless sensor network 
applications this assumption is reasonable. However, for convergent sensor network architectures 
interconnected with other IP based networks, reliability issues must be tackled. 

Reliability can typically be provided peer-to-peer, event-to-sink or sink-to-source. Peer-to-peer 
reliability can be performed by a TCP-like protocol such as nanoTCP [18] or using TCP modified for 
sensor networks [17]. More recently Zigbee [20] and IPv6 over WPAN (6LoWPAN) [21] have been 
introduced as solutions. Sink-to-source protocols achieve reliability, usually one-to-many, between a 
sink and a network of wireless nodes. An example of this is pump-slowly, fetch-quickly (PSFQ) [9]. 
Event-to-sink provides reliability on the event level, rather than on a packet-by-packet basis, an 
example of which is the event-to-sink reliable transport (ESRT) [5]. These transport methods, and 
other state-of-the-art transport issues are covered in this section. 

4.4.1 Peer-to-peer Transports  
Transport protocols commonly used on the Internet are TCP and UDP. Although these protocols have 
not been designed for sensor networks, or even for wireless networks, they are being applied 
regardless. Much of the embedded and industrial networking systems, also wireless, makes use of 
embedded TCP/IP implementations, such as [17]. The same applies to wireless networking for PCs, 
also over Bluetooth WPANs. UDP/IP in itself only provides fragmentation, error checking, 
multiplexing and allows for routing – so it is an unreliable transport framing. TCP on the other hand 
offers congestion and rate control, along with reliability across the Internet. The largest problem with 
TCP/UDP in wireless sensing and control is their header overhead and resource requirements. 
Standard TCP is also very problematic over wireless links. Because of the small frame sizes of 
802.15.4, the wireless channel, and the need for very simple implementations, TCP/UDP are not 
viable transports as is. 

Recently an effort by the IETF is aiming at a standard for highly compressed IPv6 over low-power 
WPANs, i.e., IEEE 802.15.4 [21]. The working group has taken wireless sensing and control, the 
minimal frame size and resources, along with mesh routing into account. A LoWPAN convergence 
layer has been defined, which makes use of layer 2 information to allow for highly compressed IPv6 
frames. The total overhead starts at 4 bytes including the LoWPAN and IPv6 headers. Flexible levels 
of compression are provided, and a mesh routing interface based on link-layer addresses is included. 
The compressed IPv6 header can then be followed by e.g. compressed UDP, which takes another 4 
bytes. The 6LoWPAN architecture allows for different compressed transports and routing schemes to 
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be applied, while keeping easy IPv6 compatibility at the gateway. In 2003, an earlier proposal for 
embedded transports, with minimal overhead for embedded networking was introduced as nanoIP 
[18]. In this proposal the network layer was eliminated, instead using implicit layer 2 information, and 
minimal transport protocols were developed called nanoUDP and nanoTCP. With only 6 bytes and 9 
bytes of overhead, respectively, the protocols provided the equivalent service of UDP and TCP. The 
overhead and processing requirements were kept to a minimum, and TCP was modified for wireless 
use. This concept is very similar to that under standardization as 6LoWPAN. 

ZigBee [20] is currently the industry standard protocol stack for use on top of IEEE 802.15.4 WPAN 
wireless technology. ZigBee mainly provides access to the 802.15.4 MAC functionalities and controls 
network self-configuration, discovery and addressing. The protocol stack includes mesh-routing and 
tree-routing mechanisms, and a multiplexing interface for application developers. Zigbee does not 
however include a transport-layer for ensuring reliability or flow control. A simple acknowledgement 
mechanism is provided by the application support sub-layer (APS) if requested by the application. 
When enabled, the receiver acknowledges packets one at a time, and the transmitter uses a timeout 
with max retransmission counter. Otherwise reliability and flow control are left to the application. 

The reliable multi-segment transport (RMST) [11].is meant to add reliability to directed diffusion. It 
provides guaranteed delivery and fragmentation using a selective NACK approach and has optional in-
networking caching and repair. Both end-to-end and hop-by-hop versions of the scheme are 
considered and compared in the article along with interactions with medium access control. The paper 
recommends that selective ARQ is used at the MAC layer in combination with their RMST approach, 
although the performance difference between end-to-end and hop-by-hop versions was found to be 
negligible.   

The ATP [22] protocol is a reliable transport protocol for ad hoc networks and mainly consists of (i) 
rate based transmissions, (ii) quick start during connection initiation and route changes, (iii) network 
assisted congestion detection and control, and (iv) decoupled congestion control and reliability.  It 
relies on cross layer information for improving its performance. Specifically, ATP uses feedback from 
the network nodes for rate estimation and path failure notification. The maximum packet delay 
experienced by the intermediate nodes (routers) in the connection path is collected by the receiver 
from each packet header. And based on this, the receiver sends rate feedback information to the 
transmitter to control the transmit rate. Thereby it controls the congestion efficiently. However it 
cannot guarantee perfect fairness between the competing flows. 

The scheme proposed in [23] also uses network feedback from the intermediate nodes to control the 
transmit rate. The intermediate nodes explicitly convey the allowed rate for each flow in each data 
packet’s special header to the receiver and ultimately the rate allowed by the bottleneck link is 
returned to the transmitter in a feedback packet to control the transmit rate. Further, the intermediate 
node estimates the allowed rate based on the current channel bandwidth of the outgoing links as well 
as the current rates of the flows going through that node and shares the available bandwidth among the 
competing flows based on max-min fairness to provide efficiency and perfect fairness.  

4.4.2 Event-to-sink Transports 
The event-to-sink reliable transport (ESRT) [5] uses the notion of event reliability based on an 
accounting metric rather than the packet delivery ratio. The sink node is mainly responsible for the 
algorithm and continuously adjusts the reporting frequency of sensor nodes in order to maintain event 
reliability while minimizing power consumption. The algorithm uses a naive metric for event 
reliability: simply the number of data packets received in a decision interval. A congestion reporting 
mechanism is used to detect if sensor nodes are receiving too many incoming packets, which triggers a 
reduction in traffic. The goal of the algorithm is to automatically adjust the reporting frequency to its 
optimal point. Another method for providing event-to-sink reliability was presented in [19]. The 
authors introduce several acknowledgment based schemes for reliable event detection. The basic idea 
is for a source to request an acknowledgment for an important detected event from the sink, to ensure 
that it was received. They categorize three different ACK-based methods: selective acknowledgment, 
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enforced acknowledgment and blanket acknowledgment. The methods are shown to improve the 
reliability of event detection compared to no end-to-end reliability; however comparison to other 
protocols was not performed. 

The mechanisms discussed above mainly concern reliability while some of them (for example ESRT) 
provide congestion / rate control with reliability. However they are not very suitable for some 
continuous datagram flow applications (for example video or audio signal transfer, which can be 
expected over future wireless sensor networks) over multi hop wireless sensor networks as the 
congestion / rate control techniques in those mechanisms do not consider, in detail, the challenges 
such as MAC contention, path failures, wireless loss, energy limitation, etc. in multi hop wireless 
network environments. On the other hand, these issues have already been studied in the literature for 
ad hoc networks. We identified two rate based transport layer solutions [22], [23] suggested for ad hoc 
networks, where they control the rate, based on some cross layer information. Further, some of the 
techniques used by these can be used for wireless sensor networks as well. 

4.4.3 Sink-to-source Transports 
Pump slowly, fetch quickly (PSFQ) is a reliable, flexible transport protocol for sink-to-source 
communications in sensor networks [9]. It is highly resilient to error prone wireless links. The protocol 
consists of pump, fetch and report operations. Data is sent very slowly away from the sink, and the 
nodes receiving the data can quickly fetch missing segments using local recovery on a hop-by-hop 
basis. The protocol is able to provide reliable communications with loose delay bounds. The 
performance of the technique is compared to scalable reliable multicast (SRM) in the paper and was 
shown to have much better performance in terms of the packet delivery ratio and delay.  

4.4.4 Transport Protocol Comparison 
In this section, a list of some of the most commonly used transport layer protocols for wireless sensor 
networks will be cross-referenced with all of the previously mentioned features and mechanisms, as 
can be seen in Table 4, Table 5 and Table 6. By no means can any of these protocols be simply 
considered the sum of a set of mechanisms. However a full description of the internal functioning of 
these protocols is beyond the scope of this contribution. 
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Reliability 
Loss Detection and Notification Loss Recovery 

Protocols Category Direction Type ACK NACK IACK 

Sequence 
Number 
Out-of-
Order 

Time 
Out 

Increase 
Source 
Sensing 

Rate 

Packet 
Retransmission 

ARC [1]           
CCF [2]           
CODA [3]           

DTC [4] Packet Both Hop-by-
Hop ●   ● ●  ● 

ESRT [5] Event Upstream Event-to-
Sink     ● ●  

Fusion [6]           
GARUDA 
[7] Packet Downstream Hop-by-

Hop  ●  ●   ● 

PCCP [8]           

PSFQ [9] Packet Downstream Hop-by-
Hop  ●  ● ●  ● 

RBC[10]  Packet Upstream Hop-by-
Hop  ● ●     

RMST[11]  Packet Upstream Hop-by-
Hop  ●   ●  ● 

Siphon 
[12]           

STCP[13]  Event / 
Packet Upstream End-to-

End ● ●   ●  ● 

 

Table 4: Reliability Issues in Transport Protocols for WSN  for WSN 

 
Congestion and Flow Control 

Congestion Detection Congestion 
Notification Rate Adjustment 

Protocols 
Packet 

Sending 
Success 

Queue 
Length 

Service 
Time 

Service Time 
/ Inter-arrival 

Time 

Channel 
Loading 

Explici
t 

Implici
t 

Stop-
and-
Start 

AIM
D Exact 

ARC  [1] Hop-by-Hop      ●  ●  
CCF [2]   ●    ●   ● 
CODA  [3]  ●   ● ●   ●  
DTC [4] End-to-End      ●  ●  
ESRT [5]  ●     ●   ● 
Fusion [6]  ●     ● ●   
GARUDA [7]           
PCCP [8]    ●   ●   ● 
PSFQ [9]           
RBC [10]           
RMST [11]           
Siphon [12]* End-to-End ●   ●      
STCP [13]  ●     ●  ●  
* – Siphon does not perform any rate adjustment to mitigate congestion. Congestion Mitigation is achieved by redirecting traffic through 
“Virtual Sinks” which use an alternative long-range radio network to reach the “Physical Sink”. 

 

Table 5: Congestion and Flow Control in Transport Protocols for WSN 
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Fairness 
Simple Fairness Priority Based Fairness Protocols 

Simple Rate Limiting Differentiating AIMD Coefficients Traffic Shaping Exact Rate Adjustment 
ARC [1]  ●   
CCF [2]   ●  
CODA [3]     
DTC [4]     
ESRT [5]     
Fusion [6] ●    
GARUDA [7]     
PCCP [8]    ● 
PSFQ [9]     
RBC [10]     
RMST [11]     
Siphon  [12]     
STCP [13]     
 

Table 6: Fairness in Transport Protocols for WSN 

4.5 Alternative Approaches 
Several of the fundamental research issues for end-to-end transport in WSNs are still open. The flow 
control techniques studied so far are rather rudimentary in nature, and often do not try to benefit from 
application-specific knowledge available, or of topology information that often can be obtained from 
the routing layer. Even less clear is how to best accomplish end-to-end transport in different types of 
many-to-one (convergecast) and many-to-many communication and interaction models much studied 
in earlier sensor network research. 

Another interesting avenue of research is the cross-layer interactions with the link-layer protocols. 
Depending on the exact application requirements reliability can be achieved by several means. End-to-
end techniques are often used to achieve the highest reliability, but often at the cost of substantial 
signalling overhead and increased data delivery latency, especially if the links in question are very 
unreliable. If the transport solution deployed can trust the link-layer to carry out sufficient error 
correction, adaptively choosing the optimal retransmission strategy or even network coding scheme 
used could well bring benefits. 

Another possible cross-layer solution is to incorporate application-layer protocols, such as the 
distributed source coding [16]. The distributed source coding scheme is efficiently used in the densely 
deployed network. In such a case, the redundancy due to overlapping data can be used by distributed 
coding. Moreover, the cross-layer coding is quite suitable for the WSN operating in a lossy and 
dynamic environment since the coding is error tolerant and can adapt itself to the available bandwidth. 

The most complicated situation arises when considering end-to-end transport in the context of in-
network processing. When data is aggregated or otherwise processed in the network, the loss of 
packets in intermediate links are no longer necessarily visible to the subsequent nodes along the 
aggregation tree. Classical end-to-end techniques are accordingly difficult to apply. If hop-by-hop 
techniques for increased reliability are used, finding optimal settings is again challenging. It would 
appear to be necessary to develop “distortion metrics” for the aggregated data that would allow 
assignment of “value” for a given datum with respect to its impact to the overall aggregate or 
processing result. 
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5 Cross Layer Optimization Aspects 

5.1 Introduction  
The conventional wireless ad hoc network protocol design is mainly based on a layered stack in which 
each layer is designed and operated in isolation. The interfaces between layers are static and 
independent of the individual network constraints and applications. By using this paradigm, network 
design can be greatly simplified. However, this approach’s lack of flexibility and optimality may result 
in poor performance in large-scale WSNs in which resource limitation is severe, but timely delivery is 
required [1]. 

Therefore, an active theme — cross-layer design — has been recently proposed; this supports 
optimization and adaptability across multiple layers [1]. Cross layer feedback means enabling 
interaction of a layer with any other layer in the protocol stack. A layer may interact with layers above 
or below it. As a consequence, in the concept of cross-layer design, each layer is not developed in 
isolation, but in an integrated and hierarchical framework. Therefore, the strict border between 
different layers is loosened. Some control messages as well as information concerning a layer’s status 
will be exchanged among different layers so that the system can take advantage of the 
interdependencies between them. 

A large number of cross layer interactions are possible in the stack. Hence, a systematic approach to 
cross layer feedback is essential, leading the design of a specific architecture for cross layer feedback, 
while matching the following requirements: 

• Rapid prototyping: Enable easy development and deployment of new cross layer feedback 
optimizations, independent of existing stack. 

• Minimum intrusion: Enable interfacing with existing stack without significant changes in 
the existing stack. Here significant changes means too many or large code modifications to 
the layer(s). This would aid in maintainability i.e. easily extending or reversing the cross 
layer optimization as well as in protecting the correctness of the stack, with minimal efforts. 

• Portability: Enable easy porting to different systems. 
• Efficiency: Enable efficient (minimum execution overhead) implementation of cross layer 

feedback. 
With the aim of investigating the possible advantages provided by the adoption of the cross-layer 
protocol design paradigm, this chapter provides firstly an insight into cross-layer and layered systems. 
Then, several cross-layer architectures are presented together with several examples of cross-layer 
protocols for wireless sensor networks. Finally, on overview on novel functional architectures as well 
as ongoing projects in this area is presented.  

5.2 Cross-layer and layered system design  

5.2.1 Introduction  
Resource limitations typically found in wireless sensor network devices accentuate the need for 
algorithm optimizations in sensor network applications. The goal of these optimizations is to conserve 
energy (e.g., by reducing radio communication) or to make the memory footprint in RAM smaller 
(e.g., by avoiding redundant data).  

Only with such optimizations it is possible: 

• to run a sensor node for weeks or even months  

• to develop complex software systems for hardware platforms.  

One technique for such optimizations is represented by cross-layer interactions, where - in contrast to 
a strictly layered architecture - software layers interact more closely. Cross-layer interactions are 
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widely used in sensor networks [9] and are often regarded as a necessity [5]. In addition, cross-layer 
interactions offer the possibility of dealing with the special properties of wireless networks that cannot 
be handled well by strictly layered architectures [1]. Therefore, in sensor networks, the traditional 
layered approach is substituted by component-based architectures where cross-layer interactions are 
more easily performed. 

As described by Kawadia and Kumar [7], cross-layer interactions can have a negative effect on 
desirable properties of the software architecture such as modularity. For example, if cross-layer 
interactions are not performed in a controlled fashion, it might not be possible to replace a module 
without (major) changes to others. In addition, when modules interact closely, they cannot be 
developed independently. Therefore, if cross-layer interactions are needed - as it is the case in sensor 
networks - they have to be used deliberately.  

Although cross-layer interactions are becoming more and more common, the requirements for system 
or language support are still unclear. In fact, there is no common understanding of cross-layer 
interactions yet. Therefore, we have examined several existing sensor network applications to find out 
where they use cross-layer interactions and to identify patterns common to them.  

5.2.2 Cross layer versus layered system design  
Nowadays, layering is the dominating design methodology of communication protocol stacks. An 
essential feature of the layering principle is layer-independence (modularity), which represents the 
classical engineering approach to solve complex problems. 

The strict layering approach presents significant limitations to achieve this goal, especially when it 
comes to wireless communications, including therefore wireless sensor networks. These networks are 
characterized by a dynamic topology (users move around, also enter and leave); the link exhibits a 
time-varying quality due to fading, shadowing, in addition to multi-user interference. To cope with 
this variability of the wireless channel, techniques have been developed either at the physical or at the 
MAC layer. The main shortcoming of the strictly PHY layer-based approaches is that they do not take 
into account the impact on the upper layers, while the main shortcoming of strict layering MAC layer 
based schemes is that they are based on “hard” channels, i.e. they use very limited information from 
the physical layer. This implies that the throughput achievable at the upper layers is only a small 
fraction of the capacity offered by the PHY layer. For example, consider IEEE 802.11a (fastest on the 
market): the highest PHY rate is 54 Mbps, but above the MAC there is always less than 30 Mbps, and 
with RTS/CTS less than 24 Mbps is achieved, even under no contention. 

It is easy to understand that this loss of efficiency will be further aggravated if instead of considering 
only the two bottom layers one considers E2E performance involving the whole stack. For example, 
certain routing protocols require that nodes broadcast control messages to all neighbours and wait for 
all of them to reply. In wireless networks, this imposes a tremendous strain on the medium access 
layer. Also, routing protocols tend to treat all neighbours as equally accessible; although in reality 
those that lie on the fringes of the communication range of the node are much more susceptible to 
interference and should be avoided; as they represent a greater challenge to the medium access control 
layer. In other words, it is very important that the designers of the routing protocol of a system are 
aware of the limitations of the MAC protocol of that system, and vice versa. 

All the referred limitations are further aggravated if one considers node cooperation in the 
transmission process, since in such a case the PHY layer aspects are inherently linked with the 
network aspects. In fact previous theoretical developments have indicated strong interactions between 
the PHY layer signalling schemes and channel conditions with the networking issues of resource 
allocation. This suggests that several problems which are traditionally considered as networking issues 
and are typically designed independent of the transmission techniques need to be re-examined in the 
context of wireless networks.  

A cross-layer architecture encompasses additional complexity relative to a strictly-layered one, due to 
the fact that additional information besides that defining the basic service provided by the layer has to 
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be exchanged. The need to exchange additional cross-layer information (CLI) leads to two 
fundamental questions: 

1) What information should be exchanged across protocol layers, and, how frequently should this 
exchange proceed? 

2) What are the adequate / efficient procedures to exchange this information? 

Since a cross-layer design is by definition a departure from a rule based procedure defined in a strict 
layering approach, there is no universal answer to either questions 1) and 2) . The answer to 1) 
depends on the specific algorithm used at the given protocol layer, while the answer to 2) will also 
depend on several algorithm dependent aspects (centralized vs. distributed) and on the specific 
systems architecture. Although, the use of cross-layering has the potential to significantly improve 
E2E throughput, its nature obviously implies some loss of flexibility which is inherent of the modular 
structure of a layered stack. 

There are therefore significant challenges associated with the development of a cross-layered protocol 
stack: 

• Architectural challenges: how to answer 1) and 2) without excessive overheads? 
• How far to go in the cross-layering principle? Which is the trade-off between improved 

throughput/ reliability / energy efficiency and loss of modularity? 
• Obviously related to the two previous questions will be then the definition and development 

of efficient algorithms. 

5.3 Cross-layer architectures  
Cross-layer interactions are considered to be all interactions among components of logically separate 
layers that are beyond the use of narrow functional interfaces of strictly layered architectures. 

Although there are no traditional layers in component-based architectures, components can be 
classified at a certain level of abstraction (e.g., hardware abstraction level or application level). These 
levels of abstractions can be regarded as layers. The concrete form of these conceptual layers is part of 
the design decisions taken by the application developer, and might change from application to 
application. In such architectures cross-layer interactions are implicitly allowed since there is no 
restriction as to which component can be used [9]. With this view cross-layer interactions are not 
limited to the network protocol stack but can occur between any system or application components. 

In order to provide a classification of cross-layer interactions that apply to a wide variety of 
applications, the following taxonomy could be proposed (Figure 29). 
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Figure 29: Overview of different kinds of cross-layer optimizations. 

5.4 Cross-layer protocols for Wireless Sensor Networks 

5.4.1 PHY/MAC or PHY/MAC/NETW or PHY/APPL   
An integrated approach, jointly  involving the Physical, MAC and Network layers is presented in [36], 
aimed at maximizing the lifetime of wireless sensor networks with demanding energy constrains. 
Network lifetime is maximized by operating simultaneously on transmission powers, data rates and 
link schedules. The attention is focused on applications with high transmission rate requirements, e.g. 
video surveillance applications, with consequent high energy requirements. In this case, high 
interference can be encountered so that the interference mitigation becomes of primary importance. In 
this work, a trade off between minimization of energy consumption and load balancing is investigated. 
The authors solve an optimization problem for computing transmission powers, data rates and link 
schedules which maximize network lifetime and figure out an approximate convex solution to the 
problem.  

Other solutions proposed in the literature provide a theoretical optimization framework which jointly 
considers physical and application layer functionalities.  For example, in [38], the problem of a cross-
layer optimization working both at the physical and application layers is considered. To this purpose 
the problem is subdivided into two sub-problems corresponding to physical and application layers 
optimizations which are solved using game theory. Authors also show that the Nash equilibrium can 
be identified and find this solution. 

5.4.2 Packet Scheduling for WSNs  
The use of low-power wireless technologies in sensing and control applications is quickly 
experiencing rapid growth. Academic research on sensor networks has mainly employed architectures, 
which fit theoretical and research needs: homogeneous, isolated, very large, multihop etc. In practice 
wireless sensing and control needs to be connected to the existing infrastructure through WBANs, 
WPANs, WLANs, B3G cellular or directly wired IP networks. 

Current research has concentrated on the convergent integration of ad-hoc wireless networks (WLANs 
and WPANs) with the infrastructure. Several papers have been published on AODV and Mobile IP 
integration. Research has also been carried out on hierarchical sensor networks with different classes 
of nodes. However, very little has been done on the integration of sensor networks, which often use 
proprietary wireless technologies and protocols, with other wireless networks. Thus, a challenging 
area is the study of the Wireless Hybrid Networks (WHNs), which represent the merging of Wireless 
Sensor Networks (WSN) and cellular systems.  
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The IT expertise in packet scheduling algorithms for cellular networks can be used into WSN with 
hierarchical topologies and on the WHNs architectures. It follows a general description on utility and 
priority algorithms. 
Utility algorithms: 

To efficiently utilize scarce radio resources and achieve overall QoS satisfaction, cross-layer 
information is necessary. The scheduler must gather information from (i) physical-layer (link 
adaptation to channel state), (ii) QoS parameters from application layers and (iii) random traffic 
patterns (load of the systems). 

The proposed algorithm is based on the principle that each packet in queue has an amount of potential 
utility for the network service provider in being transferred. This utility may be for example the 
amount of subscription that each user is willing to pay for the service. At the beginning of time-slot n, 
equivalent to a transmission time interval (TTI), the scheduler estimates the total potential utility 

)(nU p  of all packets in queues. This is the potential utility that would be achieved if all packets were 
successfully transmitted during this time slot. 

At the beginning of each time slot, and for each user, the scheduler estimates the amount of utility that 
will be transferred by the network if the user is scheduled for transmission. This potential (transferred) 
utility is a function of the delay of each packet in the user’s queue and also of the reliability/quality of 
the radio channel, measured as the packet error rate. Not all packets in the user’s queue may be 
transmitted during one time slot. Therefore when a decision is taken to transmit a given subset of 
packets, this implies that the ones that are not scheduled have their delays increases and their utilities 
decrease. That is a decision to transmit any subset of packets implies a loss in the potential utility and 
the algorithm should aim to minimize this loss. 

The definition of the utility function depends on operator’s choice and the type of application which is 
envisioned. Different kinds of utility functions may coexist, depending on the type of service 
(interactive or streaming applications) and also on the priorities defined by the operator. The Utility 
can be described by the following steps: 

1. At the beginning of time slot n , estimate the total amount of potential utility )(nU p . 
2. For a given user j , estimate the amount of utility that will be transferred by the network if 

the user is scheduled for transmission: ))(1))(((())(),(( nPERnUnPERnQU jjjjjj −= τ  

Where )(nQj  is a vector which contains information about the delay associated to each 

packet in the queue, and, )( j nPER   is the packet error rate associated with the channel for 
user j  at time slot n . 

3. Packets not transmitted have their delays increased by one unit and are left with the 
remaining potential utility (remaining potential utility for all packets in queue assuming 
packet for user j  was selected for transmission,  )1( jnU p +  . 

4. The sum of the transferred utility and the remaining one will not exceed the initial total 
utility: )()1())(),(( nUjnUnPERnQU ppjjj ≤++   

5. A good decision will minimize the loss of utility which leads to the following scheduling 
decision: )).1())(((maxarg)( jnUnQUnk pjjj

++=  

Priority algorithms:  

The scheduler in packet based system is considered responsible for both: maximization of the air 
interface performance (i.e. sector throughput) and fulfilling the QoS requirement in downlink for each 
user. When real-time or near real-time services are considered, the resource management scheme 
should ensure throughput optimisation over the air interface, and at the same time fulfil QoS 
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requirements in order to be in constraint with the supported service requirement (in terms of 
guaranteed bandwidth, maximum delay, etc.). 

Packet scheduling algorithms have been proposed by IT based on the prioritisation of the packets 
using parameters that reflects radio conditions and that affects the QoS of the supported service. The 
scheduling algorithms have be considered according to the way the different parameters such as 
reliability in transmission, service requirements and number of attempted transmissions are weighted, 
in order to combine reliability in packet transmission of each user with upper layer service 
requirements. 

For instance, a priority value can be calculated every  Time Transmission Interval (TTI) combining 
W1, W2 and W3, where W1, W2 and W3 concern respectively to the reliability on block transmission, the 
service delay requirement and attempted transmissions.  

Three possible examples of priority functions (Priority1, Priority2, and Priority3) are reported below: 

))(#)()(,(W Priority 3211 attempTxWOutpacketTimeWSIRCQI +=            (1) 

 ))(#)()(,(W Priority 3212 attempTxWimeOutqueueAvrgTWSIRCQI +=      (2) 

 ))(#)()(,(W Priority 3213 attempTxWqueueSizeWSIRCQI +=                     (3) 

More details of the algorithms can be consulted in [40] 

5.4.3 MAC/Network  
In the perspective of a cross-layer optimization, which jointly involves different levels of the network 
architecture, a coordinated action working at the MAC and routing layers could be very promising. To 
this purpose, the sensors' capability of transmitting with different power levels can be exploited. With 
this goal in mind, the MACRO protocol has been proposed in [31]. This protocol exploits the 
capability of sensor devices to tune their transmission power. More specifically, for what concerns the 
forwarding functionalities, a geographic strategy is employed, which does not require that sensor 
nodes exchange any location information, but only that each node be aware of its own position and the 
final destination’s position.  To select the next relay to be used at each hop by the forwarding process, 
a competition mechanism is triggered, and so the most efficient relay node can be chosen.  The choice 
among different transmission power levels allows enlarging or restricting the area where the next relay 
node can be found so as to maximize a performance function, called weighted progress factor. For 
what concerns the MAC layer functionalities, in order to increase network lifetime, nodes are assumed 
to periodically switch ON and OFF their wireless interface, while still guaranteeing that network is 
connected without demanding for any synchronization among nodes.  Then, upon needing to forward 
the information, an appropriate WAKE UP procedure is triggered to wake up nodes and trigger the 
competition.  

An analytical framework for protocol optimization is proposed and performance tested in a ns-2 
scenario. In the same paper, the MACRO protocol is compared to other cross-layer protocols for 
sensor networks. Among those, GERAF [32] is another MAC/routing cross-layer protocol. In GERAF, 
similarly to MACRO, a mechanism to select the next relay node is triggered. This mechanism, 
however, does not exploit the possibility to tune different transmission power levels. The source node, 
instead, upon needing to forward a packet, sends a message containing both its own coordinates and 
the destination coordinates. A random receiver contention scheme takes place, so that ideally the best 
relay node can be selected based on geometrical considerations.  These considerations rely on the 
identification of the best relay among the waked up nodes in the available slices in which the 
considered forwarding area is divided. So, the closest node towards the destination among the 
available ones could be chosen. This mechanism exploits a contention procedure which gives higher 
priority in the contention to nodes located closer to the destination. 
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A receiver oriented integrated MAC/routing approach is also presented in [33]. Here minimization of 
energy consumption, scalability and protocol distribution are pursued through minimization of 
signalling overhead. This can be obtained via receiver oriented routing decisions and distribution of 
information on nodes location. Similarly to the approaches presented before, a source node advertises 
its location and the intended destination of its packet to the potential receivers which contend so that 
one becomes “the receiver” based on the estimation of its local optimality which has effect on the 
timer to be chosen by nodes for answering to the contention requests. The main focus of this work is to 
be searched in the minimization of the forwarding delay which well fits into a dynamic scenario such 
as the one addressed in this work where the focus is on vehicular applications. 

In [34], another integrated approach which considers interactions between MAC and routing is 
considered. This solution, denoted as MAC-CROSS, is aimed once again at minimizing energy 
consumption so as to increase network lifetime. In particular, routing information is used at the MAC 
level to maximize the sleep time of sensor nodes. In fact, when RTS/CTS exchange is used, combined 
with NAV (network allocation vector), the channel can be reserved and nodes, other than transmitter 
and receiver, can go to sleep for the time declared through NAV. This, however, causes the need for 
NAV schedules propagation which is costly in terms of data packets propagation and need for keeping 
network schedules updated. As a way to solve this problem, in MAC-CROSS only a subset of nodes 
are required to wake up at the end of the scheduled time. This subset is appropriately selected so that 
only nodes belonging to the path between source and destination have to wake up. This obviously 
requires a synergy between routing and MAC. The protocol has been also implemented in a MICA 
MOTES testbed, so testing the energy efficiency achieved working transversally across different 
layers of the network architecture with respect to what can be obtained working only at the MAC layer 
(e.g. in S-MAC [35]) . 

5.4.4 Network/MAC  
Recently, the need to resort to cross-layer interactions between the network and lower layers to 
achieve QoS preservation and energy efficiency in wireless ad hoc and sensor networks was shown to 
be indispensable. In addition to this, there is still more to energy-efficient, cross-layer network design 
than what has been revealed so far. For instance, battery capacity cannot be used as the sole means to 
satisfy our requirements for a power-efficient, reliable, and load-aware routing scheme. 

In [18], two algorithms the objective of which is to enhance the operation of existing power-based 
multi-path routing schemes via cross-layer design and optimal load assignments are proposed. These 
approaches, namely, Energy- Constrained Path Selection (ECPS) and Energy-Efficient Load 
Assignment (E2LA), employ probabilistic dynamic programming techniques and utilize cross-layer 
interactions between the network and MAC layers. 

The Quasi-Guaranteed System Lifetime (Q-GSL) framework, proposed in [19], derives bounds on the 
aggregate packet flow in the presence of system-wide and nodal energy constraints. It alleviates 
congestion by using multiple routes and through contention mitigation and, similar to ECPS and 
E2LA, it may be used with any existing energy efficient routing scheme. More importantly, it is the 
only technique that provides guarantees on the minimum system lifetime. 

In [20], a cross-layer framework, namely the Dynamic Multi-Attribute Cross-Layer Design (DMA 
CLD) framework is devised, in which multiple (single-layer, cross-layer, nodal, and networking) 
objectives are met. Similar to E2LA and Q-GSL, the DMA-CLD framework accepts a set of routes as 
input. In fact, DMA-CLD may be used in conjunction with E2LA to ensure that once a set of end-to-
end routes has been chosen (based on multiple objectives), load balancing, MAC contention 
mitigation, and energy conservation are handled by E2LA. It is noteworthy that our framework can be 
easily extended to accommodate any number of objectives and OSI layers, provided that the proper 
inter-layer feedback is integrated into DMA-CLD. 

With the aim of achieving the objective of saving energy without sacrificing the reachability, in [12], a 
cross-layer approach is taken to address this problem, referred as efficient flooding scheme with cross-



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 2.0/29.11.2006 Page 81 of  99 

 

 

layer design (EFS-C). Without assuming location awareness, a novel MAC layer access-deferring 
scheme based on the received signal power is proposed to reduce the collision possibility and 
broadcast redundancy. By piggybacking neighbourhood information in the broadcast packet, and 
adopting a receiver-based approach, reachability can be enhanced with little overhead. Due to the 
general unavailability of location equipment for sensor nodes, the signal strength of the received 
packet is used to estimate the distance between the sender and the receiver in EFS-C. With the 
estimated distance information, the idea of most progress forwarding (MPF) is adopted, in which the 
node farthest from the sender re-transmits the packet first. Elaborate efforts are taken in the MAC 
layer to reduce the collision and redundancy of retransmissions. In EFS-C, overhearing nodes with 
pending broadcast packet keep track of the senders from which it has received the same broadcast 
packet, and decide whether it is necessary to re-transmit the packet or not. 

An important issue is to achieve data query in a large-scale wireless sensor networks through an 
energy-efficient communication scheme. One of the obvious drawbacks for the current wireless sensor 
networks data query schemes is that they still use the traditional network stack that has very clear 
boundaries between Application/Transport/Routing/MAC/Physical layers. Due to the tiny memory, 
extremely low battery and limited calculation capacity in each sensor, a compact stack that closely 
integrates all layers through parameters passing is more promising for many applications. For 
example, we may use cross-layer design [21] to put more sensors in sleeping status in the MAC layer 
though the routing layer information (such as the sensors contributing to the “active” routes) or 
through application layer parameters (such as the specific data query area and query modes).  

There is some initial work done on cross-layer design in ad hoc/sensor networks. In [21], general goals 
of WSN cross-layer design have been analyzed. MAC Scheduling issues have been studied based on 
higher layer information in [22]. Cluster-based routing and MAC integration are investigated in [23].  

In [24], a low-complex energy-efficient cross-layer design to optimize the data query performance 
(such as reducing query overhead) is investigated. In particular, it is stated that TDMA-based MAC 
schemes will have better energy consumption performance than general CSMA-based ones since the 
former reduce more transmission collisions that bring large energy consumption. To this end, MAC 
design with previously proposed ripple-zone-based routing architecture this paper is integrated, and 
this can optimize data query performance (from energy-saving point overview) in a distributed way. 

One of the major challenges in sensor networks is to maximize the network lifetime under power 
constraint. In certain sensor networks, reliability becomes a critical factor when the information 
collected by sensor nodes needs to be conveyed reliably to the sink node. In [25], a routing protocol to 
reduce energy consumption for reliable communications is presented, basing on the link cost that 
incorporates the link error rate in order to reflect the potential retransmission cost for successful packet 
delivery. In practice, it is necessary to support reliability in sensor networks such that the success 
probability of end-to-end (or sensor-to-sink) transmission meets the requirement specified by the given 
application. When considering this type of reliability constraints, in contrast to conventional energy-
efficient routing protocols, choosing a path that consists of a large number of short-distance hops is 
not always optimal for energy saving. Using multi-hop paths may consume rather higher energy since 
the per-hop success probability required for the target end-to-end success probability increases as the 
number of hops increases. Furthermore, for such a multi-hop path, it is not necessarily optimal to make 
the per-hop success probability identical in every link, as the distances may differ from one another. 
Therefore, in [27], the problem of maximizing the network lifetime under the reliability constraint on 
the end-to-end success probability is investigated. The combination of greedy retry limit allocation 
(GRLA) allocation and cost-based routing and power-control (CRPC) algorithms constitutes a cross-
layer strategy in that the former is a MAC layer processing and the latter is a network and physical 
layer processing. The GRLA algorithm was designed to minimize the total energy consumption 
required to support the reliability constraint for each path. On the other hand, the CRPC algorithm was 
to maximize the network lifetime by taking balanced energy consumption among the constituent paths 
and by optimizing transmission power under the stability constraint. The combined algorithms can 
balance the trade-off between the network lifetime and the reliability constraint. 
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In [28], a novel class of MAC layer protocols, named Synchronous Transmission Asynchronous 
Reception (STAR), that aims at efficiently managing the node’s low power mode, is presented, and 
properly integrated within a routing scheme, according to the cross-layer design for minimizing the 
signalling overhead. In particular, STAR MAC is particularly suited for a flat network topology, 
taking the benefits of both WiseMAC and S-MAC schemes. It joins the power saving capability, due 
to the introduction of a duty-cycle, together with the advantages provided by the offset scheduling, 
without an excessive signalling overhead. In order to evaluate the capability of the proposed MAC 
scheme in establishing effective end-to-end communications within a WSN, a routing protocol has 
been introduced and integrated according to the cross layer design principle. In particular, we refer to a 
proactive algorithm belonging to the class of link-state protocol that enhances the capabilities of the 
Link Estimation Parent Selection (LEPS) protocol. It is based on periodically sending a control 
message to neighbour nodes to carry on information needed for building and maintaining the local 
routing table. However, this approach resorts both to the signalling introduced by the MAC layer, i.e., 
the synchronization message, and by the Network layer, i.e., the ping message, with the aim of 
minimizing the overhead and make the system more adaptive in a cross-layer fashion. 

5.4.5 Novel functional architectures  
An integrated architecture, which takes into account physical, MAC, network and transport layer 
functionalities, is presented in [37].  More specifically, in this paper an XML module is proposed and 
developed which supports reliable and efficient communication of occurring events in a wireless 
sensor network with strong energy concerns. The XML module allows performing local congestion 
control; receiver based contention and distributed duty cycle control through melting together 
functionalities usually performed at different levels of the network architecture.  When a source node 
has a packet to send it broadcasts an RTS packet to its neighbours. Then, upon receiving the answer, 
each neighbour decides if it will participate in the communication based on an iterative determination 
procedure. This is a mechanism through which a node, based on its received SNR value and local 
congestion conditions, decides if participating or not.  Contention is done among nodes belonging to 
the same priority region, i.e. a region where all nodes give the same progress in packet forwarding. 
Nodes employ a distributed duty cycle, and transmission rate is congestion driven. This means that, if 
the receiver contention scheme fails many times due to wireless transmission errors (retransmissions 
are also considered to recover the situation), congestion is assumed and generation rate is decreased. 
Comparison with other layered approaches shows the advantage of this XML driven approach 
especially under the perspective of performance optimization and reduction in implementation 
complexity. 

Different novel cross-layer architectures have been proposed also in [39], [45].  In these papers, a 
flexible and adaptive cross layer architecture for TinyOS based sensor networks, like Berkeley 
MOTES, is proposed.  The target of the designers is, in particular, to try to design an architecture 
compatible with the hardware constraints of sensor devices. This approach is quite different  to other 
schemes proposed in the past for mobile ad hoc networks [48] and, thus, for networks that are not 
constrained in energy and processing resources. The TinyCubus system consists of a Data 
Management Framework which performs adaptation, the Cross Layer framework which provides a 
generic interface and supports cross layer interactions, and a Configuration Engine allowing 
dynamically updating/installing of code in sensor devices, as explained in Figure 30: TinyCubus 
architecture. Cross-layer information has been used to provide role assignments to nodes so as to 
reduce the amount of messages needed for code distribution. The architecture aimed at supporting a 
dynamic and reconfigurable sensor network has been developed in the nesC programming language.  
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Figure 30: TinyCubus architecture. 

5.5 On going projects in this area 
There are some R&D projects that deal with the study of cross-layer interactions. Despite the 
significant gains that CL interaction could bring into future wireless communication systems, research 
in CL as addressed by those projects does not constitute the core topic but some side contributions in a 
more generic context. 

We could point out three of these projects: 

• E-sense: capturing of Ambient Intelligence for Beyond 3G Mobile Communication Systems 
through Wireless Sensor Networks. e-SENSE proposes a framework for capturing context 
information that enables the convergence of many input modalities, mainly focusing on the 
application of energy efficient wireless sensor networks that are multi-sensory in nature, 
heterogeneous in their networking, either mobile or integrated in the environment e.g. from 
single sensors to thousands or millions of sensors collecting information about the 
environment, a person or an object. This framework will be able to supply ambient 
intelligent systems with information in a transparent way hiding underlying technologies. 

• MAGNET - My Personal Adaptive Global Net:  MAGNET mission is to enable 
commercially viable PNs that are attractive, affordable and beneficial for end-users in their 
everyday life. The MAGNET Beyond (MAGNET - phase 2) project constitutes a system 
approach to what is expected to be one of the most important telecom related growth 
markets of the future, i.e. Personal Area Network (PAN) style networking. MAGNET 
Beyond does not treat PAN networking in isolation: the concept is extended into that of a 
PN by interconnecting PANs with particular wireless wide area networks to access the rich 
services available on these networks, including the interconnection to other PANs. Here, 
cross-layer information is exploited to improve PAN throughput and device fairness.  
Specifically QoS metrics and Channel state information can be targeted towards priority 
based assignment of the peer-to-peer connections enabling a controlled trade-off between 
PAN throughput and system QoS.  

• µ-AMPS: (http://www-mtl.mit.edu/researchgroups/icsystems/uamps/) is a MIT project on 
WSN. The research is focused on innovative energy-optimized solutions at all levels of the 
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system hierarchy including: physical layer (e.g., transceiver design), data link layer 
(packetization and encapsulation), medium access layer (multi-user communication with 
emphasis on scalability), network/transport layer (routing and aggregation schemes), 
session/presentation layer (real-time distributed OS), and application layer (innovative 
applications). Their investigation aims to explore cross-layer information in order to design 
an efficient protocol stack for wireless sensor networks. 
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6 Data Aggregation and Fusion Techniques 

6.1 Introduction 

Wireless sensor networks are data-centric networks deployed to acquire information from the physical 
world (for monitoring, tracking, surveillance applications), to map the distributed measurements into a 
particular event and transport the relevant events’ data over self-organizing ad-hoc wireless 
infrastructure towards all interested users. WSNs are characterized by constrained resources and 
deployments of extremely high scale and density. A particular measurement of one sensor node is just 
a single piece in an overall information puzzle, and the utility of transporting it end-to-end to a user is, 
considering the energy-cost of each wireless transmission, in general, very low. Therefore, intelligent 
and efficient in-network aggregation is needed to generate data with high information utility whose 
timely delivery to the user is highly valued. In addition, some WSN applications, such as target 
tracking, require that data aggregation of individual measurements and intelligent inference of the 
physical state represented by these measurements is performed in the locality of the measurements and 
provided further to sensors/actuators following the target trail. 

Data aggregation or fusion techniques in wireless sensor networks (WSN) are mechanisms for in-
network or in-situ processing of sensor messages or sensor data aimed at, on the one hand, reducing 
the number of redundant transmissions along the path from the source towards the sink (aggregation at 
the routing and topology organization layer), and on the other hand, aimed at inferring particular 
physical state based on the data of a set of sensors, where each individual sensor cannot determine the 
state alone (semantic layer).  

The objectives of aggregation depend on the assumptions regarding data dissemination and query 
process. For the dissemination systems which periodically send messages towards sinks the highest 
level of aggregation may be achieved under assumption that nodes forwarding messages of their 
neighbour node understand carried information at the semantic level and can compare and combine 
their own measurements to and with the data received. The nodes can even suppress sending 
redundant data by using promiscuous mode in inherently broadcast communication. For the query 
system that reacts on rather irregular queries pre-aggregation of data and intermediate storage is 
needed.  

In this section we first provide overview of approaches to aggregation at the routing and topology 
organization layer in periodic dissemination scenarios, for two distinctive topology types being tree 
topology and cluster-based topology. Next we briefly address the storage approach to aggregation for 
query-based systems. 

6.2 Aggregation for Energy Efficiency 
Wireless sensor networks are expected to operate under severe energy constraints. Since 
communication is a dominant source of energy consumption in sensor nodes, the minimization of the 
number of transmissions leads to improved energy efficiency. In addiction, many sensor nodes often 
send data with a high degree of spatial and/or time correlation. An efficient data aggregation scheme 
should take into account the aforementioned considerations in order to gather information to the sink 
while preserving the quality of the collected data.  

In the last years many data aggregation schemes have been proposed to minimize the amount of 
transmitted data. In particular several cluster-based hierarchical approaches have been proposed in 
which local aggregators or cluster heads aggregate data received from the nodes belonging to their 
cluster and transmit it to the sink. Alternatively, tree-based approaches exploit a hierarchical tree 
topology where a certain number of nodes perform in-network aggregation and forward the collected 
data to the sink. In the next sections we will review some literature addressing the above discussed 
approaches.  
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6.2.1 Cluster-based data aggregation 
Cluster-based data aggregation requires the existence of, so called, member nodes, grouped in clusters, 
and clusterheads. The latter can be statically elected during the network configuration phase or can be 
dynamically selected only when it is necessary to propagate information from the monitoring nodes, 
which are in charge of collecting parameters required by the application and report the sensed 
information to their clusterhead, up to the sink. Clusterhead leadership can either be rotated among 
nodes, so as to spread over the all network the burden related to the processing and the transmission 
toward the sink, or if more robust nodes are available, assigned to specific devices.  

If a static cluster formation is adopted, during a configuration phase all clusters are formed by the 
exchange of configuration messages. 

In static cluster formation, clusters are formed during the network configuration phase through 
exchange of messages to decide cluster members and cluster heads. Then, upon needing to send data 
to report an event to the sink, members transmit their data to the clusterhead which aggregates and 
sends it to the sink. Sometimes, when events or targets are sensed by nodes belonging to adjacent 
clusters, different clusterheads can transmit the same data to the sink. Also overlapping of cluster 
members can be encountered. On the other hand, dynamic clustering can be used when cluster 
formation is triggered only by some events happening in the interest area. In this case, clusters are 
formed only when detection happens and clusterheads are chosen for sink propagation purposes. 

In [1] a cluster-based algorithm designed to allow dynamic rotation of leadership among nodes 
depending on their energy resources is proposed. More specifically, in LEACH which is an 
application specific protocol architecture, clustering is aimed at data aggregation because nodes 
located in the proximity usually send highly correlated data. The protocol works in rounds.  So, nodes 
in the network are organized into clusters, so that at each round a given number of clusters are 
available and the energy load can be almost fairly distributed among nodes through probabilistic 
rotation of leadership role. The protocol is optimized for scenarios where all nodes start working with 
the same energy resources, but can work also in more heterogeneous scenarios. The distributed 
selection algorithm of leadership probability is based on the approximate assumption that, since nodes 
cannot know the exact energy of all nodes, average considerations on the residual energy are done. 
When a node nominates itself as leader, it must let other nodes of the cluster know its role and this is 
done through notification of ADV messages sent using a non persistent CSMA protocol. Clusters are 
created by nodes using received signal strength. After each node understands which cluster it belongs 
to, Join request messages are sent to the clusterhead to let them know about affiliations. Clusterheads 
then allow nodes to transmit using a TDMA approach so that no collisions are encountered and nodes 
can sleep when it is not their scheduled slot. 

This mechanism is quite simple and inherits solutions typically used for ad hoc networking in sensor 
scenarios. This is useful for scalability support and energy consumption reduction but requires a 
severe synchronization among nodes and overhead in cluster and clusterhead maintenance. 

A solution similar to LEACH was proposed in [6]. In this work, a reduction in the number of nodes 
which communicate with the base station is achieved using a chain. In this case all packets sent to the 
sink pass through all chain nodes and aggregation is performed at each hop of the chain.  

In [2] another clustering solution similar to [1] is proposed. In the Hybrid Distributed Energy-efficient 
[2] protocol a two level clustering scheme is presented. Here Clusters are formed based also on the 
residual energy available at certain nodes which are candidates for clusterhead. Moreover, 
communication within the cluster uses a fixed transmission power level, denoted as cluster power 
level. Inter-cluster communication, that is communication among clusterheads is performed by 
exploiting the capability that sensors have to transmit at different power levels [66]. This 
communication should be aimed at increasing spatial frequency reuse while guaranteeing network 
connectivity. Inter-cluster communication is aimed at allowing clusterhead communication so as to let 
them aggregate their information before sending it to the sink.   
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Another cluster-based data aggregation scheme is proposed in [3] where a dynamic data aggregation 
scheme which is an evolution of the data diffusion [65] paradigm is presented. More specifically, in 
[65]  a scheme for performing interest dissemination by the sink was proposed. Interests were used by 
the sink to ask for specific services that it needs. An interest is diffused throughout the network so that 
when a node receives an interest by a neighbour it generates a pointer to the sender to indicate where 
the data could eventually come from. Interest propagation in direct diffusion follows an unstructured 
path. On the other hand in CLUDDA [3] a clustered approach is used where interests are only 
propagated by clusterheads or gateway nodes which connect different clusters together. Also, 
dynamically varying intermediate nodes in the path from the sensors to the sink perform aggregation 
according to a layered approach, i.e. aggregation is performed in steps. A query caching mechanism is 
also considered for to reduce overhead in propagation of interests throughout the network. 

Kalpakis developed a polynomial-time Maximum Lifetime Data Aggregation (MLDA) algorithm for 
smaller sensor networks and the clustering CMLDA algorithm for large scale sensor networks (refer to 
[58] and [59]). Independently a clustering algorithm called CAC was presented by Guang-Yao Jin in 
[60]. Other (and more recent) approaches with maximising lifetime in mind include the works of 
Cunqing Hua ([61]), Stanford ([62]), Xiaoyuan Wang ([63]) and Yuan Xue ([64]).  

6.2.2 Tree-based data aggregation 
In tree-based schemes sensor nodes transmit their data packets to the sink along a routing path built so 
as to minimize certain metrics (e.g. latency, loss probability, etc.). These data are aggregated at 
intermediate nodes, denoted as aggregator nodes, so as to merge the data coming from multiple 
sources and reduce the amount of correlated and redundant information delivered to the sink. This 
tree-based approach is very useful, especially when data centric routing and in network processing are 
used. 

In [4], a tree-based aggregation scheme is proposed. It is based on heuristics for constructing and 
maintaining the tree. The methodology uses a tree construction rooted at the sink. In more detail, the 
sink issues a control message which contains information about the node ID, its parent in the tree, the 
residual power, its location in the tree, so that leaf and non-leaf nodes can be distinguished, and its 
distance in hops from the sink. This message is broadcasted down the network towards the leaf nodes. 
As a result a multicast tree is built whose root is the sink. This heuristic approach is aimed at choosing 
nodes with higher residual energy as non-leaf tree, letting nodes compete with each other fairly for 
channel access. Also two parents can be considered for construction of more reliable aggregation trees. 
The tree is periodically updated every time nodes are going out of battery. This is achieved using sleep 
schedules which allow increasing network lifetime. Aggregation is done in network, i.e. data are 
processed and aggregated time by time during propagation along the network so that propagation of 
useless and redundant data can be avoided. This greatly increases scalability and network lifetime. 
Another tree-based aggregation scheme has been proposed in [5] and is called PEDAP.  In this paper a 
minimum spanning tree routing scheme is used so that maximization of lifetime in terms of rounds of 
aggregation is guaranteed. Aggregation is performed so as to take residual energy of nodes into 
account. PEDAP is shown to be more efficient than LEACH and Pegasis in terms of both energy 
performance and better distribution of load.  

All the above cited approaches, both tree-based and cluster-based, are mainly designed for energy 
consumption reduction and lifetime elongation. However, among the positive effects of data 
aggregation/fusion network congestion should also be considered.  In fact, congestion can be crucial in 
a sensor network since it could imply a malfunctioning of the network and the impossibility of 
delivering information to the sink. In particular, congestion will be likely to occur at nodes one hop 
away from the sink (funnelling effect) thus leading to possible network partitioning.  

Accordingly, consideration of interactions between energy reduction algorithms, data aggregation 
schemes aimed at preserving the integrity and accuracy of the information delivered at destination and 
network management policies should be done. Also, network topology and node density play a crucial 
role in improving the performance of these schemes.  
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6.2.3 Database-Like Aggregation  
Cluster-based and tree-based aggregation is particularly useful when a stream of sensor data is to be 
established between data sources and data sink for regular periodic update, and where sensor nodes 
have constrained memory and cannot store many intermediate measurements. Another type of WSN 
aggregation is needed in the scenarios where measurements are to be stored in-situ, at the aggregation 
nodes, and where queries are sent irregularly towards the aggregation points. Aggregation nodes are 
nodes with larger memory storage and processing capability. This type of aggregation can be 
classified into data-base like aggregation, and it introduces a new type of aggregation topologies. One 
special case of this topology is the one in which every sensor node can act as an aggregation point. 

The objective of aggregation in this new topology is to distribute sensor data so that querying load can 
be distributed. Another important objective may be to support application-specific aggregation for 
optimized querying. 

Another important objective may be to support temporal aggregation and storage of data with different 
accuracy. With the time the storage is aging in the graceful way as the older data are aggregated 
(averaged) and new data are stored in the original accuracy. 

TAG ([24]) and TinyDB ([[25]) are two representatives of database approach. They were developed 
with SQL in mind, thus a sensor network executing TAG or TinyDB on its nodes is among other 
things capable of answering inquiries obeying following grammar:  

SELECT [ALL,DISTINCT, UNIQUE] {const, attr, fkt(expr), arithm. expression}  

FROM sensors WHERE {selPreds}  

GROUP BY {attrs}  

HAVING {havingPreds}  

EPOCH DURATION i T 

Thus a possible query is . . .  

SELECT AVG(R.concentration) FROM ChemicalSensor R WHERE R.loc IN region  

The sink sends an inquiry like this to its nodes and the sensor network responds with pre-computed 
and pre-aggregated data.  

Additionally, event-based queries are supported if the network sends data automatically after 
interesting data has been generated (“ON event SELECT . . . “).  

This approach is called query based routing because communication is governed by queries. A single 
node propagates its data only if it was targeted by the request. An introduction to database like 
aggregation can be found in [28], advanced research on this topic is discussed in many publications (e. 
g. [30], [31], [32], [33], [29], [34], [26], [27], [35], [20] and [36]). Famous representatives include 
mentioned TAG and TinyDB as well as Acquire, Cougar, REED and SQS.  

6.3 Semantic Level Aggregation 
Additionally to the data fusion at the level of routing data can also be aggregated on a higher level. 
This higher level is no longer concerned about how the information travels from the source to the 
aggregating node but on what the aggregating node can do to reduce the data. This process is called 
Semantical Integration and requires understanding of the data.  

6.3.1 Belief Theories  
Many data fusion algorithms were implemented according to belief theories. Those implementations 
include the Dempster-Shafer (DS) theory of evidence (refer to [37]), the Fixsen-Mahler modified 
Dempster-Shafer (MDS) theory ([39], [38] and [40]) and the Dezert-Smarandache Theory (DSmT) 



IST-027738/ CRUISE 
  
Document number:  CRUISE/WP220/D220.1/VERSION 2.0/29.11.2006 Page 91 of  99 

 

 

(refer to [41], [43], [44], [45] and [42] or the homepage of the project 
http://www.gallup.unm.edu/~smarandache/DSmT.htm), which have demonstrated practical and 
realistic methods of handling the many aspects of uncertain, indeterminate, conflicting, and shifting 
information in real fusion systems. Another effort came from Petrushin and his team [14], [11], [12] 
and [13]. As mentioned before effort has been made to unify those approaches: • The Unification of 
Fusion Theories (UFT) by Smarandache ([21] and [22]).The Generalized Belief Fusion ([23]) tries to 
combine the advantages of mentioned approaches while reaching faster and better decisions.  

6.3.2 Sensor Data Prediction  
PAQ as discussed in [46] tries to predict sensor data readings using time series models. These models 
are generated at each node and sent to the sink. As long as the transmitted model describes the real 
readings no further data has to be transmitted - the sink is able to simply calculate the current value of 
the sensor using the model. If real readings differ too much from the prediction the node updates its 
model and passes it on to the sink. Another approach following this idea is called Distributed 
Regression and presented in [47].  

6.3.3 Data Fusion and Accuracy  
Important requirement for aggregation is to assure that no vital information is lost during the 
aggregation while minimising network load and data volume. As Appriou states in [19] averaging in 
most cases is not a good combination operator, because the result will be a value that was not given by 
any source. He suggests to rank the sensors according to their reliability and to apply disjunctive 
operators where possible. This ranking might be expressed as a simple priority, a likelihood or any 
other value capable of expressing the qualities of a sensor. In case a really difficult conflict emerges 
between the sensor readings, the actual fusion can be postponed until more information is available 
(but Appriou reminds us that more information always results in a higher complexity). As soon as a 
sensor network monitors more than one target another problem arises. Having more than one target, 
target specific data fusion becomes a necessity [7] : In this scenario the user won't ask for the average 
temperature in the network but for the average temperature of each target! To achieve this, a node 
must be able to distinguish various targets and neighbouring nodes have to realize when they focus the 
same target. Data from one target can then be aggregated locally before passing on the essence to the 
sink. Such a network has to be operated via a simple user interface in which targets and their 
properties are shown while single sensors and their readings are hidden. 

6.4 Data Aggregation in WSN Applications 

6.4.1 Environmental Applications  
A typical environmental application is the monitoring and protecting of large areas like industrial sites, 
national parks, vineyards, islands, volcanoes or even underwater marine sections. Additionally, areas 
too big to be patrolled by humans, such as oil pipelines or national borders, give interesting 
opportunities. Indeed sensor networks have been used to monitor microclimates around redwood trees 
in the UC Berkeley Botanical Garden (as described in [48]), meteorology and hydrology in Yosemite 
National Park ([49]) and soil moisture in general ([50]). In [8] Brooke discusses a vineyard which is 
monitored by a sensor network. Weather prediction is another field in which sensor networks are 
applied; Sims and Manfredi detail their efforts in [9] and [10].  

Environmental monitoring can equally be applied indoors to guard and monitor houses, offices or 
factories. Such a system was described by Achanti [51]. The main goal of his work was achieving 
energy savings on the monitored campus.  

A special case of environmental monitoring is called Habitat Monitoring. This term is used if an area 
is monitored purely to research the life cycle or habits of animals. The most prominent case of habitat 
monitoring with sensor networks was probably Great Duck Island, where the customs of a special bird 
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(the Leach Storm Petrel) were investigated. Related publications to this project include introductions 
by Cerpa ([52]) and Mainwaring ([53]) and an analysis of habitat monitoring applications by 
Szewczyk ([54]). Another famous habitat monitoring effort is the ZebraNet Wildlife Tracker ([55], see 
also http://www.princeton.edu/%7Emrm/zebranet.html), which is a sensor network developed to 
permit studies of animal migrations and inter-species interactions. Its nodes, worn as collars by the 
tracked animals, document every movement of the animals and gather various additional data.  

6.4.2 Target Tracking Applications  
Target tracking is a very interesting aspect for sensor networks, as usually multiple targets are within 
reach of a sensor network. The easiest case is an indoor network monitoring temperatures, which 
should be able to distinguish individual rooms to make possible inquiries like “What's the temperature 
in the kitchen?”. As moving targets are equally interesting but much harder to differentiate, a lot of 
research has been done in this area.  

Petrushin works on indoor people tracking and uses sensor nodes equipped with cameras and infrared 
sensors. The data is evaluated by a Bayesian framework which is described in [11], [12], [13], [14]. 
Dedeoglu is also tracking people in [15]. More research on target tracking and data fusion has been 
presented in [42], [56], [57] and [18]. Pham and Ajdler try to track their targets using microphones 
exclusively ([16],[17] ).  
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7 Conclusions 
This report has summarized the activities carried out by the work package on protocols and data 
aggregation and fusion techniques for wireless sensor networks.  It has presented how the overall joint 
research activity has been structured into a number of tasks and technical activities, depicting the 
technical achievements that have been fulfilled during this first year of work. 

Some high-standard papers have been produced so far; their peer-reviewing procedures ensure the 
“rightness” of our approach.  However, it is envisaged that, considering this document as a starting 
point, the cooperation between the partners will develop into a larger number of technical publications, 
providing ahead-of-the-curve results on those aspects which are being analyzed within this WP.  In 
this sense, it has to be mentioned that the division on working groups as well as the commendable 
commitment of the different partners provide the grounds for fulfilling such a challenge. 

The document has revised the current state of the art, as well as the research trends for the different 
technical issues which are altogether considered within this WP: MAC protocols, routing techniques, 
end to end transport aspects, cross layer optimization processes and data aggregation and fusion 
techniques.  In all of them, the document has drafted forward-looking solutions, going beyond the 
current existing ones, but, aimed at being also aligned with the most spread and relevant trends.  In 
this sense, it also provides extensive discussions on the current state of the art for all of the 
aforementioned topics. 

We have also seen that, although it could be argued that the work carried out by the different work 
packages of the Cruise project do not have many issues in common with the others, we are trying to 
analyze the implications that the technical achievements that the rest of clusters may have on our 
working topics. 

To sum up, this document is of essence, since it provides the grounds for a fruitful cooperation within 
each of the technical tasks within the work package for the forthcoming year.  Furthermore, the topics 
which are analyzed within each of the tasks lie at the core of the development and deployment of 
wireless sensor networks, since they ensure appropriate communication capabilities, improved 
network life-time, as well as optimum and reliable delivery of information. 

During the next year, the technical work on each of the tasks, using the already available information 
will be further elaborated; cooperation within the working groups will be strengthened, while the 
production of good research papers will provide an objective way of measuring the quality of the work 
carried out. 
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8 Terminology 
  

ACQUIRE Active Query forwarding In sensoR nEtworks  
AGPF Anchored Path Geodesic Packet Forwarding  
AIMD Additive Increase, Multiplicative Decrease 
AODV Ad-hoc On-demand Distance Vector 
ARC Adaptive Rate Control 
CAC Context Adaptive Clustering 
CAP Contention access period 
CADR Constrained Anisotropic Diffusion Routing  
CCF Congestion Control and Fairness 
CDMA Code Division Multiple Access 
CFP Contention Free Period  
CH Cluster Head 
CLUDDA Dynamic Data Aggregation Scheme by Chatterjea 
CMLDA clustering MLDA Algorithm 
CODA Congestion Detection and Avoidance 
CRPC cost-based routing and power-control 
CS Carrier Sensing 
CSMA  Carrier Sensing Multiple Access 
CSMA/CA Carrier Sensing Multiple Access/Collision Avoidance 
CTS Clear to send 
DCF  Distributed Coordination Function 
DD Direction-Direction 
DMAC Directional MAC  
DMA CLD Dynamic Multi-Attribute Cross-Layer Design 
DO Direction-Omni 
DREAM Distance Routing Effect Algorithm for Mobility  
DSDV Destination sequence distance vector 
DS Dempster-Shafer Belief Theory 
DSmT Dezert-Smarandache Belief Theory 
DTC Distributed TCP Cache 
E2LA Energy-Efficient Load Assignment  
ECPS Energy- Constrained Path Selection 
ESRT Event-to-Sink Reliable Transport 
FC Fusion Center 
FCFS  First Come First Serve  
FFD Full Function Device 
EFS-C efficient flooding scheme with cross-layer design 
GAF Geographic Adaptive Fidelity  
GBR Gradient-Based Routing  
GEAR Geographic and Energy Aware Routing  
GEDIR Geographic Distance Routing  
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GeRaF Geographic Random Forwarding  
GFG Greedy-Face-Greedy  
GLS Grid Location Service  
GPSR Greedy Perimeter Stateless Routing  
GPS Global Positioning System 
GRLA greedy retry limit allocation 
GTS Guaranteed time slot 
HERA HiErarchical Routing Algorithm  
HT Hard Threshold 
ID Identification 
IECR Interval Estimation Collision Resolution  
IFQ Interface queue 
INF Intermediate Node Forwarding  
LAR Location-Aided Routing 
LBM Location-Based Multicast  
LDA Location Dependent Address  
LEACH Low Energy Adaptive Clustering Hierarchy 
LEPS Link Estimation Parent Selection 
LQI Link quality indication 
LR-WPAN Low-rate Wireless Personal Area Network 
MANET Mobile AdHoc NETworks 
MAGNET My Personal Adaptive Global Net 
MBBA Multi-Beam Antenna Arrays  
MCF Minimum Cost Forwarding  
MDS Fixsen-Mahler modified Dempster-Shafer Belief Theory 
MECN Minimum Energy Communication Network  
MEMS Micro-Electro-Mechanical Systems 
MFR Most Forward within Radius  
MLDA Maximum Lifetime Data Aggregation Algorithm 
MLME Mac layer management entity 
MMAC Multi-hop MAC  
MPF most progress forwarding 
MTE Minimum Transmitted Energy  
NAV Network allocation vector  
NFP Nearest with Forward Progress 
NOAH  NO Ad-Hoc  
NWK Network 
OSI Open Systems Interconnection  
PAN Personal Area Network  
PAQ Sensor Data Prediction Algorithm 
PCCP Priority-Based Congestion Control Protocol 
PEDAP Power Efficient Data gathering and Aggregation Protocol 
PEGASIS Power Efficient Gathering in Sensor Information Systems  
PER Packet Error Rate 
POS Personal Operating Space 
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PSFQ Pump Slowly, Fetch Quickly 
Q-GSL Quasi-Guaranteed System Lifetime 
QOS Quality of Service 
RBC Reliable Bursty Convergecast 
REED Robust, Efficient, Filtering and Event Detection in Sensor Networks 
RF Radio frequency 
RFD Reduced Function device 
RMST Reliable Multi-Segment Transport 
ROMA Receiver-Oriented Multiple Access  
RPM Random Progress Method  
RSSI Received Signal Strength Indication 
RTS Request to send 
SAR Sequential Assignment Routing  
SIR Signal to Interference Ratio  
SLURP Location Update-based Routing Protocol  
SMECN Small Minimum Energy Communication Network  
SNR Signal to Noise Ratio 
SPIN Sensor Protocols for Information via Negotiation  
SQL Structured Query Language 
SQL  Structured Query Language 
SSCS Service specific convergence sublayer 
ST Soft Threshold 
STAR Synchronous Transmission Asynchronous Reception 
TAG Tiny AGgregation Service for Sensor Networks  
TCP Transmission Control Protocol 
TDMA Time Division Multiple Access 
TEEN Threshold sensitive Energy Efficient sensor Network  
TinyDB Tiny-Database  
TR Transmission Range 
TTI transmission time interval 
UFT Unification of Fusion Theories 
VHR Virtual Home Regions  
WBAN Wireless Body Area Network 
WHN Wireless Hybrid Network 
WLAN Wireless Local Area Network 
WPAN Wireless Personal Area Network  
WSN Wireless Sensor Network  
 


